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OOGwee onucaHue:
CeTteBoe obopynoBaHme TP-LINK

MpeaHasHayeHo Ans NOCTPOEHNA AOMALLHUX U OPUCHBIX TENEKOMMYHUKALMOHHbLIX CUCTEM.
MarotoButens TP-LINK TECHNOLOGIES CO., LTD.
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CEPTUD®UKALINUA FCC

FS

[aHHoe obopynoBaHMe MNpOLUNO COOTBETCTBYIOLLME WUCMbITAHWUS, KOTOPbIE MOKasanu, YTO OHO
COOTBETCTBYET TPebOoBaHMAM Ans UnpoBbIX YCTPONCTB Kracca «B» B COOTBETCTBUM C YacTbio 15
npasun FCC. [HaHHble TpeboBaHus Obinu paspaboTaHbl, 4TOObl 0GecneqynTb OMTUMArbHYHO
3aWmTy OT HebnaronpuATHbIX SBAEHUN WHTEpdepeHuun npu aKchnnyataumm B OOMaLUHUX
ycnosusix. ObopygoBaHMe reHepupyeTt, UCMONb3yeT U U3Ny4YyaeT pPaguoBOMHbl, KOTOpble Mpu
HenpaBWMbHOM YCTaHOBKE W 3KCMyaTauuu, MOryT Bbi3blBaTb HeONaronpusiTHole SIBrEHWS
nHTepdepeHunm ans becnpoBogHoln nepegaynm gaHHbIX. OgHaKo HeT rapaHTum, 4To nogobHble
ABMNEHUSA MHTepdepeHLnn He BO3HUKHYT B OTAENbHbIX Cry4vasx ycTaHoBku. B crniyyae, ecnu
obopyaoBaHMe reHepupyeT MNoMexu, MNpensaTCTBYOLWME HOPManbHOMY MpUEMY paauo- WNn
TenecurHana (3To MOXHO onpefenuTb BbIKIHOYMB U BKIHOYMB €r0), peKOMeHAYeTCa NpeanpuHATb
crnepymwoLme OencTBuyN:

e  V/I3MeHWUTb NOMNoXeHne Unn nepeaBuHyTb NPUHUMAIOLLYIO aHTEHHY.
e YBenuuutb pacctogHue mexay obopygoBaHMeM 1 NPUEMHUKOM.
e [logkntounTtb 060pyaoOBaHME U MPUEMHUK K Pa3HbIM PO3ETKaM.

e  OOpatuTbcs K AMNepy UK K ONbITHOMY CrneuuanucTy no paguo- Unn TeneBn3MoHHOMY
06opyaoBaHuIO.

YCTpOMCTBO COOTBETCTBYET TpeboBaHuAM Yactu 15 npasun FCC. Bkcnnyatauusa npomMsBoganTcs ¢
YYETOM CrneayoLmMX ABYX YCIOBUIA:

1) YCTPOWCTBO HE AOMKHO BbI3biBaTb HEBNAronpuUSTHLIX ABNEHWUIA UHTEPdEPEHLUNN.


http://www.tp-link.com/

2) YcTponCcTBO MOXET paboTaTb € MoObIM TUMOM UHTEepEepPEHLMA, BKMOYas
NMHTepdepeHLMIO, KOTOPas MOXET Bbi3BaTb HEXEMNATENbHbIN PEXUM SKCyaTauun.

JTiobble nameHeHusl, He ogoOpPeHHbIE SIBHBIM 06pPa3oM CTOPOHOM, OTBEYaloLLEN 32 COOTBETCTBME,
MOXXET MOBrieYb 3a COOOM OTMEHY NpaBa Nonb3oBaTess Ha 3KChyaTauuo 06opyaoBaHus.

Mpumeyanune: MpousBoauTENb HE HECET OTBETCTBEHHOCTM 3a WHTep(EPEHUMIO paavo- WUiu
TENEBM3VMOHHOTO CUrHana, BbI3BAHHOTO HECAHKLMOHUPOBAHHBIMU U3MEHEHUSIMU, BHECEHHLIMU B
obopynoBaHue. Takme M3MEHEHUs MOTYT MoBMeYb 3a coboii OTMeHy npaBa Nonb3oBaTens Ha
aKcnnyaTaumio 060pyaoBaHusi.

Tpe6oBaHusa FCC no ypoBHIO paguonsnyyeHust.

OaHHoe ycTponcTBO oTBedaeT TpeboBaHuam FCC no ypoBHWO pagvousnyvyeHuss ans
HEKOHTpOnMpyeMon cpefpbl. YCTPOMCTBO WM €ro aHTeHHa He [OOIDKHbl HaxoguTbCa unu
3KCMMyaTupoBaTbCs BMECTE C APYro aHTEHHOW UNu nepeaaTynkoMm.

«,U,J'IFI obecneyeHnss COOTBETCTBUSA OTUM Tpe6OBaHI/IFIM, NOoNoXeHnAa OOKyMeHTa NPUMEHANTCA
TONMbKO B  OTHOWEHUN MOOWUNbHBIX KOHUrypauun. AHTEHHbI, MNPUMEHSAEMblE AaHHbLIM
nepenaTynMKkoMm, OOIMKHbI ObITb YCTAHOBMEHbI Ha pacCcTosiHUM He MeHee 20 cMm OT Gnmkaniiero
MecTa HaxoXaeHus ntogen n He OOIMKHbI HAXOANUTLCS PSOOM UMM COBMECTHO 3KCMITyaTUpOBaTbCS
C Opyrov aHTEHHOW UIn nepeaaTynkom.»

OtmeTtka CE

C€15880

[aHHbI NpoayKT ABNAeTca NPoAyKToM Knacca «Bb». Mpu akcnnyatauuy B AOMaLLHMUX YCMOBUAX,
OaHHbIN NPOAYKT MOXET Bbi3BaTb ABMEHNE UHTEpdEPEHLMM pagmocurHana u B 9ToM criyyae ot
nonb3oBaTtens MoOXeT NoTpeboBaTbCA NPUHATUE COOTBETCTBYIOLLIMX MEp.

OrpaHI/I‘-IeHVIFI, ﬂeﬁCTBleLLI,VIe Ha Tepputopun pPa3JinidHbIX

CTpaH

YCTpPOWCTBO NpeaHasHa4YeHo Ansi SKcnnyaTaumMm AoMa unm B oouce Ha TeppuTopun CTpaH
EBponerickoro Coto3a (a Takke Ha TeppUTOpUM APYrMX CTpaH, CobrnoaaroLLmMx QNpekTnay
EBponevickoro coto3a 1999/5/EC) 6e3 kakmx-nmbo orpaHMYeHW 3a UCKIOYEHMEM CTPaH,
YKa3aHHbIX HUXe!:

CrtpaHa OrpaHu4eHus MpuuynHa/zameuyaHne
Tpebyetca obuee paspelueHue ans
Bonrapus OTcyTcTBYIOT ncnonb3oBaHWa 3a npegenavv goma U B Mecrtax

O6LIJ,eCTBeHHOFO Nnornb30BaHUA

Mpyn ucnonb3oBaHuM 3a WMcnonb3yetrca cnyxbon paguonokaumu apmun. B

npeaenamu nomeLleHns  nocriedHne HeCcKOonbKO NeT MAET MpoLecc U3MEeHeHus

nencrteyetr orpaHmdeHve 10 napameTrpoB akcnnyataumm 4yactotel 2,4 [Tu, 4tO
®paHums MBT 9KBMBANEHTHOW  MOCNYXWUO MPUYNHOW nocnabneHnn B HOPMAaTUBHBLIX

MOLLIHOCTM M30TPOMHOrO  AOKyMeHTax. 3aBepLueHne npoLecca HameyeHo Ha 2012

n3nyyeHus, yactota rog.

2454-2483,5 MI'u.




TpebyeTcs obLuee paspeLleHne Npu UCMONb30BaHUM 3a

Wtanus OTtcyTcTBytOT
npegenamu noMeLleHus.
TpebyeTcsa obLiee paspelLeHne ans aKcnnyataumm cetu
JTlrokcemGypr OTtcyTcTBYIOT W npefocTaeneHust yenyr (No guanasoHy OrpaHuyYeHuin
He nveeTtcs).
[aHHbI nogpasgen He MNPUMEHSIETCST B OTHOLUEHMU
Hopserus BeeaeHbl Tepputopuu, Haxogsuencs B paguyce 20 KM OT LieHTpa
Hio-AnecyHH.
Poccuiickas OtcyTcTBytOT TonbKko ANgA UCNonNb30BaHWs B Npedenax NomMeLleHus.
depepaums

I'Ipmmeanl/le: He VICFIOJ'Ib3yI7ITe OaHHbIX NPOAYKT 3a npenenamvn noMmelieHna Bo (DpaHLI,VIVI.
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KomMmnnekT noctaBKu

B koMmnnekTe NnocTtaBku BXOOAT:

» bBbecnposogHon mappytuzatop TL-WR741N/TL-WR741ND cepumn Lite N co ckopocTbto
nepegayn gaHHblix go 150 Méut/c

ApanTtep NOCTOAHHOrO ToKa
PykoBoacTBO No ObICTPO yCTaHOBKE
KomnakT guck co criegyroLlen nHdopmawmen:

e PykoBoacteo
e [lpoyas nonesHas nHgpopmaums

& lMpumevaHue:

Y6eauTech B TOM, YTO KOMMIEKT COAEPXKUT BCE yKasaHHbIe BbilLe HaumeHoBaHus. Ecnn yto-nmbo
NOBPEXAEHO WU OTCYTCTBYET, 06paTUTECH K CBOEMY ANCTPUOBLIOTOPY.
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naBa 1. BBegeHue.

Bnarogapym 3a TO, 4YTO Bbl OCTaHOBMNM CBOM BbIGOP Ha GeCnNpPOBOAHOM MapLupyTU3aTope
TL-WR741N/TL-WR741ND cepwuu Lite N co ckopocTbto nepeaayn gaHHbix o 150 Mout/c.

1.1 O630p

MapwpyTtuszatop TL-WR741N/TL-WR741ND BkntoyaeTr B cebsa 4-x MOPTOBbIA KOMMYTaTop,
Opangmayap, mapuwpyTtmsatop NAT n 6ecnpoBogHyto Touky goctyna. [NpumeHeHne TexHonorum
2x2 MIMO obecneunBaeTr WCKMIOYUTENBHYD 30HY MOKPbITUA W CKOPOCTb Nepefayvn AaHHbIX,
KOTOpble MOMHOCTbI0 OTBedvalT TpeboBaHuaMm ceTen knacca SOHO (Hebonbwon oduc mnu
aomawHun odmc), a Takke TpeboBaHMAM Nonb3oBaTenen, HyxgalwLwmxcs B ©onee BbICOKOM
NpOV3BOANTENBLHOCTU CETH.

HeBeposiTHasi ckopocTb ’

MapuupyTtusatop TL-WR741N/TL-WR741ND obecneunmBaeT CkOpOCTb nepefayn AaHHbix Ao 150
M6uT/c npu paboTe ¢ 6ecnpoBogHbIMK KNMeHTam cTaHaapTa 802.11n. 3Ta CKOpPOCTb AEnaeT ero
naeanbHbIM BblGOpoM Anst paboTbl C HECKONbKMMW MOTOKaMW [AaHHbIX OOHOBPEMEHHO, YTO
obecneymBaeT cTabunbHy0 paboTy ceTn. YCTPOMCTBO COBMECTUMO C NpodyKTamu ctaHgapTa |IEEE
802.11g n IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTm '

Bnarogapss koMnnekcHom cucteme 0e3onacHOCTK, BKovawowen B cedsa dyHkumio SSID
Broadcast Control, 64/128/152-6utHbin WEP, WiFi protected Access (WPA2- PSK, WPA- PSK), a
Takke OpaHamaysp C nepenoBbiMM yHKUMAMK 3awwmThl, MapwpyTtnsatop TL-WR741N/741ND
obecneyvnBaeT NosHy KOHOUAEHUMANbHOCTL Nepeaayn aHHbIX.

Mbkuin KOHTpONnbL gocTyna ’

Mapwpytuszatop TL-WR741N/TL-WR741ND ofecneunBaer rmbkuin KOHTPOMb AOCTyna, 4TO
Nno3BOnsieT poAMTENSM WNN CEeTeBOMY afMUHUCTpaTopy OnpeaensaTb MOMUTUKY OrpaHnyYyeHus
[OCTyna B OTHOLLEHMM AeTen Unun nepcoHana. YCTpoUCTBO Takke nogaepkusaet dyHkuum Virtual
Server n DMZ Host ansa Port Triggering, 4To N03BONSIET aAMUHUCTPATOPY OTCIEXMBATL COCTOSIHUE U
yNpaBnsaTb CETbIO B PEXUME pearnbHOro BpEMEHU, UCNOmb3ys YHKUMIO yAareHHOro ynpasrneHus.

MNMpocTana yctaHOBKa '

B cBA3M c TEM, 4YTO MapLpyTM3aTop COBMECTMM MpPaKTUYECKM CO BCEMWU OCHOBHbIMU
onepauMoHHbIMUA CUCTEMAMU, UM OYEHb JErKO YNpaBnsATb. YCTPONCTBO MOAAEPKMBAET MacTep
ycTaHoBkM Quick Setup Wizard, a gaHHoe pyKOBOACTBO MOSb30BaTENS COAEPKUT MOAPOOHbIE
nowlarosble MHCTPYKUUWN. I'Iepe,u, yCTaHOBKOVI MapupyTudatopa cnengyetr BHMMaTeribHO U3Yy4YUTb
[aHHOE pyKOBOACTBO, YTOObI O3HAKOMUTBLCS CO BCEMU DYHKLIMAMW YCTPOMCTBA.

1.2 lonyweHunsn

Wcnonb3syemoe B HacTosileMm pykoBoacTBe HaumeHoBaHue TL-WR741N/TL-WR741ND 6ek3
KaKoro-nnbo ononHUTENbHOro oobscHeHUs1 nogpasymeBaeT nog cobon 6ecnpoBOAHON MapLLpYTU3aTop
TL-WR741N/TL-WR741ND cepuu Lite N co ckopocTbto nepegaym aaHHbeix go 150 Méwut/c.
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&= lMpumeyaHume:

[aHHoe pykoBOACTBO Nonb3oBaTernen COoO4epXMT onucaHue aAByx mogenen - TL-WR741N u
TL-WR741ND. [1na npocToTbl Mbl UCMOSb3yeM B KadyecTse npumepa mogens TL-WR741ND.

Paznuuns Mexany AaHHbIM MOAENAMU 3aKIi4vatloTCA B Criegyrolem::

> Y mogenu TL-WR741N nmeetca ogHa hmKCMpoBaHHas aHTEHHa.
> Y mogenu TL-WR741ND nmeetca ogHa cbemMHasi aHTEHHa.

1.3 OCHOBHbIe XapaKTepUCTUKH
» [MpumeHenne texHonormm IEEE 802.11n obecneyvnBaet 6ecnpoBogHyto nepegayvy AaHHbIX CO
ckopocTbto o 150 M6uTt/c

> 1 WAN-nopt 10/100M ¢ dyHKUMEN aBTOMATU4ECKOrO COrMacoBaHUs  CKOPOCTU
(Auto-Negotiation) nog pasbem RJ45 n 4 LAN-nopta € GyHKUMEN aBTOMaTU4eCcKoro
cornacoBaHus ckopocTtu (pasbem RJ45), nogaepxka Auto MDI/MDIX

AyteHTtndpmkaums WPA/WPA2, WPA-PSK/WPA2-PSK, wundposanme TKIP/AES

Ob6ecneyeHne cOBMECTHOIro AOCTyna K AaHHbIM U K ceTu WHTepHEeT, nogaepka gocTtyna K
NHTepHeT Dynamic IP/Static IP/PPPoE

Mopnepxxka dyHkumi Virtual Server, Special Application n DMZ Host
Mopaepxka TexHonornm UPnP, Dynamic DNS n Ctatuyeckon Mapwpytusaumm

ABTOMaTUYECKOE MOAKNIYEHNE N NOLKOYEHME MO pacnncaHunto K MHTepHeT

vV V V VY

MogkntoyeHne Kk WHTepHeT no TpeboBaHWIO W  OTKIIOYEHME NPU  HEUCMONb30BaHWUMU
noakntodeHns ana PPPoE

BctpoeHHbin NAT n DHCP-cepBep ¢ nogaepKkon ctatny4eckoro pacnpeneneHuns IP-agpecos

Mopnepxka dpyHkuumn Stateful Packet Inspection (PunbTpauma gaHHbIX HA OCHOBE AaHHbIX O
COCTOSIHUM COeUHEHMS)

Moaoaepxka VPN Passthrough

Moppepxka yHkumn Parental Control (Pogutenbcknin koHTponb) n  Access Control
(KoHTponb goctyna)

> 64/128/152-6utHoe wndposaHne WEP n dyHkuma Access Control List (Cnncok koHTpons
aoctyna) onst 6ecnpoBogHON NokasnbHOW CeTn

Mopopaepxka Flow Statistics (Ctatuctnka no notokam)

Mopaepxka obHoBNeHus BcTpoeHHoro MO n ynpaeneHne yepes Web-nHtepdenc
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1.4 OnucaHue lMNaHenen

1.4.1 MNepenHasn naHenb

TP-LINK

Puc. 1-1 lNepegHas naHenb

CeetoguogHas mHamkauumsa n kHonka QSS (BbicTpasi HacTporika napameTpoB 6e3onacHOCTM)
pacnonoxeHbl Ha NepegHen NaHenu (cneea Hanpaeo).

Uupoukatop | CocTosiHue 3HayeHue
MuTaHue oTKNYeHO.
Bbikn.
O PWR
Bkn. MnTaHne BKIOYEHO.
Bkn. YcTaHOBKa MCXOAHbIX NapaMeTpOB.
* SYS Mwuraet YcTponctso pabotaeT B HOpManbHOM pexuMme.
Bblikn. CunctemHas owmnbka.
Bbikn. DyHKUMs BecnpoBodHON Nepefadn AaHHbIX OTKAYEHA.
2 WLAN -
Mwraet DyHKUMS BecnpoBoAHOM Nepenayn AaHHbIX BKAOYEHA.
G WAN, Bobikn. Y nopTta HeT NOAKMIOYEHHbIX YCTPOWCTB.
Bkn. K nopTy Noakno4eHo yCTPOMCTBO, HO OHO HEAKTUBHO.
L LAN 14 y
Muraet K nopTy noaknto4eHo yCTPOMCTBO U OHO aKTUBHO.
MenneHHo BecnpoBogHoe YCTPOMCTBO MPOU3BOAUT MOAKMOYEHUE K
Mnraer cetn 4epe3d dyHkumo QSS. ITOT npouecc 3aHMMaeT
NPUMEPHO OBE MUHYTbI.
a BecnpoBogHoOe YyCTPONCTBO ObINO YCNELIHO MOAKITHYEHO K
QsSsS Bkn. ceTn nocpeactsoM yHkumm QSS. WHgunkatop Oyoer
ropeTb NPMMEPHO 5 MUHYT.
BbicTpo He ymanocb nogkntountb GecnpoBOAHOE YCTPOWCTBO K
mMuraet ceTu nocpencTsoM yHKuumn QSS.

Tabn. 1-1 CeBetoguoaHas nHguKaums
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&= lMpumeyaHume:

Mocne TOro, kak YCTPOMCTBO ObINO YCMELHO MOAKIMYEHO K CeTu 4Yepe3 dyHkumo QSS,
nHagukaTop QSS Byaet npogomnkaTb ropeTb NPMMEPHO 5 MUHYT, a 3aTeM NOracHeT.

1.4.2 3agHAA naHenb

D

ON/OFF  POWER

 E—

Puc. 1-2 3agHasa naHenb
Ha 3agHel naHenu pacnonoxeHsl creayloLlime anemMeHThbl (Cnesa Hanpageo).

> POWER: Pasbem gns nogknoyveHnsa nutanms. Micnonb3ynte agantep NUTaHUs, BXOOALLNIN
B KOMMIEKT noctaBku 6ecnposogHoro MapLupytudatopa TL-WR741N/TL-WR741ND cepuun
Lite N co ckopocTbio nepegaym gaHHbix go 150 MoéuTt/c.

> WAN: WAN-nopT ucnonb3dyetrca nns nogkniodeHns mogema DSL/kabenb unm cetm
Ethernet.

> 1,2,3,4 (LAN): 311 noptbl (1, 2, 3, 4) ncnonb3yoTca ANg NOAKMIYEHNA MapLlpyTusartopa K
KOMMbloTEPaM NOKarnbHOW CETU.

> RESET:
CyLiecTsytoT ABa criocoba Bo3BpaTa K 3aBOACKMM HacTpoMKam:

1) Bbibepute dyHKUMO 3aBoaAcKUue HacTPOMKM B okHe UHCTpymeHTbl — 3aBoackue
HacTpounku Web-yTunuTsl MmapLipyTmnsartopa.

2) Mpu nomowm kHonmkn Reset. [py NOMOLWLM UFOMKM HaXMUTE WU yaepKUBaWTE KHOMKY
Reset (npumepHo 5 cekyHA) OO0 Tex nop, noka mHavkatop SYS nepectaHeT mMuratb
MEAOJIEHHO M Ha4yHeT muratb ObICTpoO. locre 3Toro OTMyCcTUTE KHOMKY W XAuTe, noka
MapLLpyTU3aTop HE BEPHETCS K 3aBOACKMM HACTPOMKaM.

>  AHTeHHa: CnyxuT ans nonyyeHusi u 6ecnpoBogHON nepeaayn AaHHbIX
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naBa 2. NogknoyeHne mapLlipyTusartopa

2.1 CucrtemMHble TpeboBaHuUS

»  LWupokononocHein goctyn B MHTepHeT (DSL/Cable/Ethernet)

» OpuH mogem DSL/Kabenb nog pasbem RJ45 (He Tpebyetcs, ecnu yCTPOWCTBO HanpsiMyto
noaknto4yeHo kK cetn Ethernet)

» KomnbloTepsbl ¢ paboTatowmum agantepom u kabenem Ethernet ¢ pazbemamn RJ45
» Topgepxka npotokona TCP/IP ans kaxaoro koMmnbiotepa

» Web-6paysep - Internet Explorer, Mozilla Firefox nnn Apple Safari

2.2 TpeboBaHuA K cpene MHCTaNNALUn
> MapUprTmsaTop AOJDKEeH HaXoAuTbCA B XOpPOLWO BEHTUnuMpyemomMm MecTte B oThaalrieHun ot
HarpeBaTenen nnmn oborpeBaTenbHbIX MapLLPYyTU3aTOPOB)

»  YCTPOWCTBO He OOSMKHO MoABEpratbCa NPAMOMY BO3OENCTBMIO UCTOYHWKOB CUNBHOMO CBEeTa
(HanpvmMep, CONMHEYHbIN CBET)

>  Bokpyr ycTponcTBa JOMKHO OCTaBaTbCs He MeHee 5 cM cBo60OAHOro NpoCTpaHCTBa
»  OKcnnyaTaumoHHbIN TemnepaTypHbli pexum 0 ~ 40°C

»  Okcnnyartauus npu oTHocuTenbHoM BnaxHoctn 10 ~ 90%, 6e3 obpasoBaHNa koHAEHcaTa

2.3 NogknioyeHne mapLuipyTusaTtopa

Mepen ycTaHOBKOW MaplupyTusaTopa creayeT y6eauTbcs, YTO Ball KOMMbIOTEP MOAKMIOYEH K
NHTepHeT Yepes LLIMPOKONONOCHBIN cepBuc. MNpu BO3HMKHOBEHMU NPoGreM o6paTuTech kK CBOEMY
NHTepHeT-npoBaiaepy. 3atem NponsBeamTe YCTaHOBKY MapLUpyTM3aTopa COrMacHO MHCTPYKLNUN.
He 3abyabTe BbITALLMTL BUMKY U3 PO3ETKU, NPOU3BOAMTE AaHHbIE AENCTBUSA CyXUMU pyKaMu.

1.  OTKM4MTE OT NUTaHUA KoMNbloTep, Mogem Kabens/DSL n mapLupyTunsaTop.

2. Bblbepute onTumManbHOe MeCTO Ans Mapupytu3atopa. OObIMHO NyylMM BapuvaHTOM
aBnsieTcs UeHTp 6ecnpoBofHon ceTu. MecTo yCcTaHOBKM AOMKHO oTBeyaTb TpeboBaHusaM K
cpefie NHCTannAauuu.

OTperynupyiTte nonoxeHne aHTeHHbl. OObIYHO 3TO BEPTUKANbHOE NOSOXEHME.

MopkntounTte KoMMbloTEP(bl) M KOMMYTATOPbI/KOHLEHTPATOPbl K NOKanbHOMW CeTU 4epes
LAN-nopTbl MapLupyT13aTopa Kak nokaszaHo Ha Puc. 2-1 (ecnu y Bac yxe umeetcsa agantep
6ecnposoaHon cetn (NIC), Bbl MOXeTe NponyCTUTb 3TOT Luar).

Moakntounte mogem DSL/Kabenb k WAN-nopTy mapLupyTtmsatopa (cm. Puc. 2-1).

MogkntounTe agantep NUTaHMS K COOTBETCTBYIOLLEMY pasbeMy MapLipyTusaTtopa, a Apyrown
€ro KoHel, BCTaBbTe B PO3ETKY.

7. BkntouuTe komnbroTep u Mmogem Kabens/DSL.
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Puc 2-1 YctaHoBka annapatHon yactu mapwpyTtusaTtopa TL-WR741ND
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naBa 3. PykoBoAcTBO Mo ObICTPOM YCTaHOBKE

B aTtoi rmaBe OygeT pacckasaHO kak B TEYEHME HECKONbKMX MWHYT MPOW3BECTU HACTPOMKY
6a3oBbIx dyHKUM MapwpyTmsaTtopa TL-WR741ND npu nomowm mactepa Quick Setup Wizard.

3.1 Hactpouka TCP/IP

Mo ymonuyanuio IP-agpec yctponctea 192.168.1.1, macka noacetn 255.255.255.0. MNpu xenaHum
9TM 3Ha4yeHus MoryT OblTb M3MeHeHbl. B gaHHOM pykoBoACTBE B KadecTBe npumepa
MCNONb3YKTCA 3HA4YEHUA MO YMONMYaHUIO.

MoaknounTte koMMblOTEPBI NokanbHoW cetu K LAN-noptam mapupyTtusartopa. [Mocne a1oro Bbl
MoXeTe HacTpouTb IP-agpec ons Bawlero komnbloTepa ABYMs criocobamu.

» Hactpoutb IP-agpec BpyYHyto

1) VYctaHoeuTte npotokon TCP/IP. Ecnn BamMm HeobxoauMMbl MHCTPYKUMWM Kak STO caenaTtb,
cmotpuTe [NpunoxeHue B "HacTponka komnbloTepa”.

2) HactpownTte napametpbl cetu. IP-agpec 192.168.1.x ("X" — 310 4ncno ot 2 o 254), macka
nogcetm 255.255.255.0 u w3 192.168.1.1 (IP-agpec no yMmonyaHuio
MapLupyTusaropa).

> [onyunTtb IP-agpec aBTomMaTnyecku

1) B npotokone TCP/IP Bbibepute Monyuntb IP-agpec aBTtomatuydecku (Obtain an IP
address automatically). Ecnn Bam HeoOXxoouMbl WMHCTPYKUMKM Kak 3TO caenarb,
cmotpuTe [NpunoxeHne B "HacTtpolrika komnbioTepa”.

2) BctpoeHHbin DHCP-cepBep HasHauuT KomnbtoTepy IP-agpec.

Tenepb ANst NPOBEPKX CETEBOIO NOAKIIOMEHMSI MEXOY KOMMBIOTEPOM U MapLUPYyTU3aTOPOM MOXHO
B KOMaHAHOW CTpoKe BBeCTM komaHay Ping. lNpuBeneHHbIn Hmke npumep oTHocuTcs K OC
Windows 2000.

B komaHgHon cTpoke BBeauTe ping 192.168.1.1 n HaxvuTe Enter.

> Ecnn Bbl nonyunnu pesynsraTt aHanorMyHbli, npegcrasneHHoMy Ha Puc. 3-1, 310 o3Havaer,
YTO C COeAMHEHNE MEXAY KOMMNbIOTEPOM U MapLLPYTM3aTOPOM ObIf10 YCTAHOBMEHO YCMELLHO.

I - -/
4]

Microsoft Windows XP [Bepcusa 5.1.26001
(G> Kopnopauws Maskpocoer, 1985-2001.

C:=“Documents and Settings“tplink>ping 1%92.168.1_1

naketamd ¢ 172.168.1.1 no 32 sanut:

or 192.168_1.1: yucao eantT=32 Bpemailimuc TTL=6b4
or 122.168.1.1: uyucao eanT=32 Bpemai<imc TTL=64
or 192.168.1.1: uyucao eant=32 Bpemailimc TTL=b4
or 192_168.1.1: uyucao salT=32 Bpenadinmc TTL=64

CraTtucTuka Ping man 192.168.1.1:

MNakeTtoe: oTnpasaeHo = 4, noayueHo = 4, notepavo = 0 (0% norvepbl.
[IPMEAMZHTEABHOE EpPEMA MPHMEMA—TEPEQAYH B MC:

MuHuMaabHoe = Omcek, MakcumaabHoe = 0 mcek,. CpepHee = 0 mMcek

C:“Documents and Settings“tplink>_

Puc. 3-1 YcnewHbin pedynstat BbiNonHeHUs komaHabl Ping
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> Ecnn pesynbraT aHanorudeH npegctaBneHHoMy Ha Pwuc. 3-2, 310 03HavaeT, 41O
NoAKMNIoYeHNe MeXay KOMMNbOTEPOM U MapLLpPyTU3aTOPOM OTCYTCTBYET.

e - - -
4]

Microsoft Windows XP [Bepcuna 5.1.260@1
(C> Kopnopauwsa Maskpocoer,. 1985-2001.

C:~Documents and Settingsstplink>ping 192_168.1.1

OgmeH naketamd ¢ 192.168.1.1 no 32 gakT:

ANnapaTtHWH CEOM .
ANNapaTHWH CEOM .
JanaHHWH Y3ea HemoCTYneH.
JanaHHWA Y3en HEemoOCTYNeH.

Cratuctuka Ping pan 192 _168.1.1:
NakeToe: oTnpasaeHo = 4, noayueno = 0, notepano = 4 (1002 noTepbl.

C:“Documents and Settings“tplinkX_

Puc. 3-2 HeygauHbin pedynstat BbINONHEHUs KomaHabl Ping
MNMpoBepLTe NoaknoyeHne crneayoWMM obpasom:

1. Aenserca nu nogknioyYeHne Mexay Bawvm  KOMMbIOTEPOM Y MapLipyTM3aTopoMm
KOPPEKTHbLIM?

MpumeyaHue:
Wuankatopbl 1,2,3,4 LAN-nopTOB, KOTOPbIE Bbl MOAKOYNNN K MapLlpyTU3aTopy U MHAMKaTOpPbI
apanTtepa KoMnbloTepa AOIMKHbI FOPETh.

2. fsnsetcsa nu npasunsHon koHdurypauma TCP/IP Ha koMmnbioTepe?

& lMpumevaHue:

Ecnn IP-agpec mapwpyTtmnsatopa 192.168.1.1, 1o IP-agpeca KOMNbOTEPOB AOMKHbI fnexaTtb B
ananasoHe 192.168.1.2 ~ 192.168.1.254.

3.2 PykoBoacTBO No ObICTPOU yCTaHOBKe

Mpu nomowwm Web-yTUnnMTbl MOXHO Jlerko HacTpoUTb WM yNpaBnsaTb MapLupyTU3aTopoM. 3Ty
Web-ytnnmuty moxHo mncnonb3oBatb nog noborn OC Windows, Macintosh nnn UNIX OS yepes
Web-6paysep Microsoft Internet Explorer, Mozilla Firefox nnu Apple Safari.

1. [Ons goctyna K ytunute otkponte Web-6paysep n BBegute agpec http://192.168.1.1.

fapec: &) htp:Jf192,168.1,1) v

Puc. 3-3 Bxog B mapLupyTmnsaTtop

[NosaBnTCA OKHO BXOOa B CUCTEMY, aHanormyHoe Tomy, Kak npegcrasneHo Ha Puc. 3-4. B none
Uma nonb3oBatens u lMaponb BBeante admin, MCNONb3ysa HWKHUIA pernctp. 3atem
KnNukHuUTe no kHonke OK mnu Haxkmunte knasuwy Enter.
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MogknwueHwe k 192.168.1.1

TP-LIME Wireless Lite M Rouker WRT41M

MNooksoBEaTENR: | 3 admin L |

Mapone: | [Ty |

[ I ] [ CITMEHA

Figure 3-4 Login Windows Puc. 3-4 OkHO BXo4a B cucteMy

& lMpumevaHue:

Ecnun gaHHOe OKHO He NoSsIBUIOCH, 3TO 03HadvaeT, 4YTo Baw Web-6pay3ep HacTpoeH Ha paboTy
B pexume npokcu. Mepenante B pasgen Tools menu>Internet Options>Connections>LAN
Settings. B nosiBuBLIeMcs okHe y6epuTte ranouky ¢ ayenku Using Proxy u knukHute OK.

lMocne ycnewHoro Bxoga B cUCTeMy BblOepuTe MeHio BbicTpas HacTponka Ansi HAaCTPONKK
MapLupyTusaTopa.

EbicTpas HacTpoika

C NomMOULK BLCTROR HAcTROREWY Bel CAMOMETE S80aTh OCHOEHEIE NARAMETEl CETH.
ONA NpoAOM#=EHMA, NOHANYACTE, HaXMUTE CNeIyoWan KoMaHaa KHONKY.

AnA eelxona, NoXanyReTa, HaKMUTE BeIXom, KHONEY.

| Beron | [ Creayiowaa komadaa |

Puc. 3-5 OkHo BbbicTpas HacTporika

KnukHnte no kHonke Hanee, nocne 4yero nosButca okHo Twun nopgknro4veHnsas WAN, kak
nokasaHo Ha Puc. 3-6.

BbicTpan HacTpoiika - Tun coegrnHeHna WAN

MacTep BLICTPOR HACTpoMKM NOMOXET HACTPOMTE BAl THN COEMMHEHWA YIAN NopTa.

MapLWpyTHIATOR NONLITAETCA 3ETOMATHYECKM ONPESENMTE TH MHTERHET NOAKNIOYEHNA BAWErD NPOBARGERE, BCIM Bbl BRIfepeTe ABTOONPEDENeHHe oMU,
B NpOTHEHOM CHYJaE BAM NPMOSTCA BRYLHYI0 YEASETE THN NOGKNIOYEHMA

(% AsToonpeneneHne - MO3EONHTE MAPWNYTAIETORY SETOMATHHECKM ONPEAENMTE TN CORAMHEHMA, NPELOCTAENASMOTD B3LWMM NPoEaRAEpOM.
(& PPPoE - inA 37070 TWNa COEAMHEHWA BAM HE0BX0AWMO UMA YWETHOM ZANKMCK W Naponk, BEIGEHHEE BAWKM NHOBARLER0M.
O JDuHamnueckni IP-aapec - Baw npoeaigepn MenonksyeT ciykBy DHCP 4nA HasHadeHHA Balemy MapwpyTHsaTopy (P-agpeca npd NOOENINYEHHH K HHTEPHETY.

O Crammueckuii IP-agpec - 3T0T THN COBLMHEHHA HCNONLSYET NOCTOAHHEIR, BHECHPOBAHHLIA (CTATHYECKUIA)IP-agpec, Ha2HaYEHHBIA BalMM NPOBEaRgEpONM.

[Hazan | [ cneayiouwaa komadna |

10
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Pwuc. 3-6 Tun nogkntovenns WAN

MapwpyTnsatop pacnonaraet dyHkunen Auto-Detect n obecneumBaet Tpu Haubonee
pacnpocTpaHeHHbIx cnocoba nogkntodeHust Kk MHtepHeT - PPPoE, Dynamic IP n Static IP.
PekomeHngyetca Bocnonb3oBatbcs ¢yHkumen Auto-Detect. Ecnn Bbl 3HaeTe Tun
noaknoveHnst Kk MIHTepHeT Bawlero MHTepHeT-npoBangepa, BbiIOepUTe ero u KINukKHUTE Mo
kHonke Janee.

Mpn BbIGOpe Auto-Detect maplipyTnsatop aBTOMaTU4ECKM ONPEAEnnUT TUMN MOLKITHYEHNUS,
npepocTaensemblii MIHTepHeT-npoBaigepom. MNepen 3anyckom cyHKunm criegyet ybeanTbes
B TOM, 4YTO Kabenb HagexHo 3akpenneH B WAN-nopte. lNpyn oBHapyXeHWM akTUBHOMO
WHTepHeT-cepBrca NOSIBUTCA COOTBETCTBYIOLLEE OKHO HAaCTPOEK.

1) Ecnun ato PPPoOE, nosasutca okHO Kak nokasaHo Ha Puc. 3-7.

WA Monb H Usemame

Mapone: [TTITTITT]

(Hasan | [ Crenviowas komaraa |

Figure 3-7 Quick Setup - PPPoE

> Wmsa nonb3oBaTtens/Maponb — Ykaxute Uma nonb3oBartena v NMaponb, NonyyeHHbIe
oT WHTepHeT-npoBangepa. OTn nons SBNSATCA 4YyBCTBUTENbHbIMKM K peructpy. [lpu
BO3HMKHOBEHMM NMpobnembl obpaTtuTteck K MIHTepHeT-npoBangepy.

2) Ecnu ato AuHamudecknin IP, To 4OMKHO NOSIBUTLCA OKHO, Kak npeacTtasneHo Ha Puc. 3-9.
lMocne 3Toro Bbl MOXETe NPUCTYNUTbL K HACTPOVKE napaMeTpoB GECNpOBOAHON Nepeaaym
OaHHbIX.

3) Ecnu ato Ctatudeckuin IP, To 4OMKHO NOABUTLCS OKHO, Kak npeacTtasneHo Ha Puc. 3-8.

IP-anpec: 192.168.2.100

Macka Mopcer: 2652552550
OcHoBHoi Lmos: 192.168.2.1 (He ofiAzaTentHo)
MepenyHbIA DNS: 0000 (He 0BA3aTeNLHO)

Bropu4Hbii DNS: 0000 (He ofAzaTeneHO)

[Hasan | [ Crneayiou@a komadga |

Pwuc. 3-8 BeicTpas yctaHoBka — Ctatnyeckun IP

> IP-agpec — 310 WAN IP-agpec, BuaMmbiil BHEWHMM nonb3oBatensm B WHTepHeT
(Bkntovaga Bawero NHTepHeT-npoBangepa). Ykaxute IP-agpec B aTom norne.

» Macka nopcetn — Macka nogcetu, ncnonbdyemas WAN IP-agpecom. OObIMHO 3TO
255.255.255.0.

» W3 no ymonyaHuw — YkaxuTe IP-agpec wno3sa npyu HeobxoanmocTu.
» OcHoBHon DNS - Ykaxute IP-agpec DNS-cepsepa npu HeobxogmmocTu.

> JdononHutenbHbin DNS — Ecnu Bbl nonyyunu oT WHTepHeT-npoBangepa agpec
apyroro DNS-cepBepa, ykaxuTte ero B 3Tom nore.

YUTtobbl NpooomknTb KNMKHUTE No kHonke Oanee. Nocne 3atoro nosiBUTCS OkHO HacTpowku
GecnpoBOAHOro NOAKIIOYEHMS, Kak NpeacTaBneHo Ha Puc. 3-9.
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CTh A ACTPOW

BecnpoeogHasn Celk:
SSID:

Pervon:

Kanan:

Pexum:

Uupuna Kanana:

MaKC. CKOPOCTL NEePesaYl AaHHbIX:

BesonacHocTe BecnposogHoR Ceru:

@

| BrntouuTe M

[TP-LINK_130919

|Paccua |
| A8T0 v

(11bgn cuewantei i

_-ABTU B

| 1500bps (v |

O1kmoynts bezonacHocTs

BecnpoBogHon mapuupyTtusaTtop Lite N 150M6uT/c

(@) WPA-PSKAWPAZ PSK
PSK Mapone:
(Bl MoxeTe EEeCTH NGB0 ASCI| CMMEONE B NPOMEXYTEE My 8 W63
MMK WeCTHAALATENMYHEIE CHMEONE! B NPOMEXYTEE Mexay 8 1 B4
O Bez WzHeHeHUIA
[Hasag | [ Cremgyowaa komanga |

Puc. 3-9 beicTpas HacTponka — becnpoBogHoe nogkntoyeHne

> becnpoBogHasa nepepaya paguocurHana - BroUUTB/BBIKAUUTL  OYHKUMIO,

Bbl6paB COOTBGTCTByIOLLl,MVI AneMeHT 13 Bbinagaruwero MeHHo.

> SSID - VYkaxute 3HayeHne pgnvHoM Ao 32 cumBonoB. Bcem 6GecnpoBogHbiM
YCTPONCTBaM CETU AOMMKEH OblTb NPUCBOEH OA4MH U TOT xe ngeHtndukatop SSID. YUTo
KacaeTcsi 6e3onacHocTn BecnpoBogHOM ceTun, naeHtudpmkatop SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocrnegHvue LWecTb YHWKaNbHbIX  CMMBOSIOB
MAC-agpeca mapLupyTtusaTopa). [laHHoe norne ABnseTca YyBCTBUTENbHbLIM K PETUCTPY.
Hanpumep, TEST u test — 9T0 pasHble 3HaYEHUS.

» PernoH — Bbibepute COOTBETCTBYHOLLEE 3HAYEHME M3 BbiNagaoLwero MeHo. B gaHHoM
nosfe ykasblBaeTCs PEruoH, rae yHKUMs 0ecrnpoBOAHON Mepedayn AaHHbIX MOXET
ObITb UCNONb30BaHa. Vicnonb3oBaHne AaHHOM OYHKLUMM B PErMOHax, He yKa3aHHbIX B
CMNNCKe, MOXeT ObITb He3aKOHHbIM. Ecnu Baluen CTpaHbl nnn permoHa HeT B CNUCKe,
obpaTtuTech 3a NOMOLLbIO B MECTHOE NMPaBUTENBCTBEHHOE areHTCTBO.

Mocne Toro, kak pernoH Obin BbiOpaH, KNUKHUTE NO kKHonke CoxpaHuTb. B nosisuBiemcs
MHGOPMAaLMOHHOM OKHE KITMKHMTE no kHomnke OK.

Microsoft Internet Explorer,

' '-u Bblﬁhpaﬂ HE EALlY CTPAHY Ebl MOMETE BRISEATE NOMEXH HA APYTHX YETDDHETB&X H HAPYWKMTE NPMMEHAEMEIE 3AKOHOASTENEHEBIE HOPMEI,
L3

WHopmaumnmoHHoe OKHO

&= lpumeyaHue:
M3-3a TpeboBaHMIn MECTHOro 3akoHoAaTenbcTBa y Bepcun ana CesepHo AMepUukM oTCyTCTBYET
onuwus Bblbopa pervoHa.

» Kanan — B aTom none ykasbiBaeTcst paboyas yactoTa. 3Ha4eHne no ymonyaHuio ABTo.
He cnepyeT n3MeHATb 3TO 3HAYEHWE, €Cnin TOMbKO He BO3HUKNM Npobnembl C
nomMexamu OT HaxogsLencss Nobnn3ocTy Apyron TOYMKM AoCTyna.

>  Pexunm — Pexxum GecnpoBogHon nepegayv AaHHbIX MapLupyTmMsartopa.

12
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> LUupwuHa kaHana — BeibepnTe cOOTBETCTBYHIOLLEE 3HAYEHWE U3 BbiNaaatoLLero cnucka.
3HayeHne No ymonyaHuio ABTOMATMYECKU, MPU KOTOPOM YCTPOMCTBO aBTOMaTUYECKM
perynvpyeT LUMPUHY KaHana Aansi KNMeHTOB.

> MakcumanbHasa ckopocTb nepeaayum Max Tx Rate — B aTom none MoXHoO orpaHnynTb
CKOPOCTb Nepegayn AaHHbIX.

>  OTKNouUTbL QyHKUM 6esonacHoctTn — ODyHKuMA obecneyveHuss GesonacHOCTU
MOXeET OblTb BKMHOYEHA MNW BbikNtodeHa. Mpy BbIKIIOYEHHON PyHKLMN GECnpOBOAHbIE
CTaHUMM MOTyT MNOAKMYaTLCA K MaplpyTusatopy 6e3 npuMeHeHUst LINMGPOBaHUS.
HactositenbHo pekomeHayeMm BbiGpaTb OAHY 13 onuumii obecneveHnst 6e30nacHOCTU.

> WPA-PSK/WPA2-PSK - Bbibop WPA Ha ocHOBe npeaBapuTErNbHO YyKa3aHHOM
naporsbHou hpasbl.

e [Maponb PSK - MoxHO wucnonb3oBatb cumBonbl ¢opmata ASCIH  wnm
LLlecTHapguaTepUyHbIe CUMBOIIbI.

Mpwn BoiGope ASCII kntod moxeT cogepxaTtb undpbl oT 0 4o 9 n Bykebl OT A 4o Z n
€ero AnvHa gorkHa cocTaBnsTb OT 8 4o 63 CMMBOMOB.

Mpu BbiGOpe LWLecTHaauLaTepUUHbINA KMOY MOXET COCTOSATb M3 uudp ot 0 go 9 un
Oyks oT A fo F, a ero anvHa formkHa 6bITb B Npegenax ot 8 o 64 cMMBOMOB.

CnegyeT umMeTb B BUOY, YTO K04 SIBNSIETCA YYBCTBUTENbHLIM K PEerucrpy. 910
03Ha4aeT, 4YTO MCMOSb30BaHME MPOMUCHBIX U CTPOYHLIX OYKB BNUSIET Ha €ro
3HayeHue. Hennoxo 3anucaTtb raoe-HMOyAb 3HaYeHWe Ki4da U OTHOCSLUMXCSH
HacTpoek 6ecnpoBoOAHOM Nepefayn OaHHbIX.

> | be3 nameHeHum — Npun BbIGOpe 3TOM ONUUKN KOHUrypauns 6ecnpoBogHOM Nnepegaydn
[OaHHbIX OcTaHeTcsa 6e3 nameHeHun!

[aHHble HaCTPOVKN SIBNSAOTCS BCEro Nub 6a3oBbIMU. YTOObI y3HATb O LOMNOMHUTENbHBLIX
HacTpownkax, cmoTpuTe Pasgen 4.6: “becnpoBogHas nepegadya AaHHbIX .

KJ'IVIKHyB no KHonke [lanee Bbl OKaXXeTECb B OKHE 3aBepmeHMe.

Ecnn B okHe BecnpoBogHas nepegava AaHHbIX He ObiNO cAenaHo M3MEHEHWW, OKHO
3aBepweHue OyaeT BbIMsaeTb, Kak npeactasneHo Ha Puc. 3-10. KnukHute no kHonke
3aBepwnTb, YTOOLI BbIVTK U3 pa3gena bbicTpas ycTaHOBKa.

Moszapasnaem! MaplwpyTUiaTop B HacToALWLEe BpeMA coeanHAeT Bac ¢
MHTepHeTOM. ONA Noapo6HbIX HACTPOEK, HAXKMUTE, NOXaNyncTa, Ha apyrue
MeHHK, eCnK 3To HeoGxogumo.

| Hazag | | 3akonumTs |

Puc. 3-10 BeicTpoe nogkntoveHune - 3aBepLueHue

Ecnn B okHe bBecnpoBogHas nepegava AaHHbIX Obiny caoenaHbl M3MEHEHMS, OKHO
3aBeplweHune OyaeT BbIMsAeTb Kak npeactaBneHo Ha Puc. 3-11. KnukHuTe no KHonke
Mepesarpy3ka, 4Tobbl caenaHHble N3MEHEHUS BCTYNUN B CUIY U Bbixoga 13 okHa BbicTpas
HacTpoMmKa.
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EbicTpan HacTpoWka - 3aBepLueH1e

Mosapaenaem! MapwpyTH3aTop B HAcTOALLee BpeMA coegMHAeT Bac ¢ MHTepHeToM. ONA noapo6GHBIX HACTPOEK,
HaKMUTe, NOXKanyineTa, Ha Apyrie MeHK, ecnii 3To Heo6xogumo.

MEMEHEHHA HACTHOEE GRCNPOBOAHOR CETH BCTYNAT B CHMY NOCME NEPEZETEYIKK MApLPYTHE ATORE.

[Hazaa | [ Nepesarpyska |

Puc. 3-11 BbicTpas HacTpovika - 3aBepLueHne
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nmaBa 4. HacTtpounka mapwpyTtmusaTtopa

B aToin rnaBe pacckasbiBaeTcs 06 OCHOBHbIX pyHKUMAX Web-yTunutel n cnocobax HacTpOmKM.

4.1 Bxopa B cuctemy

.NMocny ycnewHoro Bxoga B cucteMmy B nieBont yactu Web-yTunutel Bbl yBUAMTE NSATHagUaTb
OCHOBHbIX MeHI0. B npaBow yacTu cogepkatcs OnucaHus U UHCTPYKLMK.

CocroAHMe

BLICTpAA HACTPOMKA
HacTtpoiika 3ammMis1 055
CEII:-. . .
bBeCcnpoBOOHON PEXMM
e . it
Mepeanpecauun
Eéaunaénucrb
PonurensCcKMil KOHTPONb
HDI.-I.I[]DHI:- JocTyma .
Ha-::rﬁui‘iﬁu.r.ia;-lmmmmamm
HDHI[.IIDHI: npu.nyc.:l.u-lui'i cﬁucuﬁuucm

NMpueazka IP v MAC anpecoe

JuHaruqeckuil DNS

CHUCTEHMHEIE HHCTPYHEHTEI

Puc. 4-1 NmaBHoOe MeHIo

Hwxe npynBoanTtcs nogpobHasa nHdopmaums no 0CHOBHbIM yHKUMAM Web-yTunuTsbl.

4.2 CocTosiHUe

B okHe CoctosiHne COOEPXNTCA TeKyllad I/IH(*)OpMaLI,VIFI no MapLlpyTn3artopy. HaHHas
VIHQ)OpMaLI,I/Iﬂ OOCTYyNHa TONbKO ANA YTeHuA.
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BepcHA NPOIIMBKM:

BepcuA oDopyn0BaHWA:

3.11.7 Build 100925 Rel.56412n
WRTATM w12 00000000

LANM

MAC anpec:

IP-anpec:

Macka noaceru:

00-0A-EB-13-09-19
192.168.1.1
255.255.255.0

EecnpoEoaHan ceTh
BecnpoBOAHOE BELAHUE:
A (SSID):
Kanam:
PeiMn:
LlupKHa KaHana:

MakKc. CKOPOCTL Nepenayu BaHHbIX:

BrniouMTE

TP-LIMK_130919

ABTOMATHYECKM (HAcToOAWKA karan 0)
T1hin cMEWAHHBIR

AETOMATHUECKMIA

1580mMbps

MAC anpec: 00-0A-EB-13-09-19
Cramyc WDS5:; OTEAKYMTE
VWAN
MAC anpec: 00-0A-EB-13-08-14
IP-anpec: 0.0.0.0 FRFPOE
Macka noaceru: 0.0.0.0
QCHOBHOW W3 0000
DHS-cepeep: 0000, 00.0m0
BpemMA B CETH: 0 daywls) 00:00:00 CoeMHEHHE...
CratucTnika Tpathchnka
MpunATo OtnpaeneHo
baiToB: o 0
lMNMakertos: 0 ]

BpenA patorkl CUCTEMLL

0 gHed 001 7:07

OBHoBMT |

Figure 4-2 Router Status Puc. 4-2 OkHO COCTOSIHUSI MapLUpyTu3arTopa
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4.3 bbicTpasa HacTpouKa
Cwmotpu Pasgen 3.2: "PykoBOACTBO MO ObICTPON YCTaHOBKE".

4.4 BbicTpasa HacTpouka napameTpoB 6e3onacHocTu (QSS)

B aTtom pasgene copepxatcs ykasaHusi Mo NogkniodeHuto 6ecnpoBOAHOrO yCTpPoOMCTBa K
CYLLEeCTBYOLLEN CETU nocpeacTBoM yHKLMN QSS.

a). Bbibpas pasgen “QSS” Bbl okaxeTech B criegytoliem okHe (cMm. Puc. 4-3).

DYHKUHA OSS Cratyc: OTENKYeHa BKNHYMTE QS5

Terywpit PIN-ko;: 12345670 [ BOCCTAHOEWTE Pin-Kog, ] [ Moy 4MTh HOBLIA Pin-Kog, ]

NoGaBHTb HOBOE YCTPONHCTBO:

Puc. 4-3 ®dyHkuma QSS
> CocTtosiHne QSS — BknioueHune/BbiknioveHne dyHkunmn QSS.

»> Tekywmn PIN — 3gecb oTtobparkaetca Tekyliee 3HavyeHme PIN mappyTtumsatopa. 3HayeHue
PIN pgns ycTpoinctBa MOXET HaWTM Ha KoOpnyce ycTponmctBa wunu B PykoBoacTtse
nonb3oBaTensi.

> BoccraHoButb PIN — BocctaHoBUTL 3HadyeHne PIN, ncnonbsyeMoe no ymosmnyaHuio.

> TeHep. HoBbIN PIN — KnrkHyB No 3TON KHOMKE Bbl MOMy4MTEe HOBOE CrlydYalHoe 3HayYeHue
PIN mapwpytnsatopa. CreHepupoBaB HoBoe 3HadyeHne PIN Bbl 06ecnednBaete
6e30nacHoOCTb CeTw.

> [o6aBuTb YyCTPONCTBO — KrnMKHYB NO 3TOW KHOMKE, Bbl MOXETE BPYYHYI0 4006aBUTbL HOBOE
YCTPOWCTBO K CyLLEeCTBYHOLLEN CeTW.

b). UYTt0obbl OGaBUTL HOBOE YCTPOWCTBO:

Ecnn 6ecnpoBogHon apantep nopaepxuBaetr Wi-Fi Protected Setup (WPS), Bbl MoxeTe
YCTaHOBUTbL  OecrnpoBoAHOE  MOAKMYeHMe  Mexay  OecnpoBogHbIM — aganTepom U
MapLupyTtusatopom npu nomotm Push Button Configuration (PBC) unu PIN.

& lMpumevaHue:

YUTtoObl co3fgaTh YCMewHoe MNoAKMYeHne ¢ nomolbio dyHkumm QSS, Bam Takke npuaeTcs
NPoOmn3BECTM COOTBETCTBYIOLLME HACTPOMKM HOBOIMO YCTpPONCcTBa Ans dyHKuumn QSS.

lMpouecc HaCcTPOMKM HOBOrO YCTPOMCTBA MOKa3aH Ha npumepe 6ecnpoBoAHOro agantepa Hallemn
KOMNaHUN.

I. Nocpencteom PBC

Ecnn ©GecnpoBogHon apgantep nogaepxueaet Wi-Fi Protected Setup mn the Push Button
Configuration (PBC), Bbl MoxeTe pobasutb ero kK cetu nocpeactsom PBC npu nomoum
cnegywmnx AByx cnocobos.

MepBbIN cnocob:
LWar 1: HaxxmuTe kHonky QSS.

17
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War 2: Haxxmute n yaepxwusanTe kHonky QSS aganTtepa B TedeHne 2 unu 3 cekyHA.

T

|
War 3: Joxautecb NOSABNEHUSA M30OpPaxeHHOro Hmke okHa. KnukHWTe no KHomke 3aBepLuvuTb,
4yTOObI 3aBEPLUMTL HAcTponky QSS.

B ce pexc (55 ana becnpoeogHono pe kuma EJ

()

).

HﬂDTpDﬁKEl ﬁE[‘.‘I’IpDBI]ﬂHI]ﬁ CETH 2AaEeEpUEHAa

Baw kormMnemTep ycnewHo npycoedrHHnca Kk ce Tk TP-LINK.

OkHo KoHdhurypauma QSS 6ecnpoBogHoro agantepa

Btopou cnoco6:

War 1: Haxxmute kHonky QSS Ha nepegHen naHenu mapLupyTtusartopa.

War 2: Ana HacTporku 6ecnpoBogHoro agantepa Bblbepute HaxaTb KHOMKY Ha MOeWn Touke
pocTtyna Ha ytunute QSS Kak yka3aHo Huxe u knukHuTe [anee.

18
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Cepemc Q55 ana becnposogHono pesxma

MNpuUcoeAWHKTLECA K BECNIPOBOAHON CETH

Cepeuc 155 BE0ET NOAroTOBEY K NPHCOEGMHEHKID Bawero komneoTepa Kk GecnpoBogHoR

K.akoi meTog HacTpolikH Bel s0THTE HononesoeaTe?

() Haxarb kHoNKY Ha Moed T ouke pocTyna
(((m))) () Beectu PIN-koa B mow Touky A0CTYNA WAH PETHCTPATOR

() Beectn PIN-koa w3 moed Toukw gocryna

Quick secure setup

Haspaure kHonky Ha Bawer Toyke 4ocTyna v HaxkkqTe Hanee gna
NPOAOTHEHHA.

BriSpaTe CeTe SETOMATHYECKH

[ { Hazan “ Hanee » l [ OrreHa l

OkHo KoHdurypauus QSS 6ecnpoBogHoro agantepa

War 3: MogoxaunTe, Noka He NOABUTCHA OKHO, Kak MOKa3aHOo Ha PUCYHKe HuKe. KrnnKHUTEe No KHOomMke
3aBepwnTb, 4TOOLI 3aBEPLUMTL HAacTponky QSS.

B2 ce penc (055 ana becnpoeogHoro pe kuma E|

(@)

Hacrpoiika 6ecnpoeoaH0i cCeTH 2agepueHa

Baw kornsrTep YonewHo NpHooeaHHHncs K ce Tk TP-LINK.

OkHo KoHdurypauus QSS 6ecnpoBogHoro agantepa
TpeTtun cnocob:

War 1. 3HayeHne none CoctosiHne QSS gomkHo ObiTb BknrwouyeHo. KnuvkHute no KkHomnke
CoeauHeHue (cMm. Puc. 4-3). [lomxHO NosiBUTLCA criefyloLlee OKHO.
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NoB6aBUTE HOEOS YCTPOWCTED

& BeegWTe PIN-KOA HOBOMD YCTRORCTEE.
PIN: |

() B TEMEHMM ABYH MUHYT HEEMUTE KHOMKY HOEOMD YTCPOACTES .

[Hasan || CoeamHute |

Puc. 4-4

LWar 2: BbibepuTe B Te4eHUM ABYX MUHYT HaXXMUTE KHOMKY HOBOrO YCTPOMCTBA W KIMKHUTE
no kHonke CoeauMHUTD.

War 3: Ansa HacTporiku 6ecnpoBogHoro agantepa Bblbepnte HakaTb KHOMKY Ha MOeW Touke

poctyna B Web-ytunute QSS, kak nokasaHO Ha pUCYHKE HUXEe U 3aTeM KIUKHUTE Mo
KHonke Oanee.

= ce pemc QS5 ona becnpopogHoro pe #MMa E|

MpUcoeAHHKTLECA K GECNIPOBOAHOH CETH

Cepeuc 55 Be0eT NoaroToBEY K NEMCOSMHEHKID Bawero komMneoTepa K GecnpoBoaHoi

K.akof meTog HacTpoikK Bel RoTHTE MCnoNe30BaTE Y

(*)'Ha%aTe KHONEY Ha Moed | oYke aocTyna
(((m))) () Beectu PIN-koa B Mow Touky A0CTYNA MAH PETHCTPATOR

() Beectu PIN-koa w3 Moed Touk gocryna

Quick secure setup

Hastaure kHonky Ha Bawest Towke gocTyna v Haskaume Nanee gna
NPOLOTHEHHA.

BriBpate ceTe SETOMATUHECKM

[ < Hazag, “ Danee » l [ OTreHa

OkHo KoHdourypauma QSS 6ecnpoBogHoro agantepa

War 4: NogoxauTe, Noka He NosaBUTCA criegytolee okHo. KnukHute no kHomnke NoToBo
, YTOObI 3aBepLUMTb HAacTporky QSS.
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B2 ce penc (055 ana becnpoeogHoro pe kuma ﬁ|

(@)

Hacrpoiika 6ecnpoeoaH0i cCeTH 2agepueHa

Baw kornsrTep YonewHo NpHooeaHHHncs K ce Tk TP-LINK.

OkHo KoHopurypaumsa QSS 6ecnpoBoagHoro agantepa
ll. NMocpencteom PIN

Ecnu HoBoe ycTponcTteo noaaepxueaeT Wi-Fi Protected Setup n PIN, Bbl MoXeTe no0aBuTbL €ro B
CeTb crneayLwmmMm gByms cnocobamum.

Cnoco6 nepebiii: BBegute 3HayeHne PIN.

Lar 1: YkasaB B none CoctosiHne QSS 3HayeHne Bknro4veHo knukHUTe no kHornke CoeanHeHue |
Kak nokasaHo oHa Puc. 4-3. [JormKHO NosiBUTLCS crnefytoLlee OkHo.

NoBaBUTE HOEOS YCTPOWCTEOD

& BeeawTe PIN-k0A HOBOMO YCTPOMCTBRA.

PIN: |

O B TEMEHMM ABYH MAHYT HEXMMWTE KHOMKY HOBOMD YTCPOACTES.

[Haszag || Coegmhume |

War 2: Beibepute BBectn PIN-kog HoBoro yctpouctBa u Beegute PIN-kog 6ecnpoBogHoro
apgantepa B none nocne PIN, kak nokazaHO Ha pucyHKke Bbiwe. 3aTeM KIUKHUTE Mo
kHornke CoeaAuHUTDb.

&= lMpumeyaHume:

PIN-kog apantepa Bceraa otobpaxaetcs B okHe KoHdurypaums QSS.

War 3: Ona HacTporkn BecnpoBogHoro agantepa Bblbepute BBectn PIN-kog B MOKO TOUKY
DocTtyna unu Peructpartop B ytunute QSS, Kak ykasaHo Huxke. [locne aToro KNUKHMTE no
kHonke Oanee.
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Cepemc Q55 ana becnposogHono pesxma EJ

MNpuUcoeAWHKTLECA K BECNIPOBOAHON CETH

Cepeuc 155 BE0ET NOAroTOBEY K NPHCOEGMHEHKID Bawero komneoTepa Kk GecnpoBogHoR

K.akoi meTog HacTpolikH Bel s0THTE HononesoeaTe?

() Haxare kHONKY Ha moed Touke aocTyna
(((m))) (*):Beectu PIN-xoa B Mow Toyky AOCTYNA MAM PETHCTPATOR
() Beectn PIN-koa w3 moed Toukw gocryna

Quick secure setup
Beearre FINI 31288906 Bawy Touky ocTuna MK BHELHMEA

PEFHCTPATOPR W HaM®MWTE Hanee gnA NpogoTteHHA.

BriSpaTe CeTe SETOMATHYECKH

[ { Hazan “ Hanee » l [ OrreHa

OkHo KoHdurypauus QSS 6ecnpoBogHoro agantepa
& lMpumevaHue:
B naHHom npumepe PIN-kog no ymonyaHuio ons gaHHoro agantepa 16952898, kak nokasaHo Ha
pUCYHKe BbiLLE.
Cnoco6 BTopou: Beectu PIN ¢ moero maplipyTtusaropa

War 1: MNonyuuTte Tekywwmi PIN-kog maplipytusatopa, kak usobpaxeHo Ha Puc. 4-3 (kaxapbiv
MapwpyTusatop obrnagaer yHukanbHbiM PIN-kogom. B gaHHOM npumepe 3HaveHue
PIN-koga 12345670).

War 2: Ons HacTponikn B6ecnpoBogHoro agantepa Bbioepute BBectn PIN-Kkog ns Mmoen TOUKMU
poctyna n seeante PIN-kog mapuipytmusaTtopa B none nocne PIN-kog Touku gocrtyna.
Mocne aToro kNMkHUTE No kHonke Oanee.
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™ ce pemc OS5 ona becnpopogHoro pe #MMma g|

MNpuUcoeAWHKTLECA K BECNIPOBOAHON CETH

Cepeuc 155 BE0ET NOAroTOBEY K NPHCOEGMHEHKID Bawero komneoTepa Kk GecnpoBogHoR

K.akoi meTog HacTpolikH Bel s0THTE HononesoeaTe?

() Haxarb kHONKY Ha Moed Touke gocTyna

(((m))) () Beecti PIN-koa B Mo Touky AOCTYNA MAKH PEFHCTRaTOp

(+)Beectu PIN-kog_ u= moed Touku pocTyna

Quick secure setup

Beearre PIM Bawei ToykK gocTyna Huxe M HaxruTe Oanee gna
NPOAOTHEHHA.

PIM-kon Touxu .ﬂ.utETgna:
o~

BriSpaTe CeTe SETOMATHYECKH

[ { Hazan “ Hanee » l [ OrreHa

r OkHo KoHdurypaumst QSS 6ecnpoBogHoro agantepa

& lpumeyaHue:

PIN-kog mapLipyTtusatopa, UCrosib3yeMbli N0 YMOSTHaHMIO, MOXHO HalTW Ha Koprnyce yCTponcTea
unu B okHe KoHdmrypauusa QSS, kak nokasaHo Ha Puc. 4-3.

c). TMpu ycnewHoM NoakoYeHUn yCTPOMUCTBA K CETU OMKHO NOSIBUTLCSA CrieaytoLlee OKHO.

Ao6asuTe HOBOE YCTPOWCTBO

O BeeguTe PIN-kOg HOBOrO YCTROMCTEA.
PIN:

@ B TeuBHUM ABYX MUHYT HZKMUTE KHONKY HOBOTO YTCPOWCTBA.

CoeguHeHHE Npowno yenewho!

[ Hazap ” CoeavHUTh I

&= lMpumeyaHue:

1. Tocne TOro Kak yCcTpoMCTBO ObINO ycnewHo fobaeneHo, vHaoukatop QSS Oyaer ropetb
3erneHbIM UBETOM B TEYEHUN NATU MUHYT.

2. TllpoBegeHne HacTporku yHkuMM QSS BO3MOXHO TOMBKO B TOM Criyyae, Korga
BecnpoBogHas yHKUNA BKIOYEHA.
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4.5 CeTb

Cetb
-LAN
-WAN

- Knonmporate MAC-anpec

Puc. 4-5 Mento CeTb

MeHto CeTb cogepxut Tpu nogMeHio (cMm. Puc. 4-5): LAN, WAN u KnoHupoBaHue MAC-agpeca.
Anga HacTponkn hyHKLMKN BbIGEPUTE HYXKHOE MEHIO.

4.5.1 LAN

Boibpae “Cetb — LAN” Bbl MOXeTe HacTpouTb |IP-napameTpbl nokansHOM ceTu, Kak nokasaHo
HUXe.

LAN

MAC-anpec: 94-03-60-43-33-6F

IP-anpec: [ 192.168.1.1 |

Macka noaceru: 55 255 255 0 W

COXpaHuTE

Puc. 4-6 OkHo LAN

> MAC-agpec — duanyeckuin agpec mapLupyTmnsaTopa, kak nokasaHo B okHe LAN. [daHHoe
3HayeHne He MOXET ObITb U3MEHEHO.

> IP-agpec — Ykaxute IP-agpec mapLupyTtusaTopa nnm copocuTb ero, UCMosb3ys 3HaK «.» B
KayecTBe pasgenurens (3HadeHue no ymonyanuto: 192.168.1.1).

> Macka nopcetm — [laHHoe 3HayeHue onpegensieT 3HaveHMe cetu. OObIMHO 3TO
255.255.255.0.

& MpumeyaHune:
1. Ecnn Bbl nsmennnu IP-agpec nokanbHon cetu, Bbl 4OMKHbI yKasbiBaTb 3TO 3HaAYeHWe npu
BXOAe B MapLUpyTU3aTop.

2. Ecnu HoBbIn IP-agpec nokanbHOM CETM He COOTBETCTBYET Macku nogcetw, nyn IP-agpecos
DHCP-cepBepa Takke nsamenutcs, a doyHkumm Virtual Server 1 DMZ Host He 6yayT paboTtatb
[0 Tex nop, Noka B UX HACTPOMKN He ByayT BHECEHbI COOTBETCTBYHOLLNE U3MEHEHNS.

4.5.2 WAN

BbibpaB “Cetb— WAN Bbl MOXXeTe HacTpouTb IP-napameTpbl rnobanbHON ceTn, kak MokasaHo Ha
PUCYHKE HUXE.

1.  Ecnu NHTepHeT-npoBangep obecneunsaet DHCP-cepsuc, Boibepute AuHamuyeckum IP, n
MapLupyTU3aTop aBToMaTtmyeckun nony4ut IP-napameTpbl OT Bawwero NHTepHeT-npoBangepa,
Kak nokasaHo Ha Puc. 4-7:
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Tun coeanHeHna WAN: OuHamnyeckui IP-anpec ™

IP-Agpec: 0000

Macka MNogceru: 0.0.00
OcHoBHOH LLno3: 0.00.0
Pazvep MTU (e Daftax): 1800 (3HaYeHHe No yMondaHu 1500, He WeMeHATE Be3 HeoBX0aMMOCTM.)
|l Menone30BaTe 3TH DME-Cepeepel
MepeuyHLI DNS:
BTopuM4HLIH DNS: {He oBAzatensHo)
WA Xocrta: TLWWRTAIN

] Momywute IP-aapec & noMoweln Unicast DHCP (OBBIYHO 9T He TpefyeTca)

Puc. 4-7 ' WAN — OuHamunyecknin IP

B atom okHe nokasaHo kak WAN IP-napameTpbl, Bkoyasa |[P-agpec, macky nogcetu, LUmo3
Mo YMOSYaHUIO U T.O. CETU aBTOMaTU4eCkM HasHavatoTcs MHTepHeT-npoBangepoM. YUTtobbl
06HOBUTL |P-napameTpbl OT WHTepHeT-npoBangepa HeOOXOAUMO KIMKHYTb MO  KHOMKE
O6HOBUTb. YTOOLI COPOCUTL 3HAYEHUS BOCMONb3yNTECh kKHOMKon Copoc.

> Pasmep MTU — O6bl4yHO 3HavyeHne MTU (Maximum Transmission Unit) gna 6onbwmnHcTBa
ceten Ethernet cocraenser 1500 Gawt. PekomMeHOyeM He M3MEHATb 3TO 3HAYEeHWe ecriu
TONbKO 3TOro He TpebyeT Baw NHTepHeT-npoBaiaep.

> DNS-cepBepa — Ecnn Bbl nonyunnn ot WHTepHeT-npoBarigepa oavH wunv gBa agpeca
DNS-cepBepa, B 9TOM noOfe YyKaxuTe B COOTBETCTBYIOLIMX MOMSIX OCHOBHOW U
BCMOMoOratenbHbii  cepBepa. B npotuBHom cnyvyae DNS-cepBepa OyayT HasHaveHbl
aBToMaTmnyecku Baimm NHTepHeT-npoBangepom.

& lMpumevaHue:

Ecnu npu BbiGpaHHbIX agpecax DNS-cepBepoB npu nonbiTke AOCTyNa K CanTy NOSABSETCA
coobuleHe 06 owmnbke, TO ckopee Bcero Bbl HenpaBunbHO ykadann DNS-cepsepa. Bam
cnegyet cBsA3aTbCss  C  VIHTepHeT-npoBamaepoM, 4ToObl  MOMAyYuTb  HEOOXO4MMYHO
WMHopmauuio.

» NMonyuuTb IP ¢ ogHoaapecHbiMm DHCP — Hekotopble DHCP-cepBepa He nogaepxuBaroT
MHoOroagpecHble NpunoxeHuns. Ecnun Bel He MoxeTe nonyyunts IP-agpec o6bI4YHLIM CNOCOO0OM,
Bbl MOXeTe BblOpaTb 3Ty onuuio (310 TpebyeTcsa peako).

YToObl COXpaHUTb caenaHHble HAaCTPOMKN KNNKHUTE No kHonke CoxpaHuTb.

2. Ecnu ot MIHTepHeT-nNpoBaraepa Bbl NOAy4nnn ctaTnieckmuii unm domkcmpoBaHHbii IP-agpec,
mMacky nogceTtun, w3 n napameTtpbl DNS, Bbibepute Ctatnyeckmn IP, [pu atom
OTKPOETCS OKHO. Kak nokasaHo Ha Puc. 4-8.
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THn WAN coeqHHeHHA: Cratuuecknil IP-agpec ¥

IP-anpec: 1921682100
Macka Mopcemn: 288265 2550
OcHoBHOM Lmos: 192 1658.2.1 (He nfAzatensHo)
Pasuep MTU (B daiitax): 1800 (IHaYeHKME Mo yMmonuaHkie 1500, He EMeHATE G832 HEOOXOOMMOCTH)
MepeuHbIi DNS: 0000 (He nfAzaTeneHo)
BropHuHblii DNS: pooao {He ofAzaTensHa)

Puc. 4-8 WAN - Ctatuyeckun IP

> IP-appec — Ykaxute |IP-agpec, nonydeHHbln oT IHTepHET-NpoBangepa, NCnosnb3ys TOYKU B
KayecTBe pasgenurens.

> Macka nopgcetn — YKaxute Macky noAceTu, MornyveHHbln oT WHTepHeT-npoBangepa,
NCNonb3ys TOYKM B KayecTBe pasgenuTens. ObbivHo aTo 255.255.255.0.

> LWn3 no ymonyanuto — (HeobszatensHoe none) Ykaxnte IP-agpec wnto3a, nony4YeHHbIn
oT VIHTepHeT-npoBavigepa, UCNnomnb3ysl TOYKN B Ka4ecTBe pa3genutens.

> Pasmep MTU — O6bl4HO 3HaveHne MTU (Maximum Transmission Unit) ans 6onblunMHcTBa
ceten Ethernet coctaBnsier 1500 6anT. He pekoMeHOyeTcs M3MEHATb 3TO 3HAYEHWe, ecnu
TONbKO 3TOro He TpebyeT NHTepHeT-NpoBangep.

»> OcHoBHoM/BcnomoratenbHbin DNS (HeobsasatensHoe none) — Ykaxute oguH wnu gpa
agpeca DNS-cepBepoB, nonydeHHble OT WHTepHeT-mpoBamgepa, WUCNoNb3ys TOYKM B
KayecTBe pasaenurens.

YToObl COXpaHUTbL HACTPOWMKN KNMKHUTE NO KHomnke CoXpaHuTb.

3. Ecnm ato nogkniodeHne PPPoE, Bbibepute PPPOE. 3aech TpebyeTcs ykasaTb criegyowume
napameTpbl (Puc. 4-9):
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Tun WAN-NoKmo eHns: PPPoE/Poccua PPPOE v

MopkmoveHne PPPoE:

Mua nonk 3 username
Mapone: [TTTTTTT]
BcnouorarensHoe NoaknioveHne; ® Omemiodeno O OuHam. 1P (O CTat. IP (Dual Access/Poccua PPPOE)
Pekni Wan-nonknoyeHne: & MNojknioyeHye no sanpocy

Makc. epema npocToA: |15 MUHYTIED (0 03HAYAET, YTO CORAMHEHKE BYOET AKTHEHEIM NOCTOAHHO.)

() ABTOMATHYECKOE NOAKNIOYEHME

(O MNofkniYeHHe B 23EMCHMOCTH OT BPEMEHM
Mepuog EpeMEHM . (HH:MM) to . (HH: ki)

(O MoJKNIOYEHWE BEYUHYIO

Makc. BpemA NpocToA: MUHYTED {0 02HaYaeT, UTo coeguHeHWe GyaeT SKTMEHEIM NOCTOAHHO.)

OTknyeno!
[ Cowpanwte | [ OononnutensHo |

Figure 4-9 WAN - PPPoE

Uma MNMonb3oBatens/Maponb — YkaxuTe MM nonb3oBaTens M naposb, NoflydeHHble OT
WHTepHeT-npoBangepa. OTu Nons YyBCTBUTENbHbI K PErUCTPY.

BcnomoratenbHoe nogkntoyveHue — [laHHaa onuusa AOCTyMHa TOMbKO AN MOAKIYEHNs
PPPoOE. Ecnu Bbl nony4unu ot VIHTepHeT-npoBangepa AOMOMHUTENbHbLIN TUN MNOAKITOYEHNS,
Takon kak QuHamudeckunin/Ctatndeckunii IP, ansa paboTbl ¢ NokanbHOW CETbIO, TO HEOOX0AMMO
BbIOpaTb none AuHamuyecknin/Ctatnyeckun IP, 4ToGbl akTMBMPOBATL 3TO MNOAKMOYEHNE.

e OtkntoyeHo — 1o ymonyaHuio BcnomMoraTeribHOe MOAKIHYEHME OTKMOYEHO, TaK 4TO
ncnonb3yeTcs ToNbKo nogkntodeHne PPPoE.

e OuHamunueckun IP — YT1o6bl Mcnonb3oBaTb AnHamudeckuii IP-agpec, nonyveHHbIn oT
MHTepHeT-npoBarigepa, B KayecTBe BCMOMOraTenbHOro MogkmntodeHuss gns paboTbl €
NoKanbHOWM CeTbH, BbIGEPUTE COOTBETCTBYIOLLYIO STHENKY.

e Cratnyeckmn IP — Yt06bl Mcnonb3oBaTb cTaTudeckui |IP-agpec, nonyyeHHbId OT
MHTepHeT-npoBarigepa, B KayecTBe BCMOMOraTenbHOro MOAKMYeHUs gnsa paboTbl €
NoKanbHOW CETbI0, BblDEpUTE COOTBETCTBYIOLLYIO SYENKY.

MopknioyeHne no TpeboBaHuto — Npun BeIGOpE 3TOro pexxmma NOAKMHYEHNE NpekpaLLaeTcs
aBTOMaTUYECKN 4epes3 onpefdeneHHbli nepunoa HeakTuBHocTu (Makc. BpeMsi npocTosi) U
BOCCTaHaBnuBaeTca nocne obpalwleHna k WHTepHer-pecypcy. Ecnn Bbl xoTuTe, 4TOGbI
coeauHeHue BbINo akTUBHBLIM NMOCTOSIHHO, B None Makc. Bpemsi NpOCTOs YKaXuTe 3HavyeHue
“0” . Tarke MOXHO yKa3aTb KOHKPETHOE 3Ha4eHue.

ABTOMaTuyeckoe nogkmniodeHne — [lpu cBoe MNOAKMNIOYEHUS MPOUCXOOUT  €ro
aBTOMaTMyeckoe BOCCTaHOBMEHME.

MopknioyeHne no pacnucaHu — [loaknodeHne ycTaHaBNUBAETCS TOMbKO B 3adaHHbIN
nepvoa (gaTta Hayana u KoHua nepvoga ykasbiBaeTtcst B popmate HY4:MM).
&= lMpumeyvaHue:

dyHkUMA GyneT paboTaTb TONMbKO MOCMe TOro, Kak B okHe WMHCTpyMeHTbl — Bpems Gyaet
BbICTABIIEHO CUCTEMHOE BPEMS.
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> TMopgknunTb BpyYHy — [Ina nNogknioveHUs/OTKIIYEHNA BOCMOMb3YWTECh KHOMKOW
MopkniounTe/OTKNOYMTL. B 3TOM pexume nogaepxkmeaetca GyHkuMa Makc. Bpemsi
npoctos kak u ans pexuma MoaknioyeHus no TpeboBaHuto. lNMoaknioveHne k VHTepHet
MOXeT ObITb MpekpalleHO nocne onpeaeneHHoro nepuoga HeaKTMBHOCTW, a 3aTeMm
BO306HOBMNEHO CHOBa npu obpalueHnn kK IHTepHeT-pecypcy.

YT100bI npoun3BecTun noakntoyYeHne/oTKnio4YeHne KINUKHUTE no KHOMKe
MopkntoyeHue/OTKNIOYEHME.

BHumaHue: VHorga noakniodeHne He MOXET GbiTb NMpekpalleHo aaxe ecnu B none Makc. Bpems
NPOCTOA yKa3aHO onpefernieHHoe 3HayeHue, T.K. HEKOTOpble MPUMOXEHNs B (POHOBOM pexunme
obpauiatotcs k IHTepHeT-pecypcam.

Ecnn Bbl xOTUTE BHECTU M3MEHEHUsI B AOMNOSIHUTESbHbIE HACTPOMKKU, KIMKHUTE MO KHOMKe
JdononHuTenbHo. [NoABUTCS OKHO, Kak noka3aHo Ha Puc. 4-10:

Pazuep MTU (DaiitbI): 1480 (IHaUeHKe No yMon4aHuie 1480, He MeHARTE 3T0 3HAYEHME BCIH B 3TOM HET HEOBXOMMOCTH.)

HuA cepenca:

A To4KH gocTyna:

[ Mcnonezoeate IP-agpec, ykazaHHEA MHTERHET-NpOBaRGEROM

IP-anpec, ykasi 111 HHTey I 1

| 01C u] CeryHAR (0 ~ 120 CeKYHOE!, SHAYEHWE N0 YMONYEHWID 0 (OTCNEXWEAHME HE NOW3IE0HTCA)

[ WMenonezoeate cnegyowme DNS-cepeepel

OcHoBHoli DNS:

BcnoumoratenbHbii DNS: (HeofAz.)

[ coxparuts | [Hasag |

Puc. 4-10 JononHuTeneHble HacTporiku PPPoE

> Paamep MTU — 3HayeHune no ymonuaHmto 1480 GanT, 4TO 0ObIYHO SAABNSIETCA ONTUMAIbHbLIM.
He pekomeHayeTcsi WM3MeEHsITb [OaHHOE 3Ha4YeHWe, €ecrnvM TONbKO 3TO He SBNSAeTCS
TpeboBaHnem VIHTepHeT-npoBangepa.

> Wma cepBuca/KoHueHTpatopa goctyna — Ecnu atoro He Tpebyetr VHTepHeT-npoBangep,
He criegyeT TporaTb 370 none. B 6onbliMHCTBE CnyvyaeB MOXHO OCTaBUTb 3TW NOMS MYCTbIMMU,
N 3TO He nomeluaeT pabore.

> YkasaHHbIn IP-agppec ot UHTepHeT-npoBangepa — Ecnu Baw WHTepHeT-npoBavigep He
HasHayaeT MaplupyTtusartopy IP-agpec B aBTOMatMyeckOM pexume Mpu BXOoOe B CUCTEMY,
KNUKHUTE NO 3TOW sA4verike u ykaxuTe |IP-agpec, nonyyeHHbn OT MHTepHeT-npoBangepa,
NCNonb3ys TOYKM B Ka4ecTBe pap3genutens.

> OTcnexuBaTb WHTepBan B pexume OHManH — MapwpyTtmusatop npousBoauT
OTCNeXnBaHUe KOHLEHTpaTopa AOCTyna Yepes3 onpeaeneHHbIn MHTEPBar B PEXMME OHMNawH.
Mo ymonuaHuto yctaHoBneHo 3HaveHue “0”. Bbl MoxeTe ykasaTb 3HavyeHue B npeaenax ot 0
0o 120. 3HaveHue “0” o3HavaeT, YTo (PYHKLMS OTKIOYEHA.

» OcHoBHon/BcnomoratenbHbin DNS — Ecnn Baw WHTepHeT-npoBangep He HasHayaet
DNS-agpeca B aBTOMaTM4eCkoM pexuMMme npu BXode B cucTtemy, Bbibepute Ucnonb3oBaTb
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cnepytowmne DNS-cepBepbl 1 ykaxuTe nosnyyeHHbln oT MIHTepHeT-npoBangepa IP-agpec,
nucnonb3yss TOYKM B KavecTBe pasgenutens. Ecnv mmeeTrca apgpec BcnomoratenbHOro
DNS-cepBepa ero Takxke crnegyeT ykasaTb.

YTo0bI COXpaHUTb caenaHHble UBAMEHEHNA KIMUMKHUTE MO KHOMKe COXpaHMTb.

4. Ecnn WHTepHeT-npoBangep ucnonb3yeT kabenb BigPond (unu curHan Heart Beat),
BbibepuTe Kabenb BigPond. 3geck Heobxoanmo ykasaTtb cnegytowme napameTpbl (cm. Puc.
4-11):

Tun WAN-nogkniveHHA: Kabene BigPond £
WA none. : username
Mapone: LITTTTITT]
Cepeep ayTeHTHDHKaLMKH: sm-server

JoMeH ayTeHTH(hHKAUMH:

Pazuep MTU (Gaittbi): 1500 (FHAYEHHE N0 ¥YMONUYaHKUID cocTaenAeT 1500, 3HaYeHWe MEHARTCA TONEKD NPH HANMYKME HEOBX0MMOCTH.)
(® Mogknderde no TREGOBAHKID
Make. epema NpocToa: |14 MUHYTEI {0 - 0CTAETCA AKTMEHEIM NOCTOAHHO.)
(O MOAKMNKOYKTE SETOMATHUECKM
(O MoAKNKYKTE BRYHYIO

Make. BpemMA NpaCTOA: MUHYTEI {0 - OCTAETCA AKTHEHEIM NOCTOAHHD)

CoBOQMHNTE OTknyeHo!

Puc. 4-11

> Wma nonb3oBatens/Maponb — Ykaxute MMs nonb3oBatens M naposfb, NOMyyYeHHble OT
WHTepHeT-npoBargepa. 3TK Nonsa ABnsTCA YyBCTBUTENBHLIMU K PETUCTPY.

> ABTto CepBep — YkaxuTte |IP-agpec cepepa ayTeHTUdUKaALUN UMM UMS y3na.

> ABTO [loMmeH — YKaxuTe OOMEHHbI cyddMKC MMEHN cepBepa B 3aBMCUMOCTM OT Ballero
MECTOHaXOXAEHNS.

Hanpuwmep:
nsw.bigpond.net.au

vic.bigpond.net.au
qld.bigpond.net.au

> Pa3mep MTU — OGbivyHO ans GonblumMHcTBa ceTen Ethernet gaHHoe 3HauyeHue cocTaBnsieT
1500 6Gant. He pekomeHOyeTCcs W3MEHSATb €ro, €ecnu TOnbKO 3Toro He Tpebyer
WHTepHeT-npoBanaep.

> TNopgknioyeHne No TpeboBaHUID — B 3TOM pexnMe MNOoAKYeHne K VIHTepHeT npepbiBaeTcs
aBTOMAaTMYECKN Yepes3 OonpederieHHbin nepuog HeakTmBHocTM (Makc. BpeMsi npocTtosi) 1
BOCCTaHaBnMBaeTCs Npu MOBTOPHOM obpalleHun Kk NHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
YTOOLI MOAKNIOYEHNE ObINO akTUBHLIM BCE Bpemsl, B nore Makc. BpemMs npocTos crenyer
ykasaTb 3HadeHue “0”. Takke MOXHO yKa3aTb KOHKPETHOE 3Ha4YeHue B MUHYTax.

> MoaknunTbL aBTOMaTUYECKN — |_|pl/l nortepe nogkr4yeHnsa OHO 6y/:|,eT BOCCTaHOBJ1IEHO B
aBTOMAaTU4eCKOM pexunme.
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> TMopgknunTb BpyYHy — [Ina nNogknioveHUs/OTKIIYEHNA BOCMOMb3YWTECh KHOMKOW
MopkniounTe/OTKNOYMTL. B 3TOM pexume nogaepxkmeaetca GyHkuMa Makc. Bpemsi
npoctos kak u ans pexuma MoaknioyeHus no TpeboBaHuto. lNMoaknioveHne k VHTepHet
MOXeT ObITb MpekpalleHO nocne onpeaeneHHoro nepuoga HeaKTMBHOCTW, a 3aTeMm
BO306HOBMNEHO CHOBa npu obpalueHnn kK IHTepHeT-pecypcy.

YT100bI npoun3BecTun noakntoyYeHne/oTKnio4YeHne KINUKHUTE no KHOMKe
MopkntoyeHue/OTKNIOYEHME.

BHumaHue: VHorga noakniodeHne He MOXET GbiTb NMpekpalleHo aaxe ecnu B none Makc. Bpems
NPOCTOA yKa3aHO onpefernieHHoe 3HayeHue, T.K. HEKOTOpble MPUMOXEHNs B (POHOBOM pexunme
obpauiatotcs k IHTepHeT-pecypcam.

YToObl COXpaHWTb cAenaHHble U3MEHEHNS KIMKHUTE MO KHomnke CoXpaHUTb.
5. Ecnu WHTepHeT-NpoBangep npegocrasnseT noaKknyeHne L2TP, BblOepuTe

COOTBETCTBYylOLLEE 3HaYeHue. 3hecb HeobxoaMmo ykasaTb cregykolme napameTps (Puc.
4-12);

Tun WAN-nonknoveHua: L2TR/Poccua L2TP v
WuA nonbzoeatena: username
Mapons: [ ITITTTY]
C0B0UHUTE OTknveHo!

@ Ounam. IP O Crat. IP

IP-appecmA cepeepa:

IP-anpec: 0.0.00
Macka nogcerm: 0.0.0.0
Linoz: 0.0.0.0
DNS: 0.0.0.0, 0000
IP-anpec HHTepHeT: 0.0.00
WHTepHer DNS: 0000, 0000
Pazuep MTU (GaiiteI): 1460 (3HaueHWe no yMondaHuo 1460 He cnedyeT MeHATE B2 HeofXoQMMOcTH.)
Makc. BpeMA NpocTon: 15 MMHYTEI (0 - 3KTMEHO NOCTOAHHO.)
Pexum nogknyene WAN: (& MoJknideHHe No sanpocy

C' ABTOMATHUECKOR NOGKNIOYEHWE

() MoENIoHEHUE BEYIHYID

COXpaHHTE

Puc. 4-12

> Wma nonb3oBaTens/Maponb — Ykaxute UMs Nonb3oBaTens M Napofb, MOMyYeHHble OT
WHTepHeT-npoBangepa. A1 Nons ABMSOTCH YyBCTBUTENbHLIMU K PETUCTPY.

> [OuHamuyeckunn IP/Ctatnyeckun IP — Bbibepute cooTBeTcTByloLLee 3HavyeHue. KnukHute
no kHonke MoakntoyeHne/OTkNIOYEHWE, YTOOLI MPON3BECTU NOAKMIOYEHNE/OTKIHOYEHME.

> MoaknoueHne no Tpe6oBaHMIO — [Mpy BLIGOPE 3TOrO pexmma NoAKIYeHe npekpalLaeTca
aBTOMaTUMYeCKM Yepes onpederneHHbIn nepuoa HeakTuBHOCTM (Makc. Bpemsi NpocTost) U
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BOCCTaHaBnMBaeTcs nocre obpalleHus kK IHTepHeT-pecypcy. Ecnu Bbl XOTUTE aKTMBUPOBATb
aTy yHKumMo, BblbepuTe cooTBeTCcTBYOLee none. Ecnu Bbl XxoTUTE, YTOOLI COeauHEHUE
ObINO aKTMBHLIM NOCTOSAAHHO, B None Makc. BpemMsa nNpocTos ykaxuTte 3HadeHune “0” . Takke
MOXHO YKa3aTb KOHKPETHOE 3Ha4YeHUEe B MUHYTAX.

> [lNogknuutb aBTOMaTUYeckn — [pn notepe nogknoyeHns oHo ByaeT BOCCTAHOBMEHO B
aBTOMaTM4yeckoM pexunme. UTobbl akTMBMPOBATb 3Ty OMNUMIO BblOepuUTE COOTBETCTBYIOLLYHO
AYENKy.

> TMogknunTb BpYyUHYH — Bbl MOXeTe HacTpouTb MapLupyTM3aTop, YToObl OH NPON3BOAMIT
NnoaKkntoYeHne/oTKNYEeHNE BPYYHYLO. Yepes onpeaeneHHbin nepmog spemenn (Makc. Bpemsi
NPOCTOA) MapLUPYTU3ATOP NpepbIBaeT NOAKMoYEeHNe K VIHTEPHET U HE MOXET BOCCTaHOBUTb
ero aBTOMaTW4eCKW, Korga Bbl CHoBa obpalwaetecb kK WHTepHeT pecypcy. YTobbl
aKTMBMpOBaTbL 3Ty OnNuMi BblIbepuTe COOTBETCTByOLlee none. Ecnu Bbl XOoTUTE, 4TOOLI
NOAKMIYEeHNne OCTaBanocb akTMBHbIM MOCTOSIHHO, B none Makc. Bpemsi npocTod crnegyet
ykasaTb 3HadeHue "0" . Takke MOXHO yKasaTb nepuoa AeUCTBUS NOAKNIOYEHUA 40 TeX nop,
noka He OyaeT caenaH 3anpoc Ha HOBOE.

BHumaHue: VHorga noakniodeHne He MOXET GbiTb NMpekpalleHo aaxe ecnu B none Makc. Bpemst
NPOCTOSA yKa3aHO onpeferneHHoe 3HayeHue, T.K. HEKOTOpble MPUMOXEHNs B (POHOBOM pexume
obpauiatoTcs k IHTepHeT-pecypcam.

YToObI COXpPaHUTb NSBMEHEHUA KITMKHUTE NO KHOMKe COXpaHMTb.

6. Ecnun WHTtepHet-npoBangep npenoctaenser PPTP-nogknioveHue, Bbibepute 3Ha4veHue
PPTP. 3gecb HeobxoomMmo yKkasaTb criegytowime napameTpbl (Puc. 4-13):

Tun WAN-noaknioveHua: PPTF/Poccua PPTP
WuA nonkLzosatens: usemame
Mapone: [TTITITT]
OtknoueHo!

(& OuHam. P (O CTar. IP

IP-agpec A cepeepa:

IPo-appec: 0.0.00
Macka nogcern: 0.0.00
LWimo3 0.0.00
DNS: 0.0.0.0,0.00.0
IP-anpec HHTEepHer: 0.0.0.0
HHTepHer DNS: 0000, 0000
Pazuep MTU (B Gaiitax): 1420 (3HAYEHWE NO YMONUYAHKED 1420, He MEHARTE 3T0 3HAYEHHE, BCAW B 3TOM HET HEOBXOOMMOCTH.)
Makc. BpeMa NnpocTonA: 158 MUHYTEI (0 - CORJWHEHKME DCTAETCA SKTMEHEIM NOCTOAHHD.)
Pexu WAN-nogKnioveHna: (® MNogknideHye No TREGOEAHKIO

C' ABTOMATHYECKOR NOJKNIYEHKE

O MoAKMIYEHHE BRYHYIO

Puc. 4-13 PPTP Settings

> Umn I'IOJ'II:3OBaTeJ'IFI/nap0HI: —YKaxnte uMda nonb3oBartens u naporsib, noriy4eHHble OT

31



TL-WR741N/TL-WR741ND [=TYely] oYe]=TeTs oY MU VE:ToITT] o} Vay 7 EcT:§ oY o 3 M (=Y I I10] ' (G778 v o3

WHTepHeT-npoBargepa. ITK NoNsa ABnsTCA YyBCTBUTENbHLIMU K PETUCTPY.

> OuHamuuveckun IP/Ctatnueckmn IP — Ecnu Bbl  nonyyunuM Takoh agpec  OT
MHTepHeT-npoBarigepa, Bbibepute COOTBETCTBYOLlEe none u ykaxute |IP-agpec
WHTepHeT-npoBangepa unm 4OMEHHOE UMSI.

Mpu BbIGOpE cTaTnyeckoro IP-agpeca 1 JOMEHHOIo MMeHU, Takke HeobxogmmMo ykasaTtb DNS,
Ha3Ha4eHHbIN VIHTepHET npoBargepom. INocne 3Toro KNMKHUTE No kHornke CoOXpaHUTb.

YT1006bI npoun3BecTun noakntoyeHmne/oTknoYeHne KMUKHUTE no KHOMKe
MopkntoyeHue/OTKNIOYEHME.

> TMopknio4veHne no TpeboBaHUK — Bbl MOoXeTe HAacTpouTb MapLIpyTUM3aTop Tak, YTobObl OH
NPON3BOAMUI OTKMOYEHNe OT ceTu VIHTepHeT yepes onpeneneHHbl Nepuoa HeakTUBHOCTU
(Makc. Bpems npocTtosi). Ecnn nogkntoyeHne Kk cetn VIHTepHET Gbino npepBaHo no npuyvmHe
HeakTUBHOCTU, yHKUMA [MogkntovyeHMe No TpPeboBaHUKO aBTOMAaTUYECKUM BOCCTAHOBUT
nogknoveHne npu obpatleHun k MiutepHeT-pecypcy. UYTobbl akTMBMpPOBaTh AaHHYI0 YHKLNIO
BbIOEpUTE COOTBETCTBYIOLLYIO A4eliky. Ecnv Bbl XxoTuTe, 4TOObLI NOAKMHOYEHME OCTaBanochb
aKTUBHbBIM MOCTOSHHLIM B nosnie Makc. BpemMs npocTos crieayeT ykasaTtb 3HadeHune “0”. Takke
MOXHO YyKa3aTb KOHKPETHbI BpPEMEHHOW Mepuog, Mocne KOTOpPOro MOAKIHYEHMe
npepbiBaeTcs.

> MoaknounTb aBTOMaTU4YecKU — ABTOMaTM4ecKoe BOCCTAHOBIEHME MOAKMYEHUS Mocne
TOro, kak OHO Oblno npepBaHo. YToGbl BOCMONbL30BaTLCA AaHHOW onuuen BbiGepute
COOTBETCTBYIOLLYIO AYENKY.

> [MoaKnUYMTbL BPY4HYH — Bbl MOXeTe HacTpoutb MapLupyTu3atop, YTobbl OH NPOM3BOAMI
NOLKIIOYEHNE/OTKNIOYEHME BPYYHYI0. Yepes onpeaeneHHbin nepuoa Bpemeru (Makc. Bpems
NpPOCTOS) MapLUPyTU3aTOp NpepbIBAET NoakntodeHne K IHTepHET 1 He MOXET BOCCTaHOBUTb
ero aBTOMaTW4YeCKW, Korga Bbl CHoBa obpalwlaetecb kK WHTepHeT pecypcy. YTobbl
akTMBMpoOBaTb 3Ty onuuto BblbepuTe cooTBETCTBYOLWEe none. Ecnn Bbl xoTuTe, 4TOObI
MOAKITIOYEHNE OCTaBasioCb akTUBHbLIM MOCTOSIHHO, B none Makc. BpeMsi npocTosi criegyet
ykasaTb 3HaveHue "0" . Takke MOXHO yka3aTb Nepuog AeNCTBUS NOAKNIOYEHUA 40 TeX nop,
noka He OyZeT caoenaH 3anpoc Ha HOBOeE.

BHuMaHue: VHoroa noakniodeHne He MOXeT ObiTh npekpalleHo, Aaxe ecnu B none Makc.
BpeMsi NPOCTOS yKasaHO OnpederieHHoe 3HayeHue, T.K. HEeKOTOpble MPUIOXEHUS B (DOHOBOM
pexume obpaluatoTcsa kK MIHTepHeT-pecypcam.

YUT06bl COXpaHUTb U3MEHEHUS KITMKHUTE MO KHOMke COXpaHUTb.

&= lNpumevaHue:

Ecnn Bbl He 3HaeTe KakoM TWM MOOKMYEHUs BbiOpaTb, KAMKHUTE MO KHomke [louck, w
MapLUpyTU3aTop aBTOMATMYECKM MNPOBEAET CKaHUMPOBaHWE CEepBEPOB U MPOTOKOIOB,
ucrnonb3dyembix WHTepHeT-nogknioveHmeM. QOyHKUMS OTOOpasvMT TUM  MOOKIHYEHUS  Npwu
oOHapyXeHUn MapLIpyTU3aTopoM akTMBHOro WHTepHeT-cepBuca. [aHHasa uHdopmaums
NPUBOAMTCS TONbKO Ans cnpaBku. YTobbl ybeamtbcsst B TOM, YTO MMEHHO 3TO MOAKMOYEHUE
npegocTaenserca WMHTEpHET-NpoOBangepoM, Hy>XHO 00paTUTbCs HEMOCPEACTBEHHO K HEMY.
MapLpyTnsaTop MOXET BbISIBUTb CrieytoLLMe TUMbl NOAKITHYEHWNIA:

e PPPoE - [na noakntoyenun, wucnonb3ywowmx PPPoE, Tpebyetca ykasaTtb ums
nosib3oBaTens 1 Naporsib.

e [NuHamuueckmn IP - [logkntoveHus, MCnonb3ylolme HasHavyeHne AnHaAMUYECKNX
IP-agpecos.

[ ] CraTtnuecku# IP — lNoakntoueHus, ncnonb3yrwuine Ha3HavdyeHne Ctatn4eCknx aapecos.
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MapLpyTmnsaTop He MOXeT ObHapyXuTb Takue nogknodeHus kak PPTP/L2TP/BigPond. Ecnu
WHTepHeT-npoBangep WCNonb3yeT OAMH M3 TakMX MNPOTOKOMOB, Bbl AOMKHbI MPOU3BECTM
NoAKMYeHNEe BPYYHYIHO.

4.5.3 KnonupoBaHue MAC-agpeca

BbibpaB Cetb — KnoHupoBaHue MAC-agpeca Bbl MoxeTe HacTpouTb MAC-agpec WAN-ceTu,
Kak nokasaHo Ha Puc. 4-14:

KnoHupoeaHwe MAC-agpeca

MAC-anpec WAN-ceTh: | 94-03-60-43-33-70 | [BoccTaHoeuTe Zasogckoi |
MAC-appec Bawero KoMNbKTepa: | |[|{_|'|DHHF|DBaTb MAC-agpec |

Puc. 4-14 KnonupoBaHme MAC-agpeca

HekoTtopble VIHTepHeT-NpoBanaepsbl TpebytoT pernctpaumm MAC-agpeca agantepa. 3aech peako
TpebyeTca BHOCUTb Kakne-nnbo naMeHeHus.

> WAN MAC-agpec — B atom none otobpaxaetcsa tekywmn MAC-agpec WAN-nopta. Ecnn
Baw WHTepHeT-npoBanaep TpebyeT oT Bac 3apeructpupoBatb MAC-agpec, ykaxuTe
KoppekTHoe 3HadeHne MAC-agpeca B dopmate XX-XX-XX-XX-XX-XX (rge, X — 310
LUeCTHaguaTEPUYHOE YNCIO).

> MAC-agpec Bawero komMmnbkTepa — B atom none otobpaxaetrca MAC-agpec
KOMMbIOTEPA, KOTOPbIA UCNONb3YeTCA [Ana  YynpaBneHus Maplpytu3aTopoMm. Ecnu
TpebyeTca ykasaTtb 3HadeHne MAC-agpeca, knmkHuTe no kHonke KnoHnposate MAC-agpec
n atot MAC-agpec nossutcs B none WAN MAC-agpec.

UTtoObl BepHyTb 3aBoackoe 3HadeHne MAC-agpecy WAN-nopTa BOCMOSMb3YyATECH KHOMKOW
BocctaHoBuTbL 3aBoackon MAC.

KnnkHUTE No KHonke COXpaHVITb, 4yTOObI COXpaHuUTb caernaHHble U3SMEeHEHUA.

& lMpumeyaHue:

®yHkuna KnoHupoBatb MAC-agpec MOXET ObiTb MCMONb30oBaHa TOMBKO KOMMbOTEPAMM
nokarnbHOW ceTu.

4.6 becnpoBogHasa nepeaaya AaHHbIX

BecnpoBoOHOR PElWM

- HacTpoiikM GecnpoRoAHOrO peXUMA
- 3awpnra becnpoBoAHOr0 pesMMa

- thunkTpaumA no MAC-anpecam

- PAacumpeHHbIe HACTPOMKKM

- CTaTMcIMka becnpoBoOHOTO PeXHME

Puc. 4-15 MeHio becnpoBoaHas nepefgaya AaHHbIX

B meHio BecnpoBogHas nepepada AaHHbIX cogepXkartcs nATb noagmeHwo (cm. Puc. 4-15):
Hactponku 6ecnpoBogHoM nepegayv AaHHbIX, besonacHocTb GecnpoBogHOW nNepeaayvun
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AaHHbIX, PunbTpaunsa no MAC-agpecam 6ecnpoBOAHbLIX YCTPOMUCTB, [ononHuTenbHbIe
HacTponku 1 CtaTtuctuka 6ecnpoBOgHOMN nepepayvu AaHHbIX. Bbibepute ogHO M3 HMX Ons
HaCTPOWKN COOTBETCTBYIOLLEN (DYHKLMN.

4.6.1 HacTtpounku 6ecnpoBoaHoOn nepegayvm AaHHbIX

Boibpas BecnpoBogHas nepepgada AaHHbIX — Hactpomkm OGecnpoBogHOW nepeaayun
OaHHbIX Bbl MOXeTe MPOU3BECTU HACTPONKY 6a3oBbIX NapamMeTpoB GECNPOBOAHON CETH.

SSID: | TP-LINK_ 130913
Peruou: Poccua _vql
Kananm: [ Aero v|
Pemum: 11hgn CMELGHHER V
i oriana ABTD (el v st
MaKC. CKOPOCTE NEPBAAYN JAHHBIX: m v::

BrniouuTe BRCNpoBEOOHOE BELWAHKME POYTERE
Benwouute S510 WKpokoeeWaHKE
[ Benoumte WDS

COXpaHTE

Puc. 4-16 HacTtporkun 6ecnpoBogHon nepegaym gaHHbIX

>  SSID - YkaxuTe 3HavyeHue anvHon go 32 cumeonos. Bcem 6ecnpoBogHbIM YCTPONCTBAM
ceTn [OomKkeH ObiTb MPUCBOEH OOMH WU TOT Xe ungeHTudmkatop SSID. Yto kacaetcs
fbesonacHocTn  OecnpoBogHOM  ceTw, wuaeHTudukatop SSID no  ymomnyaHuio
TP-LINK_XXXXXX (XXXXXX — nocrnefHue wecTb YHUKanbHbIx cumsorioB MAC-agpeca
MapLupyTusatopa). [aHHoe none SABnsieTCA YyBCTBUTEMbHBIM K pernctpy. Hanmpumep,
TEST wu test — 9TO pasHble 3HaYeHus.

> PervoH — BbibepuTe COOTBETCTBYHOLLEE 3HAYEHME M3 BbiNagatoLero MeHw. B gaHHOM
none ykasblBaeTCsl PernoH, rae oyHKumnss 6ecnpoBofHON nepefayvn OaHHbIX MOXET ObiTb
ucnonb3oBaHa. Vcnonb3oBaHue p,aHHOVI beHKLI,VIVI B pernoHax, He yKa3aHHbIX B CIMUCKe,
MOXeT ObITb HE3aKOHHbIM. ECnin BalLen CTpaHbl Unn permoHa HeT B Cnucke, obpaTtutecs 3a
NMOMOLLIbIO B MECTHOE MPaBUTENbCTBEHHOE areHTCTBO.

»  [locne TOro, Kak perroH 6bin BeIbpaH, KNMKHUTE No kKHomnke CoxpaHuTb. B nosisueLiemcs
MHGOPMAaLMOHHOM OKHE KITMKHMTE no kHomnke OK.

Microsoft Internet Explorer

' '_u BbISHpaﬂ HE EdLlY CTPAHY Bbl MOMETE BRISESTE NOMEXH HA APYTHX YCTDDﬁCTBaX H HAPYWKTE NPMMEHASMEIS 3aKOH0ASTENEHEIE HOPME!,
Ld

MHdopMaLnoHHOE OKHO
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&= lMpumeyaHume:

M3-3a TpeboBaHMIn MECTHOroO 3aKkoHOoA4aTenbCcTBa y Bepcun ana CesepHo AMEPUKM OTCyTCTBYET
onuwus Bblbopa pervoHa.

> Kanan — B atom none ykasbiBaetca paboyasa yactoTa. Yncno KaHamoB MO YMOSYaHUIO
wecTb. He cnegyet M3MeHATb 3TO 3HAYEHWE, €Crny TOMbKO He BO3HUKMNM Mpobnemsl C
nomexamm OT HaxogsLiencsa Nnodnmn3ocTn gpyron To4kM gocTyna.

> Pexum — BbeibepuTe cooTBeTCTBYIOWMNIN pexmM. 3HayeHre no ymondaHuto 11bgn mixed.

Tonbko 11b — Bbibepute, ecnn Bce GecnpoBoAdHbIE KMMEHTbLI NoAOepXKMBalOT CTaHOapT
802.11b.

Tonbko 11g — Bbibepute, ecnn Bce 6ecnpoBoAHbIE KIMEHTbI NOALEPKUBAOT CTaHOapT
802.11g.

Tonbko 11n - BbiGepute, ecnv Bce GECNPOBOAHbLIE KIMEHTbI MOAAEPXKMBAKOT CTaHAAPT
802.11n.

11b + 11g - Bbibepute, ecnun mcnonb3yete 6eCnpoBOAHbIE KMMEHThI, NOAAEPXMBAOLLNE
crangaptel 802.11b and 802.11g.

11b + 11g + 11n - Bulbepute, ecnn wucnonbdyete OECNPOBOOHLIE KITMEHTHI,
nogaepxueatome ctaHgaptol 802.11b, 11g, n 11n.

BbibepuTe HyxHbI pexum GecnpoBogHoON nepedayn daHHbix. Ecnu BeibpaH 802.11g, TO
Tonbko GecnpoBodHble CcTaHumm cTaHgapta 802.11g cmoryT nogkniodartbcs K
mapwpyTtusaTtopy. [Npun BbiGope 802.11n Tonbko 6GecnpoBoAHble CTaHUMM CTaHgapTa
802.11n cMoryT noakmn4yaTbcs Kk Touke goctyna. HactoaTensHo pekomeHayeTcs BbiOpaTb
pexum 802.11b+g+n, 4ToOLI BCe BecnpoBoaHble cTaHuMu cTangapTta 802.11b, 802.11g u
802.11n cMmoryT noakno4vaTbCs K MapLUpyTUu3aTopy.

> lUVIpVIHa KaHana — Bbl6epVITe LLNPUHY KaHalna U3 BbinagawLlliero crmcka. Mo YMOJ4aHutio
yCTaHOBI1€HO ABTOomMaTnyeckn. B atom Clly4ae perynmpoBKka LWNpUHbI KaHana ana KnmeHToB
npon3sBoanTCcA aBToOMaTU4eCKN.

&= lMpumeyvaHue:

Ecnu B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g unun 11b+11g, none WupunHa
KaHana cTaHeT ceporo uBeTa, U B HeM nosiBuTcs 3HavyeHne 20M, koTopoe Henb3sa byaet
N3MEHUTb.

> Max Tx Rate — B 3TOM none MOXHO OrpaHW4YMTbL MaKCUManbHY0 CKOpPOCTb MNepedauu
ncxoasulero Tpadvka Yyepes MapLUpyTusaTop.

> BknwounTb nepepadvy paguocurHana -  O@yHKuMs nepegauyn  paguMocurHana
MapLupyTu3aTopa MOXeT ObITb BKMOYEHa WM BbIKMOYeHa ansa obecnedeHust gocTyna
6ecnpoBOAHbIX CTaHLMMN.

> TpaHcnauma SSID — Korga 6GecnpoBogHble KMWMEHTbI MPOBOOAT WCCREeOBaHWE y4dacTka
0ecnpoBOAHON CETU, OHW BbLIABAAKT TpaHCnAUuu uaeHTudukatopa SSID, nposogumyto
MapLupyTusatopom. Ecnu Bbl Beibepute s4yeriky TpaHcnauuu SSID, mapwpyTtusatop 6yaet
TpaHcnuposaTtb csoe ums (SSID).

> Bknwunte WDS — Buibpas 3710 none Bbl aktmBupyeTe dyHkumio WDS. C nomolbio 3Tom
byHKLMM MapLUPYTM3aTOp CMOXET yCTaHaBNMBaTb MOCTOBOE COEAMHEHNE MEXAY ABYMS UK
b6onee BupTyaneHbIMK NokaneHbiMy ceTammu (WLAN). MNpu BbiGope aTon Auenku Takke Oyaer
HeoOXxoaMMOo ykasaTb psag NapameTpoB (CM. PUCYHOK HWxe). YbeamTecb B TOM, YTO AaHHble
HaCTPOWKN yKa3aHbl BEPHO.
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BrnwoyuTe WDS

SSID (VCTAaHOBMTL MOCT):

BSSIMYCTaAHOBHTE MOCT): Mpovmep:00-10-0F-11-22-33
Tun Knva: Het W
Hupekc WEP:

Tun AyTeHTH(DMEALMK:

Mapone:

> SSID (nogkntoyaembin mocToM) — ViaeHTudmnkatop SSID Toukm JocTyna, K KOTOPOM B
Ka4yecTBe KNMeHTa cobupaeTcsa MNOoAKMIOYMTLCA MapLlpyTu3aTop. Takke Bbl MOXeTe
3agencTBoBaTb OYHKLMIO Noucka, YTobbl Bbibpate SSID ansa noakntoyveHus.

> BSSID (nogknto4yaembin moctoM) - MiaeHtudukatop BSSID Toukm goctyna, kK KOTOpon
B KayecTBe KnmeHTa cobupaeTcd MOAKMIOUYMTLCA MapLipyTM3aTop. Takke Bbl MOXeTe
3agencTBoBaTh (PYHKLMIO MOMCKa, YToObI BbiIOpaTe BSSID ansa nogknioveHus.

> Touck — Nounck Toukn JocTyna, NCNOoNb3yoLWen TEKYLLMIA KaHan.

> Twun kno4va — B atom none 3HaveHue BbI6VIpaeTCﬂ B 3aBMCMMOCTK OT napamMeTpoB
©e30MacHOCTN TOYKK aoctyna. PeKOMeHD,yeTCﬂ, YTOObLI JAaHHOE 3Ha4YeHMe coBnagarno co
3Ha4YeHnem, yKka3aHHbIM O5n4a TOYKM gocTtyna.

> Wnpekc WEP — UcnonbayeTtcs npu Beibope WEP(ASCII) nnn WEP(HEX) B none Tun
kntoya. B gaHHoM none ykasbiBaeTca nHaekc knoda WEP.

» Tun ayteHTudpmkaumm — [JaHHaa onumsa osmkHa ObiTb BbiOpaHa, ecniv B none Tun
kntova BbiOpaHo 3HaveHne WEP(ASCII) i WEP(HEX). 3gecb ykasbiBaeTcst Tun
aBTOpM3aLMN KOPHEBOW TOYKM JOCTYyNa.

> I'Iaponb - |_|pl/l NOAKIKYEeHUN TOYKN OOCTYyNna MapLupyTnu3atopa Heob6XxoaMmo B AaHHOM
none ykasaTtb naporsib.

4.6.2 be3onacHocTb 6ecnpoBogHON Nepeaavn AaHHbIX

BbibpaB “BecnpoBogHas nepegaya gaHHbix — BesonacHocTb 6ecnpoBogHOM Nepegayvun
AaHHbIX” Bbl MOXETE HAaCTPOUTb NapaMeTpbl 6e3onacHOCTM Bawen 6ecnpoBogHON CETHU.

Y Mapuwpytmnsatopa MMeeTcsl NATb pexumMoB obecneyeHnst OesonacHocTM OecrnpoBOAHON
nepenayv garHbix - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2
(Wi-Fi Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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® OTkno4uTe BesonacHocTb

O WEP
Tum: ABTOMATHMECKAA et
bopHat WEP kmiova: LecTHanUATEpUYHEIH (%
Kniov BbIDpaH WEP Knwoy Tun Knwua
Krid 1 OTknrYeHD v
Kby 2: OTRNHYEHD W
Koy 3: OTknroYeHo 34
Kooy 4: CTKNHHEHD b
O WPAWPAZ
Bepcus: ABTOMATMECKEA ¥
Ilndbposanue: ABTOMATUYECKAA M|
IP-anpec Radius-cepeepa:
Mopr Radius: 1812 (1-65535, 0 02HAUAET NOPT N0 YMONUaHKID 181 2)
Mapone Radius:
MNepuos 0DHOBNEHWA MPYTINDBOND KINIOYA: u] (B CEKYHAAY, MUHUMENLHOR 2HadeHMe 30, 0 ozHadaeT "He 0fHOBNATE")
O WPA-PSKAWPA2-PSK
Bepcus: Aémuamuecmﬂ i
Wucppoeanue: AsToMaTHECKan |
PSK Naponk:

(Bbl MOMETE EBECTH ASCI| CUMBOMEI B MANAZ0HE MESKIY B M B3 MMM WeCTHAAUATENMUHEIE CHMEOMNE B DHANAZ0HE MEXY 8 UK £

MNepuon 0DHOBNEHWA MYTINDBOND KNOYa: 0 (B CEKYHAAY, MUHHMENEHOE ZHadeHMe 30, 0 ozHadaeT "He ofHOBNATE")

COMgaHNTE

Pwuc. 4-17 BesonacHocTb 6ecnpoBogHoOM nepeaayn AaHHbIX

OTKNYNTL PYHKLMIO 6e3onacHoCTU — Ecnn Bbl XOTUTE akTMBMPOBAaTb AaHHY (PyHKUMIO,
BbibepuTe COOTBETCTBYIOLLYIO A4eNKy. HacToaTenbHO pekomeHayeTcs BblOpaTb OAMH M3
NMEIOLLMXCS PeXMMOB obecneyeHunss 6e3onacHocTu.

WEP - Ha ocHoBe ctangapta IEEE 802.11. Npu BbIGope AaHHOro nons nosBuTCs KpacHoe
NMHPOpPMaLNOHHOE OKHO, Kak rnokasaHo Ha Puc. 4-8.

Tun: ABTOMATMYECKEA bt
Topat WEP kmova: . LWecTHaguaTe pUYHBIA v
Knioy BhIDpaH WEP Knwou Tun Knioua
Knwad 1: CTKnKIYEHD A
Knwow 2: QT@quHg »
Krnkoy 3 COTknkYeHD ~
Knoy 4: QTI{J‘lmquD e

MEl HE PEKOMEHIYEM MCNONb30EaTe WEP WWbpoEaHKe, BCNW YCTROMCTED pafoTaeT &
pesume 802 11n, Tak kak cneundriEayna 802 11n He nogoepueaet WER.

Puc. 4-18

e Tun — Bl MoxeTe BbIOpaTh TN WEP-WndpoBaHua u3 BeinagaroLlero cnucka. 3HadeHue
no ymonyaHuio ABTomMaTM4ecku. 3TO O3HayaeT aBToOMaTUYECKUA BbIOOP 3HaveHus Knroy
obLwero goctyna unu OTKpbITasa cMcTema B 3aBUCUMOCTU OT NapameTpoB 6GecnpoBoaHOM
CTaHuuu n 3anpoca.

e ®opmar WEP-knw4ya — 340eck MOXHO BbibpaTe LlectHapguaTtepuyuHbin unu ASCII
¢opmat. LllecTHaguaTepu4yHbIn opmaT O3HaA4YaeT KOMOMHaAUMIO LueCTHaauaTepUYHbIX
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e WEP-kntou — Bbibepute ogaunH ns yetbipex knroden n ykaxmnte WEP-knoy. Ybegutech B
TOM, YTO JaHHblE 3HAYEHMS OAMHAKOBbLI AN BCeX 6eCnpoBOAHbBIX CTAHLMN CETU.

e Tun knwo4ya — 3gecb MOXHO ykasaTb AnuHy WEP-knwoua (64-, 128- unu 152-6MTHbIN).
3HayeHue "OTkntoy." o3HadvaeT, YTo 3anuck ¢ WEP-kntouom siBnsieTcs HeaencTBUTENbHOMN.

64-6UTHLIN — Bbl MOXeTe yKasaTb AeCATU3HAYHOE LeCcTHaALaTepMYHOe YMCho
(komBuHaums cumonoB 0-9, a-f, A-F, HyneBow knioY He NoaaepXXmMBaeTCst) Unm
nAaTu3Ha4Hoe Yncno B koguposke ASCII.

128-6MTHbIN — 3aecb MOXHO yKka3aTb 26-3Ha4YHOE LWeCTHaaLaTepPUYHOE YNCIo
(komBuHaums cumonos 0-9, a-f, A-F, HyneBow knioY He NnoaaepXxmBaeTcs) Unu
13-3HayvHoe uncno B koguposke ASCII.

152-6uTHOE — 30€eCb MOXHO 32-3Ha4yHOE LeCTHaauaTepuyHoe Ymcno (koMoHauus
cumsonos 0-9, a-f, A-F, Hynesow knoY He nogaepxmeaeTcs) nnn 16-3Ha4vHoOe YUCo B
koauposke ASCII.

& lMpumeyaHue:

Ecnn Bbl He ykasanu knwod, gyHKUuua obecnedveHus Ge3onacHocTu Oyger ocTaBaTbCs
OTKNIOYEHHON, daxe ecnu B Tune ayTeHTudumkaumm 6bin BbiGpaH Krody coBMecTHOro
gocTyna.

> WPA /WPA2 - Ha ocHoBe cepsepa Paguyc.

e Bepcna — 3gece M3 Bbinagarollero crnvcka MOXHO BblOpaTb Bepcuio  anroputva
wudgpoBaHns WPA. 3HayeHne no ymonyaHuio ABTOMaTU4YeCKU. OTO O3HA4aeT, 4To
aBTomatmyeckn byaet BoiopaH pexum WPA (Wi-Fi Protected Access) unn WPA2 (WPA
version 2) B 3aBMCMMOCTM OT NapamMeTpoB BECNPOBOLHOM CTaHLMK UMK 3anpoca.

e LlindppoBaHue — 3gecb MOXHO BbIGpaTh 3Ha4yeHuss ABTomaTtuyecku, TKIP nnu AES.

& lMpumeyaHue:

Ecnun Bbl BbiGepute sideiriky WPA/WPA2 1 3atem BbiOepute wwudpoBaHne TKIP, Bbl
yBUANTE KpacHoe MHGOPMAaLMOHHOE OKHO, Kak nokasaHo Ha Puc. 4-19.

® WPAWPAZ
Bepeua: AETOMaTHYECKAA b
U poBaHne: ABTOMATMYECKARA A
IP-appec Radius-cepeepa:
Mopr Radius: 1812 (1-65535, 0 03Ha42ET NOPT Na YMONYEHHD 1812
Mapone Radius:

MNepHon, 0GHOBASHUA MPYNINOBOT0 KIMKa: ] {E CEKVHOAYX, MMHMMAaNbHOe 3HadeHke 30, 0 o3HavaeT "He oBHoBNATE")

Pwuc. 4-19

IP-papuyc cepBepa — 3aech ykasbiBaeTcs IP-agpec Radius-cepeepa.

MopT Radius-cepBepa — Ykaxute Homep nopta ansa Radius-cepsepa.

Maponb Radius-cepBepa — Ykaxute naposnb gnda Radius-cepsepa.

Mepuon oGHOBREHUA rPyNMNoOBOro Krnk4va — Ykaxute nepuog obHOBNeHus. 3HadyeHne
YKasbIBAETCSA B CEKYHOAX, N MOXET OblTb paBHO 30 unu Bbiwwe. YTOObI OTKNIOUNTE PYHKLUMIO,
Heobxoaumo ykasaTb 3HadeHue 0.

38



TL-WR741N/TL-WR741ND [=TYely] oYe]=TeTs oY MU VE:ToITT] o} Vay 7 EcT:§ oY o 3 M (=Y I I10] ' (G778 v o3

> WPA-PSKIWPA2-PSK - Tun ayteHTudwmkauum WPA/WPA2 Ha ocCHOBE COBMECTHO
ncnosib3yeMou naporibHon gpasbl.

e Bepcua — Bbl MoxeTe BblbpaTb Bepcuio anroputma wundgposaHms WPA-PSK us
BbINaZaloLlero cnucka. 3HavyeHne no ymonyaHuio ABTOMaTM4ecku. OTO O3HaYaeT, yYTo
aBTOMaTM4eckun BolbmpaeTcst oguH ns cneaytowwmx pexumos WPA-PSK (Pre-shared key of
WPA) nnn WPA2-PSK (Pre-shared key of WPA) B 3aBucumocTM OT napameTpoB
DSecnpoBoAHON CTaHUMKM U 3anpoca.

e LLndposaHune — NMpu Boibope WPA-PSK nnn WPA B kayectBe Tuna ayteHTudumkaumm
MOXHO YKasaTb OAHO M3 criegyowmx 3HavyeHun - Automatic, TKIP unn AES B kayecTtBe
anroputMa wmdpoBaHus.

& lMpumeyaHue:
Mpn BbIGope nons WPA-PSK/WPA2-PSK u anroputma wudposaHus TKIP nosiButcs
KpacHoe MHAopMaLNOHHOE OKHO, Kak nokasaHo Ha Puc. 4-20.

|©! WPAPSKWPA2-PSK
Bepcna: ABTOMATHYECKAA 3
Wichpoeanne: ABTOMATHYECKAA b
PSK Maponk:
(Bl MOKETE BEECTM ASCI CHMEBONE! B OHANA30HE MEXAY 8 W B3 MW WECTHAAUATERHYHEIE CHMEOME B AMANE30HE MEXY B MNK 64.)

Mepuop, 0GHOBAEHNA TPYNINOBOTO KIGYa: u} (B CREYHAAYX, MMHHMaNEHOE 3HaYeHHe 30, 0 03Ha4aeT "He 0BHOBNATE")

MEMEHEHMA HACTROEK BECNPOBOAHDA CETH BCTYTIAT B CMNY NOCNE NEREZAMNYIKM MAPWRYTUZ ATOPE, NOHANYACTA HEKMKTE 308CEANA NEREZAMNYIKM.

Puc. 4-20
¢ MaponbHas ¢ppasza PSK — 3gecb MOXHO ykasaTb 3Ha4YeHue anmHon ot 8 0o 63 CMMBOSOB.

e NMepnoa o6GHOBNEHUA FPYNMOBOro Kiw4a — YKaxute nepuog oOHoBReHusl. 3HaveHue
yKasblBaeTcsl B CekyHAax U MOXeT ObiTb 30 mnm Bbiwe. YTOObI OTKNIOYMTL (PYHKUMIO
Heobxoaumo ykasaTb 3HadeHue 0.

He 3a6yp,bTe KINMUKHYTb MO KHOMKe COXpaHVITb, YyTOOBI COXpaHUTb caellaHHble B OKHE N3MEHEHUA.
4.6.3 dunbTpaumnsa no MAC-agpecam

BoibpaB “becnpoBogHas nepepava AaHHbIx — ®dunbrpauma no MAC-agpecam” Bbl MOXeETe
KOHTpONMpoBaTb 6eCNpOBOAHON OOCTYN HAacTPomB oyHKUMIO unstpauun no MAC-agpecam, kak
3TO NpeacTtasneHo Ha Puc. 4-21.

dunbTpaunA MAC-anpecos B GecnpoBoaHO ceTH: BrnwyeHa CTKNHYHTE

MNpaBuna ¢punbTpaunmn
(&) PazpellvTe CTAHUMAM, HE YKA3EHHEIM HY B OOHOA W3 AKTUEHMROBAHHBI ZANHCER B CIMCKE OCTYNE.

() FaNpETHTE CTAHLMAM, HE YKEZAHHEIM HH B OOHOR W3 AKTMEMPOBSHHEN 3aNUcel B CIMCKE ROCTyNE.

1] MAC-appec Cratyc OnHcaHue HameHnTb

Oobasuts Hoeylo... | [ Brnowmb Bee | [ Omkniouts Bee | [ vaanwTs Bee |

Puc. 4-21 dunstpaums no MAC-agpecam
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YTto6bl akTMBUpPOBaTh PYHKLMNIO HEOOX0AMMO BbiOpaTh BKknounTb. Mo yMonyaHuio ycTaHOBMNEHO
3HayeHne OTKNro4YeHo.

> MAC-agpec — MAC-agpec 6ecnpoBOgHON CTaHLMW.
> CocTosiHue — CocTtosiHue 3anucu — BknroyeHo nnn OTKNO4YeHo.
> OnucaHue — OnncaHne 6ecnpoBOQHON CTaHLMMW.

UTtobbl co3aaTh HOBYIO 3amnncb KNUKHWUTE Mo kHomnke Co3aathb... . OTkpoeTca okHo Co3paTb unu
M3MeHUTb 3anucb dunsTpauum no MAC-apgpecy (cm. Puc. 4-22):

MAC-anpec:
OnHcaHne:

Craryc: Brnwuera v

[ Coxpanurs | [ Hazaa |

Puc. 4-22 OkHo Co3gaTb nnm nameHuTb 3anuck unsrpaumm no MAC-agpecy
Y100bI CO3A4aTbL UNK U3MEHUTbL 3aNMCb HEOGXO0AMMO caenaTtb cnegytoulee:

1. B none MAC-agpec ykaxuTe COOTBETCTBYKLlee 3HadyeHMe B  dopmaTe
XX-XX-XX-XX-XX-XX (roe, X — aT0 gecarepuyHoe ymcno). Hanpumep, 00-0A-EB-B0-00-0B.

2. B none OnucaHme ykaxuTe KpaTkoe onucaHue OecnpoBogHOM cTaHumn. Hanpumep,
BecnpoBogHas ctaHuus A.

3. B none CoctodHne w3 BbiNagarowero cnucka BblbepuTe 3HadveHne BknroyeHo wnu
Bbiknro4veHo.

4. Ytob6bl COXpPaHNTbL BBEAEHHYIO 3annCb BOCMONb3yNTECh KHOMKON COXpaHUTb.

YT06bl MU3MEHUTb UK YAANUTbL CYLLECTBYHOLLYIO 3aNuUChb:

1. Bbibepute 3anMcb W KNWKHUTE NO KHOMKe WM3MeHuTb. YTOOLI yaanuTb 3anucb
BOCMNOSIb3YNTECh KHOMKOM YaanuTb.

2. BHecute HeobxooMMble N3MEHEHMS.
3.  KnukHute no kHonke CoXpaHUTb.

KnunkHyB no kHonke BKNOYMTbL BCe, Bbl CAENAeTe BCE 3anMcy akTUBHbLIMUA.
KnukHyB no kHomnke BbIKMOYNTL BCe, Bbl CAeMNaeTe BCE 3annc HEakTUBHBIMMU.
KnnkHyB no kHonke YaanuTtb Bce, Bbl yaanute BCe 3arnucu.

KnukHyB no kHonke [lanee Bbl nepengeTe B criegytoLlee OKHO.

KnukHyB no kHonke Hasaa Bbl BepHeTeCh B NpeablayLiee OKHO.

Hanpumep: Bbl x0TUTe npenocTaBuTb OOCTYN K MapLIpyTM3aTopy TONbKO Ans 6ecnpoBOLHOM
ctaHuum A ¢ MAC-agpecom 00-0A-EB-B0-00-0B n 6ecnposogHon ctaHuum B ¢ MAC-agpecom
00-0A-EB-00-07-5F. [Ons storo B okHe Punbrpauma no MAC-agpecam HeoGxoauMmo caenatb
cnepaytoulee:

1. KnukHuTe no kHonke BKNOUYNTL, YTOObI aKTUBUPOBATbL (PYHKLMIO.

2. Bblbepute none “OTkasaTb B AOCTyMNe CTaHUUSAM, HE YKasdaHHbIM B ChMcke AocTyna’ ans
MpaBun counbTpauum.

3. Yganute nnu oTKNuYMTE BCE 3anmcu (eCJ'II/I TaKoBble I/IMelOTCﬂ).
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4. KnukHute no kHonke Co3parsb... .

1) B none MAC-agpec ykaxuTe 3Ha4yeHne 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.
2) B none Onucaxue BeeantebecnposoaHas ctaHumnsa A/B.

3) B none CocTosiHne u3 BbinagatoLwero cnucka sbibepnrte 3HadeHne Bkn.
4) KnukHute no kHomnke CoxpaHUTb.
5) KnukHute no kHonke Ha3sap,
MpaBuna unbTpaunmn SOMKHbI BbIFMSAETb cnegyowmm obpasom:
Mpaewna puneTpayMmu

() PAzpEWMTE CTAHUMAM, HE YEEEAHHBIM HH B OGHOR W3 3KTMEWROEAHHEI 2ANWCER B CIMCKE A0CTYNAE.

@' 3ANPETHTE CTAHLUMAM, HE YE333HHEIM HH B OOHOR M3 3KTMEMPOEAHHEIK 3aNMCER B CIMCKE AOCTYNA.

D MAC-appec Crartyc OnucaHwe HzmMeHWTL
| 00-0A-EB-BD-DD-0B BKNWOYNTE GecnpoEosHON CTAHUMK A HauennTe Yaanun
2 00-DA-EB-00-07-5F BKNIOYNTE GecnpoeogHO i cTaHLY MK B HaueHnTs Yaanums

4.6.4 [lononH1TenbHbie HACTPOMUKN

BbibpaB “becnpoBogHas nepefava AaHHbIX — [ononHuTenbHble HACTPOWUKN® Bbl MOXETE
HaCTPOUTb AOMNOMHUTENbHbBIE HACTPOMKN BECNPOBOAHON CETMU.

MowWHOCTE NepenariKa: Bricokan »
HHTepBan Manka: 100 (40-1000)
Mopor RTS: 2346 (1-2348)
Mopor @parMeHTaum: 2346 (256-2346)
WHrepsan DTIMN: 1 (1-254)

AKTHEMPOEATE WM
AKTHEMROEATE Short Gl (KOpOTEMA 3AWMTHEIA HHTERERN)

[] AxTvenpoeaTE AP ISolation (Mz0nALKMA TOYKK JOCTYNE)

COXpaH|TE

Puc. 4-23 OkHo [lononHuTenbHble HACTPOWKN

> MowHocTb curHana — 30ecb MOXHO Bbl6paTb MOLLUHOCTb nepegaBaemMoro curHamna.
Nmetowmecs 3HadeHna — Bobicokas, Cpe,EI,HFIFI unn Huskas. lNo YMOJT4aHUKO yCTaHOBJ1€HO
3Ha4veHne Bobicokas. PeKomeH,u,yeTcsq ncnosib3oBatb MUMEHHO 3TO 3Ha4YeHune.

> WHTepBan Beacon-nakeToB — 34ecb MOXHO yKkasaTb 3HadeHue B npegenax ot 20 go
1000 mcek. JaHHas gyHKUMs oTnpaBnseT Beacon-nakeTbl Ans CUHXPOHU3aUMM paboThbl
B6ecnposogHon ceTu. [aHHOe 3HadeHue onpegensieT WHTepBan Mexay OTnpaBKon
Beacon-naketoB. 3HadeHne no ymondaruio 100.

» MNMopor RTS — 3peck ykasbiBaeTcs 3HadeHue nopora RTS (Request to Send). Ecnu
BENMYMHA NakeTa MpeBblllaeT YCTAHOBMEHHOe 3HayeHue nopora RTS, mappyTtusatop
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Npoun3BoAWT OTNpaBky kagpoB RTS k NnpuHMMalOLEen CTaHUUKU U COrfacoBbiBaeT OTNpaBKy
MHOPMaLMOHHOIO Kagpa. 3HavyeHne no ymonyaxuio 2346.

> [Mopor cdparmeHTaumm — [JaHHoe 3HayeHune onpepenseT dparmMeHTaumio naketos. Ecnu
OHO YCTaHOBMEHO CIIMLIKOM HU3KMM, 3TO MOXEeT NPUMBECTU K HeyOoBNeTBOPUTENbHON
NPON3BOANTENBHOCTM CETU M3-3a Hannums Gonblioro yucna naketoB. Mo ymonuyaHuio
ucnosnb3yeTcs 3HavyeHue 2346. PekomeHayeTca NCnonb3oBaTb MMEHHO 3TO 3HAYEHUe.

> WHtepBan DTIM — 370 3HayeHue onpenenart nHtepBan ansa coobweHus DTIM (Delivery
Traffic Indication Message). lNMone DTIM gaBnsetca none otcyeTa, MHGOOPMUPYIOLWNM
KNMEHTOB  CredyloLwero OkHa Ans  NPOCNyLUMBAHWUS  LUMPOKOBELLATENbHbLIX UMK
MHOroagpecHoix  coobuleHun. Korga  maplipytusatop  coxpaHseT B Oydep
LUMPOKOBELLaTeNbHbIE UMW MHOroaApecHble COOBLLEHMS AN acCOLUNPOBAHHBIX KITMEHTOB,
OoH otnpaenseT cnegyouwee DTIM co 3HayeHnem mHtepsana DTIM. Bbel moxeTe ykasatb
3HayeHne B npegenax oT 1 go 255 wHTepBanoB Beacon-naketoB. Mo ymonyaHuio
ncnonb3yeTcs 3HadeHne 1, 4yTo o3HavaeT, Yyto DTIM-uHTEepBan paBeH ogHOMY MHTepBany
oTnpaBku Beacon-nakeTos.

>  Bknrounte WMM — OyHkuna WMM obecneumBaeT nepBoovepeaHyto nepegady naketos C
BbICOKOMPUOPUTETHBIMM COOOLLEHMAMN. HacToaTeNbHO pekoMeHAyeTCs UCNoNb30BaTh ATy

PYHKUMIO.

> Bknrountb Short Gl — PekomeHayeTca ucnonb3oBaTtb 3Ty (PYHKLUMIO, YTOObI YBENUYUTD
€MKOCTb [aHHbIX NOCPEeACTBOM YMEHbLUEHMS 3alimTHOro nHTepeana (Guard Interval, Gl).

> Bknrountb usonAuuMio TOoukM goctyna — [laHHas YHKUMS MO3BOMSEeT U30nMpoBaThb
GecnpoBogHble CTaHUMK ceTu Apyr oT gpyra. B atom cnyyae 6ecnpoBogHble yCTponcTBa
OyoyT B3anMoOAeNCcTBOBaTb C MapLUPYTM3aTOPOM M HE CMOTYT B3anMOAENCTBOBaTb OPYr C
apyrom. YTobbl akTmBMpoBaTb (PYHKLUMIO BbIOEpPUTE COOTBETCTBYHOLLYIO yHKUMIO. 1o
YMOMYaHUo AaHHas PyHKUMS OTKIOYeHa.

& lMpumevaHue:

Ecnu BbI HegocTtaTtoyHO XOopoLwlo 3HaeTe HaCTpOVIKM OJaHHOINo OKHa, HaCToATes1IbHO
pekomMeHayem He WU3MEeHATb YCTaHOBJI€HHble NO YMOJI4aHUKO 3HaA4YeHUA. B NPOTUBHOM
crny4vyae BO3MOXHO yXxyAlleHne npon3BognTernibHOCTH 6eCI'IpOBO,EI,HOIZ ceTn.

4.6.5CtaTnctnka 6ecnpoBogHOM nepeaaym AaHHbIX

BoibpaB “BecnpoBoaHasi nepepayva paHHbix — Crtatuctuka OGecnpoBogHOM MNepedayvun
AaHHbIX” Bbl MOXETe MpocMOoTpeTb WHpopmauno no MAC-agpecy, TeKylemy COCTOSHWUIO,
Nnony4YeHHbIM 1 OTMPaBEHHbIM NakeTam AN KaXAoW NOAKMYeHHOM 6ecnpoBOAHOM CTaHUUN.

UHC Ao NoOKNKYeHHBIX B HACTOAWE e BpeMA GecnpoBoOHbIX CTAHLMIA 0 CIAHOEMTE

Puc. 4-24 Ctatuctuka 6ecnpoBOAHOM nepeaayn AaHHbIX

> MAC-agpec — MAC-agpec nogkntodeHHo 6ecnpoBoaHONM cTaHUMK
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> Tekyulee cocTosHUE — 34eCb OTOOpaXkaeTcs TeKyllee CoCTossHME BEeCnNpPOBOAHOM CTaHLUUN -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 | WPA2-PSK / AP-UP /| AP-DOWN /
OTKnoYeHo

> nony'-leHHble nakeTbl — [1akeTbl, nony4yeHHbIe cTaHuuen

> OTﬂpaBﬂeHHble nakeTtbl — [lakeThl, oTnpaBJieHHble cTaHuuen

Bbl He MOXeTe BHOCUTb WM3MEHEHWs B [aHHble, NPEeACTaBIEHHble B AAHHOM OKHe. YTOObI
OOHOBUTb MHGOPMAaLMIO B OKHE KIMKHUTE No KHonke OGHOBUTD.

Ecnn  konuyecTBO MNOAOKMIOYEHHBLIX CTaHUMA  3aHMmaeT Oonblle OAHOW  CTpaHuUbl,
BOCMONb3ynTeCcb KHoMkon [anee, 4TOObI MEPENTU Ha CreayloLwy CTpaHuLy WK KHOMKOW
Haszag, 4To6Obl BEpHYTLCA Ha NpeabiayLLyto CTpaHuuy.

&= lMpumeyaHume:

MHCbOpMaLI,I/IFI B OKHE OOHOBNSETCA aBTOMATUYECKUN Kaxable 5 CeKyHa.

4.7 DHCP

- Hactpowkm DHCP

- Cnucok knuedtoB DHCP
- PeaepBMpoBaHMe agpecon

Puc. 4-25 Menio DHCP

B meHo DHCP cogepxatca Tpu nogmeHto (cm. Puc. 4-25) — Hactponkn DHCP, Cnucok
knueHtoB DHCP »n PesepBupoBaHue agpecoB. Bbibepute 0OAHO U3 HUX ANS HACTPOMKU
COOTBETCTBYIOLLEN PYHKLNN.

4.7.1 Hactpouku DHCP

Boibpae “DHCP — Hactpowku DHCP” Bbl MoOXeTe HacTpouTb napameTpbl paboTbl

DHCP-cepBepa (cm. Puc. 4-26). No ymonyaHunio mapLipyTm3aTop paboTaeT B pexnme cepBepa
DHCP (Dynamic Host Configuration Protocol), 4to ob6ecne4mBaeT ncnonb3oBaHne KoHuUrypawmm
TCP/IP onsa Bcex KOMNbTEPOB NOKanbHOW CETU, MOAKIIOYEHHBIX K MapLUpyT13aTopy.
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DHCP-cepeep: (3 OTEN. (%) Ben,
Hau. IP-anpec: 192.168.1.100
KoHeu. IP-anpec: 192.168.1.199
Cpok NeACTBHA aapeca: 120 MMHYTEL (1~2830 MUHYT, 2ZHaUEHWE MO yMondaHuD 120)
LUn3 No yuMon4aHuK: 192.1658.1.1 (HeofAz.)
JomeH No yHom4aHiHy: (HeofAz)
OcHoBHOH DNS: 0000 (HeofAAz.)
BcnomorarenbHbIi DNS: 0.00.0 (HeofAz.)
| Coxpanuts |

Pwuc. 4-26 Hactponkn DHCP

> DHCP-cepBep — Bknwouutb vnu Bbikntounte DHCP-cepBep. Ecnu Bbl oTkniovaete
cepBep, B Ballen ceTu AormkeH 6biTb apyron DHCP-cepBep nnu B npoTMBHOM Cry4vae Bbl
OOMXHbI ByeTe NPon3BeCTN HACTPONKY KOMMbIOTEPA BPYUHYIHO.

> HavanbHbI IP-agpec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepsep 6yaet npuceamBaTtb
IP-agpeca. Mo ymonyaHuto ncnonbayetcd 3HadeHve 192.168.1.100.

> KoHeuyHbn IP-agpec - YKkaxute koHeudHbil IP-agpec pguanasoHa, MCMNONb3yemMoro
DHCP-cepeepom npu npucsoeHun IP-agpecoB. 1o ymonuyaHuioo MCNonb3yeTcs 3HadeHue
192.168.1.199.

> Cpok genctBus agpeca — [JaHHOe 3Ha4yeHue onpeaenser Nepuod BPEMEHU, B TeY4EHUU
KOTOporo nonb3oBaTento OydeT nNpeaocTaBreHO MOAKIIYEHWE K MapLipyTusatopy Mo
TekylemMy auHammnyeckomy IP-agpecy. Cpok AecTBUSA agpeca ykasbiBaeTcs B MMHyTax. 1o
NCTEYEHMIO OaHHOro nepuoga nonb3oBaTeNntd aBTOMaTU4ecku OydeT MNPUCBOEH HOBbIN
OnHammyeckun IP-agpec. 3HayeHne MoXeT ObiTb B AnanasoHe 1 ~ 2880 MuHyT. 3HaveHne
no ymonyaHuto coctasngaet 120 MUHyT.

> LWnw3 no ymonuaHuw - (HeobssatenbHoe none) 3pech ykasbiBaeTca |P-agpec
LAN-nopTa mapupyTtusatopa. 3HadeHue no ymondaruio 192.168.1.1.

> [omeH no ymon4yaHuto — (Heo6a3atensHoe none). B aToM none MoOXHO yka3aTb JOMEHHOe
UM$ BaLLEn ceTu.

» OcHoBHoM DNS - (HeobGsizatenbHoe none). 3aeck MOXHO ykasaTk |IP-agpec DNS-cepBepa,
nonyyeHHbl OT VIHTepHeT-NpoBanaepa. .

»> BcnomoratenbHbin DNS - (HeobsasatenbHoe none). 3gecb MOXHO ykasaTb IP-agpec
apyroro DNS-cepsepa.
&= lMpumeyaHume:

YTtobbl ucnonb3oBaTh yHkumio DHCP-cepBepa B MaplupyTu3atope Yy BCEX KOMMbHOTEPOB
rniokanbHOW ceTun AOMKHO ObITh BbiGpaHo 3HaveHue "MNony4yats IP-agpec aBTomaTnyeckn".
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4.7.2 Cnucok DHCP-knueHTOB

Boibpas DHCP — Cnucok DHCP-knueHTOB Bbl MOXETe npocMartpuBatb UHGOpMauMio no
BCEM KNuneHTam MapLupytusartopa (cm. Puc. 4-27).

Cnuncok knneHToe DHCP

I HMuA KknHeHTa MAC-anpec HazHau. IP CpokK

1 tplink-d19c5dd6 00-159-66-5E-EC-11 1821681102 01:33:58

OAHOEWTE

Puc. 4-27 Cnucok DHCP-knneHTOB
> Wwmsa knuneHta — Nma DHCP-knneHTa
> MAC-agpec — MAC-agpec DHCP-knueHTa
> HasHauyeHHbIn IP — |IP-agpec, Ha3HayeHHbIN MapLipyTnzatopom DHCP-knneHTy

> Cpok genctBua — Bpema gencteua guHamumyeckoro |IP-agpeca DHCP-knnenTa. Mocne
NUCTEYEHNs] CpoKa [OEeWCTBMS MNONb30OBaTEN0 aBTOMATMYECKM MPUCBaAMBaAETCs HOBbLIN
AOvHamundeckun IP-agpec.

Bbl He MOXeTe BHOCUTb M3MEHEHUS B MHGOPMALMIO, coaepXallyocs B AaHHON OKHe. YTOObI
00OHOBUTbL MHGOPMAaLMIO BOCMNOSb3yNTECh KHOMKOM OOHOBUTD.

4.7.3 Pe3epBupoBaHue aapecoB

Boibpae DHCP — PesepBupoBaHue agpecoB Bbl MOXeTe npocmatpuBatb M Oo06aBnsTb
3ape3epBMpOBaHHbIE agpeca KIMEeHTOB yepes3 creaywouwee okHo (cm. Puc. 4-28). Korga Bbl
yKa3blBaeT 3ape3epBupoBaHHbIN IP-agpec ons KomnbloTepa foKanbHOW CETW, 3TOT KOMMbTEp
Oynet Bcerga nony4vaTtb OouH U TOT Xe IP-agpec kaxapii pas npu obpaweHnn DHCP-cepsepy.
3apesepBnpoBaHHbIN IP-agpec HyXHO Ha3HavaTb cepBepam, TPeOYOLLNM NOCTOSIHHBIX HACTPOEK
IP-napameTpos.

PesepeMpoBaHWe agpecoB

I MAC-appec JapeszepeupoBaHubiil IP-appec CocTroAHHe HaumeHuTs
1 00-0A-EB-00-23-11 192.168.1.100 Brmo4. W3neHnTL Yoanuibs
[ DofaeuteHoeyto.. | [ Brmodute Bee | [ OTkmiodute Bee | [ YaanuTe Bee

Puc. 4-28 OkHo PesepBupoBaHne agpecos

> MAC-agpec — MAC-agpec nepcoHanbHOro KomnbiTepa, Ans KOTOPOro Bbl XOTUTE
3apesepsupoBaTtb IP-agpec.
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> 3ape3epBupoBaHHbIM IP-agpec — [P-agpec KomnbioTepa, 3ape3epBUPOBAHHLIN Ha
MapLupyTu3artope.

> CocTtosiHue — Moxet 6biTb BknroyeHo nnu BbiknoyeHo.

Y106bI 3ape3epBupoBaTth IP-agpec:
1.  KnukHuTe no kHonke CosaaTthb... . [JJOMKHO NOSIBUTLCH OKHO, Kak Noka3aHo Ha Puc. 4-29.

2. Yrkaxute MAC-agpec (B popmate XX-XX-XX-XX-XX-XX) n IP-agpec (Mcnonb3ys TOYKM B
KadyecTBe pasgenuTens) KoMnbloTepa, AN KOTOPOro Bbl XOTUTE 3apesepBupoBarts IP-agpec.

3.  KnukHute no kHonke COXpaHUTb.

Oo6aB1Tb MNX UIMEHWUTL 3aNUCL pe3epBUPOBaHUA agpeca

MAC-anpec: ‘ |

JapesepBHPOBRAHHLIA IP-anpec: ‘ |

CocToAHHe: Bkn.d w

| Coxpanute | [ Hasag |

Puc. 4-29 OkHo Co3gaTb Ui N3MeHUTb 3an1cb Pe3epBUPOBAHUS aapeCcoB

YT06bI M3MEHUTb UMK YAANUTL CYLLECTBYHOLLYIO 3aNuUChb:

1. Bblbepute 3anncb U KNMKHUTE NO KHoMke M3MeHUTb. Ecnv Bbl XOTWUTE yganuTb 3anuce,
BOCNOSIb3YNTECh KHOMKOM YAanuTb,

2. BHecuTe HeobXoaNMbIE U3BMEHEHUS.

YT100bI aKTUBMPOBATbL/OeaKTMBMPOBaTb BCe 3anucu BOCMONb3yNTECH KHOMKOM
Bknount/OTKNIOUYNTL BCe.

YTto0bl yoanuTb BCe 3anncu BOCMNONb3ynTeCh KHONKOM YaanuTtb Bce.
YUToObl NeperTn B crnegyoliee OKHO BOCMOfb3ynTech kHonkon [anee. YToObl BepHyTbCS B
npebiayLiee okHO BOCMOMb3ynWTeCh KHoMkon Hasaa,.

4.8 MNepeapgpecauumna

lMNMepeanpecaumn

- BupTyansHkie cepeepa

- MepeknwoyeHWe NOpToOR
- Jona DMZ
- UPnP

Puc. 4-30 MeHto NMepeagpecaums

B meHio lNMepeagpecauus cogepxatca 4veTblpe noameHwo (cm. Puc. 4-30) — BuptyanbHble
cepBepa, 3anyck noptoB, DNZ n UPnP. [Ina HacTponku Hy>xHOW (OyHKLMM BbIOEPUTE OOHO U3
HUX.

4.8.1 BupTtyanbHble cepBepa
Beibpae ‘lMepeagpecauus — BupTyanbHble cepBepa’ Bbl MOXeTe npocmatpuBatbh WU

[ob6aBnATb BUPTyanbHble cepBepa, kak nokasaHo Ha Puc. 4-31. BupTyanbHble cepBuCbl MOTYT

46



TL-WR741N/TL-WR741ND [=TYely] oYe]=TeTs oY MU VE:ToITT] o} Vay 7 EcT:§ oY o 3 M (=Y I I10] ' (G778 v o3

ObITb UCNONb30BaHbI AN HACTPOWMKM OBLLIMX CEPBUCOB Ballel NokanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpeaensdeTca Kak CepBUCHbIA MOPT, U BCe 3anpochbl U3
MHTepHeT k aTOMy cepBuUcy ByayT nepeHanpaBneHbl Ha KOMMNbOTep, 0603HayYeHHbIN IP-agpecom
cepBepa. KomnbioTep, WCNONbL3YOWNA BUPTYyarnbHbLIA  cepBep, [AOIPKeH pacnonaratb
cTatudeckum unu dukcmpoBaHHbeiM IP-agpecom, T.k. IP-agpec moxeT MeHATbCs B npoLlecce
paboTbl oyHkumm DHCP.

ID CepBHcHBIA MopT IP-Anpec Mportoxon Cramyc HimeHHTL
1T M 182 168.1.101 BCE BrnwueHa MEMEHUTE YNanuTE
| [OofaeuTs Hoeyio . | | BkmiouuTe Bee | | OTknwsuTs Bee | | YaanuTs Boe

Puc. 4-31 OkHo BupTyanbHble cepBepa

» CepBUCHbIN NopT — Konnyecteo BHELUHWX MOPTOB. Bbl MOXeTe ykaszaTb CEPBUCHbLIA NOPT
unn amanasoH cepsBUcHbIX NopTtoB (B dopmarte XXX — YYY, rae XXX — 3T0 HayanbHbIN
Homep, a YYY — KOHeYHbIN HoMep).

> IP-agpec — IP-agpec komnbloTepa, KOTopbIn 0becneynBaeT CEPBUCHOE NPUITOXKEHME.

» MpoTokon — NpoTokon, ncnomnb3yembln AaHHbIM npunoxeHnem - TCP, UDP nnu Bce (Bce
NPOTOKONbI, NOAAEPKNBAEMbBIE MAPLLPYTU3ATOPOM).

> CocTtosiHne — CocTosiHMe 3anucu — BknroyeHo nnu BebiknoyeHo.

YT106bI YCTAaHOBUTHL 3aNUCb ANsA BUPTyanbHOro cepBepa:

1. KnukHute no kHorke CospaTb... . [IOMMKHO OTKPbLITLCA OKHO, Kak npeacraBneHo Ha Puc.
4-32.

2. B cnucke MopT obwero cepBuca BbibepuTe cepBUCHLIA MOPT, KOTOPbIA Bbl XOTUTE
ncnonb3oBaTtb. Ecnu B 3TOM crucke OTCYTCTBYeT HeoGXOOMMOE HavMMeHOBaHWue, yKaxuTe
HOMEpP CEPBMCHOro NopTa Unu AnanasoH NopToB B nore CepBUCHLIN MOPT.

B none IP-agpec ykaxute IP-agpec komnbloTepa.
Ykaxute npoToKon, ncnone3yemMblit npunoxexHmemM. BapmaHtel: TCP, UDP unu Bcee.
Bbibepute BknrounTb, 4TOObI aKTUBMPOBATL BUPTYanbHbIA CepBep.

o o A~ w

KnnkHUTE No KHOMKe COXpaHMTb.
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CepBHCHLIA MopT: | CROA=R0 MK W)
IP-anpec:
MNpotokon: ECE w
Cratyc: Brniyen v
Odwmit CepBucHbI Mopr: --BribepuTe-- d
| CoxpanuTe | | Hasag |

Puc. 4-32 Co3gatb vnun U3aMeHUTb 3anucb Ansi BUPTyarnbHOro cepesepa

& lMpumevaHue:

Ecnn y Bawero komnbiloTepa WM cepBepa umeeTcs Oonee ogHOro AOCTYMHOTO CepBuCca,
BblOepuTE Opyrov cepBuUc n BBeamTe TOT Xe IP-agpec ons koMmnbloTepa unv cepeepa.

Y106bl U3MEHUTb UMK YAANUTbL CYLLECTBYHOLLYIO 3aMNUCh:

1. Bbibepute 3anncb M KNUKHUTE MO KHOMKe M3MeHuTb. Ecnun Bbl XOTUTe yaanutb 3anuchb,
BOCMOSb3YMNTECH KHOMKOWN YAANUTb.

2. BHecute HeobxoguMble N3MEHEHUS.
3.  KnukHuTE No KHOMKE COXpaHUTb.

YTo0Obl BKNIOYMTL/OTKIIOYMTL BCE 3aMMCK BOCMNOMb3YNTECH KHOMKOM BKkNounTb/OTKNIOUYNTL BCE.
YTtoObl yaanutb BCE 3anncu BOCMoNb3yWTECh KHOMKON YAaanuTb Bce.

Utobbl nepenitv B criegyoliee OKHO KnMkHUTe no kHonke [anee. YTobbl BepHyTbCcs B
npegplayLiee oKHO KNMKHUTE no kHonke Hasag.

& lMpumevaHue:

Ecnn B kayecTBe CepBUCHOro MopTa BUPTyanbHOro cepBepa yka3aHo 3HadeHue 80, B OkHe
Be3sonacHocTb — YpaneHHoe ynpaBneHue JomkHO BbITh YkaszaHo nioboe 3HaveHue kpome 80,
Hanpumvep 8080. B npoTMBHOM cryvyae npu OTKMOYEHMM BUPTYarbHOMO CepBepa MOXeT
BO3HVKHYTb KOH(IUKT.

4.8.23anyck nopToB

Buibpae “lMepeagpecauuss — 3anyck MNOPTOB” Bbl MOXETE MNpOCMaTpuMBaTb M BHOCUTb
nameHeHnss B okHe 3anyck nopTtoB (Puc. 4-33). HekoTopble nNpunoxeHus, Kak Hanpumep
MHTepHeT wurpbl, BUAOEOKOHdepeHunn, WHTepHeT-TenedoHna un T.4., TpebyT Hanuums
napannenbHbIX nogkmnoyeHun. Takne MpunoXxeHWs He MoryT paboTaTb TONbKO C OAHUM
mappyTtnzatopom NAT. PyHKUMSA 3anycka MOPTOB MCMOSMb3YETCs, YTOObI HEKOTOpbLIE M3 3TMX
NPUNOXEHUA Mornu paboTtatb ¢ MapLipyTudatopom NAT.
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ID Nepeknoyaeqsiil nopt MepekmoYyaelsii NPoTokon BXonAwmia nopt BxXonAwpii npotoken Cratye H3HeHHTL

1 554 BCE 8970-8989 BCE BenwueHn MameHWTE ¥

| OoBaewtb Hoeyta.. | [ Brkniowwte Bce | [ OTknwoumte Bee | | ¥aanwts Boe |

Puc. 4-33 3anyck noptoB
lMocne HacTpowkn MapLupyTu3atop 6yaet pabotaTtb cnefyrowmm obpasom:

1. JlokanbHbIA y3en OCyLLeCTBNSET UCXOAsILLEE MOAKIMIOYEHME, MCNOMNb3YS MOPT Ha3Ha4YeHus,
Yen Homep ykasaH B nore [NopT 3anycka.

2. MapuwpyTnsatop genaet 3anucb 06 3TOM MOAKMIOYEHUN, OTKPbIBAET BXOOAMA MOPT WM
nopTbl, CBA3aHHbIE C 3TOW 3anucbid B Tabnuue 3anyck nopToB, M CBA3bIBAET UX C
noKarnbHbIM Y3F0M.

3. Tpw HeobxoaMMOCTN BHELLHWIA y3en MOXET NOAKITHYATLCS K JTOKanbHOMY Y3rly Yyepes nopr,
ykasaHHble B none Bxopswme nopTbl.

> [Topt 3anycka — [lopT 3anycka ana mcxopsawero Tpadwuka. Vcxogswlee noaknoyeHue
Yepes JaHHbIN NOPT NPOU3BOANT aKkTMBaLMIO AaHHOMO Npasuna.

» [poTokon 3anycka — NpoTokon, ncnons3dyemsiv Noptamu 3anycka. BapuaHtsl - TCP, UDP
unu Bce (Bce npoTokonbl, NnogaepXvBaemble MapLLPyTU3aTOPOM).

> [OnanasoH BxoaAwmx noptoB — [1opT vnv AvanasoH NOPTOB, UCMOMb3yeMblX yaaneHHon
CUCTEMOWN Npu OoTBeTe Ha ucxoaswun 3anpoc. OTBETHOEe coobLeHNe Yepe3 OauH U3 ITUX
noptoB OydeT nepeHanpaBneHO Ha KOMMbIOTEP, KOTOPbIA 3anyCcTUT 3TO Npaswno. Bbl
MOXeTe yka3aTb He 6ornee 5 rpynn nopToB (cekumn noptoB). Kaxagas rpynna gormkHa ObITb
oTaeneHa 3Hakom ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

> Bxopgswmn npotokon - [IpoTokon, wucnonb3yembld [nanasoHOM BXOOSALWMX MNOPTOB.
BapuaHTel — TCP, UDP nnn Bce (BCe NpOTOKOMbI, NOAAEPKMBAEMbIE MapPLUPYTU3ATOPOM).

Y106bI CO3A4aTh HOBOE NpPaBUIIO HEOGXO0AUMO:
1. KnukHuTe no kHonke CoxpaHuTb... [10/MKHO NOSABMTLCA OKHO, Kak nokaszaHo Ha Puc. 4-34.

2. Bblbepute obLuee npunoxeHne M3 cnucka B none O6wwme npunoxeHus. lNocne aToro nons
MopTt 3anycka 1 Bxopgswwume noptbl OyoyT aBTOMaTMyecku 3anonHeHbl. Ecnu B none
OO6LwWme NpUnoXeHUs OTCYTCTBYET HYXHOE HavMMeHOBaHue, CrnefyeT BPYYHYH 3amnorHUThb
nons MopT 3anycka n Bxogswwe nopThbl.

3. W3 Bbinagatowero cnucka B none MpoTtokon 3anycka BbiGepuTe NPOTOKOS, UCNOMNb3YEMbI
MopTtom 3anycka. BapnaHtel: TCP, UDP unu Bce.

4. BbIbepuTe NpOTOKOM, UCMONb3yeMbIN ANsa Bxogdwmx nopToB U3 BbIMALAloLLEro Crnvcka B
none Bxogsawmi npotokon. BapuaHTel: TCP, UDP nnu Bce.

5. B none CoctosiHue ycTaHOBMTE 3Ha4yeHne BKnounTb.
6. YTOObI COXpaHMTbL HOBOE NPAaBUIIO KINMKHUTE MO kKHonke CoxpaHUTb.
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Janyckae sl NopT: |
JanycKkae bIi NPOTOKO BCE w

Bxo0AWHE NOPTLE

B o0 AWMl NpoToKo N BCE
Cramyc: Brnrouen +
Cidwpe MNpHNoKeHHA: --Bribepure-- w
| Coxpanute | [ Haszaa |

Puc. 4-34 OkHo Co3gaTb MM U3MEHUTb 3anuchb 3arnycka nopra

YT100bl MI3MEHUTb UK YAANUTb CYLUECTBYIOLWYIO 3aNUCb:

1. Bblbepute 3anncb M KNUKHUTE NO KHOMKe WM3ameHuTb. Ecnu Bbl XOTUTE yganuTb 3anucb
BOCMOMb3yNTECh KHOMKOM YAanuTb.

2. BHecuTe HeobxoanMbIE N3MEHEHMS.

3.  KnukHute no kHonke CoxpaHuTb.

YT106bI aKTMBMPOBAaTL BCE 3aMMCK BOCNOMb3yNTECh KHONKON Bkniountb BCe
YUToObl OTKNIOYMTL BCE 3anncu BOCMNONb3yNTECH KHONKOW BbIKNIOYMTL BCe.

YUTtobbl yaanutb BCe 3anncu BOCNONb3yATECH KHOMKON YAanuTb Bce.

& MpumeyaHune:

I'IpM akTunBauun NnoAaKNK4YeHNA 3anyCcka COOTBETCTBYOLWME OTKPbITbIe NOPThI 6yﬂyT 3aKpbIT.

2. [MpaBuno MOXeT ObITb UCMNOMbL30BaHO OOHOBPEMEHHO TOMbKO OAHUM Y3r10M fOKaribHOM CETU.
B OTHOLLEHUM NPOYMX Y3NOB NOKaNbHOW CETU NOAKMYeHe OyaeT 3anpeLLeHo.

3. 3HauyeHus BxoAsLero gmanasoHa NOpTOB He AOMMKHbI MepecekaTbCs ApYr C APYroM.

4.8.3 DMZ

Boibpae ‘Mepeagpecauma — DMZ* Bbl MOxeTe npocmaTpuBaTb U HacTpavBaTb NapameTpbl
y3na DMZ (cm. Puc. 4-35). 3Ta dyHKLMSA NO3BOMSET NIoOKanbHOMYy y3ny obpaliarbes K VIHTepHeT
Ansa paboTbl C TakKMMW MPUIOXEHUSIM Kak VIHTepHEeT mrpbl nnn BuaeokoHdepeHumun. OyHKumA
Y3en DMZ npousBoguT nepeagpecaumio BCeX NOPTOB OOHOBPEMEHHO. Y KOMMNbKTEpa, NopTbl
KOTOpPOro nepeagpecyloTcs, OoMmkHa ObiTb oTKNtoveHa yHkuma DHCP-knveHT, a Takke emy
[OMmKeH OblTb HasHadeH HoBbIM cTaTudeckun IP-agpec, T.K. IP-agpec MoXeT uameHaTbCca npu
NCMOSIb30BaHUN 3TON (PYHKLNN.
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Terymee COCTOAHHE: (% Bkn. () Brikn.
IP-anpec DMZysna:  [192.168.1.100 |
| CoxpaHuTe |
Puc. 4-35 DMZ

Y100bI Ha3Ha4YNTL KOMMNbLIOTEP UMK cepBep B kayecTtBe DMZ-cepBepa:
1. Bbibepute A4eiky BKnounTb
2. B none IP-agpec yana DMZ BBeanTe COOTBETCTBYHOLLEE 3HAYEHNE

3. KnukHute no kHonke CoxpaHUTb.

& lpumeyaHume:

Mocne ycraHoBku napameTpoB y3na DMZ, cooTBeTcTBytoWMn GpaHamayap pabortaTb He ByaerT.
4.8.4 UPnP

Boibpas MNMepeappecauma — UPNP Bbl cMoXeTe npocmatpmBaTb MHADOPMALMIO MO NPOTOKOMNY
UPnP (Universal Plug and Play), kak nokasaHo Ha Pwuc. 4-36. ®yHKUMS MO3BONSAET TaKuM
YCTPOWCTBAM Kak KOMMbIOTEPLI C NOAKMYeHneM K MIHTepHET npu HeobxogmMMocTr obpallaTbes K
pecypcam nokanbHbIX Y3roB. YCTpoucTBa C nogaepxkom npotokona UPNP moryt ObiTb
aBTOMaTMyecKn obHapyxeHbl npunoxeHnem UPnP-cepBurca nokansHOM ceTu.

Cerxywpi ctatye UPNP: BxnwovueHo

TekyWMIA cNUcoK HacTpoek UPNP

10 COnucaHue NpUneKEeH’A BHewHwid nopt  TpoTokon  BHYTPEHHWIA nopt IP-appec Cramyc

CDAHOEMTE

Pwuc. 4-36 UPnP

»> Tekywee coctosiHne UPnP — BknioyeHne/BbiknioyeHne OyHKUUM Npyv MOMOLLU KHOMOK
Bknountb v BbIKnouuTs.

> Tekywmn cnucok Hactpoek UPnP — 3ta Tabnuua cogepXxuT cnegyowyo nHopmMaumio:

« OnucaHme npunoxeHna -— OnucaHue, nNOMYyYEHHOE OT NPUIIOXKEHMS, MpK
UPnP-3anpoce.

o BHewHnn nopT — BHELHNA NOPT, OTKPbIBAEMbIV MapLLPYTU3aTOPOM AN NPUIOXEHMS.
« [MpoTtokon — Tun NnpoTokona, KOTOPbIV MapLUPyTU3aTOp OTKPbIBAET 4115 NPUNOXKEHUS.
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o BHyTpeHHMM nopT — BHyTpeHHMI MNOPT, KOTOPbIM MapLipyTu3aTop OTKpbiBaeT Ans
fiokanbHOro y3na.

« IP-appec — IP-agpec yctponcTtea ¢ nogaepxkon npotokona UPnP, koTopoe B AaHHbI
MOMEHT oOpaLlaeTcsi K MmapLipyTnsaTopy.

« CoctosiHne — B 3tomM nomne oTtobpaxaeTcda WHpopmauus no COCTOSIHMIO MopTa.
3HauyeHune “Bkn.” o3HayaeT, 4YTO MOPT BCEe elle akTMBeH. B npotuBHOM criyyae nopt
HeaKTVBEH.

KnnkHuTe no kHonke OB6HOBUTL, YTOOLI 0GHOBUTL TeKyLM cnncok HacTpoek UPNP.

49 Be3onacHoOCTb

besonachocts

- bazoBan awmra
- PacupeHHbIe HACTRORKK 2aliMThI
- NokanbHOE yNpagneHue

- ¥naneHHoe ynpaBneHue

Pwuc. 4-37 MeHto BesonacHocTb

MeHio BesonacHoOCTb coaepXuT yeTblpe nogmeHio (cMm. Puc. 4-37) — Ba3oBble HaCTPOMKMU
6e3onacHocTu, [lononHUTenbHbIe HAacCTPOUKU GesonacHocTu, JlokanbHOe ynpaBreHue U
YpaneHHoe ynpaBneHue. [Ins HACTPOMKM HYXHOW (OYyHKUMM BblIOEpPUTE COOTBETCTBYIOLLMNA
pasgern.

4.9.1 BazoBble HaCTPOMKKN 6e30nacHOCTH

BoibpaB Be3zonacHocTb — bBa3oBble HAcTPOMKM 6e30MacHOCTU Bbl MOXETE HacTpPOUTb
Da3oBble HacTpoviku 6e30nacHOCTM B OKHe, NpeacTaBneHHoM Ha Puc. 4-38.
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EpaHamayap

Bpanouayap SPI: (% Bkn. (O Belkn.

VPN
TpaH3HuTHaA nepeceinka PPTE: (# Ben. (O Brikn.
TpaH3nTHaA nepeceinka L2TP: (# Ben. (O Brikn.
TpaH3HTHaA nepeceinka IPSec: (# Ben. (O Brikn.

ALG
FTP ALG: (# Ben. (O Brikn.
TFTP ALG: (# Ben. (O Brikn.
H323 ALG: (# Ben. (O Brikn.
| Coxparuts |

Puc. 4-38 BasoBble HacTponku 6e3onacHoOCTH

> bpaHamayap/CeteBon 3KpaH — bpaHamaysp obecneuvBaeT 3awmTy ceTu. 34ecb Bbl
MOXEeTe BKIMIOYUTb UITN BbIKIHOYMTD €ro.

e BpaHamayap SPI — dyHkuma SPI (Stateful Packet Inspection — dunbsTpauusa naketos Ha
OCHOBE [aHHbIX O COCTOSIHUM COeAUHEeHUs, Takke u3BecTHas kak Dynamic Packet
Filtering — [OuHamunuyeckass dwunbTpaums no nakeTam) noMoraeT npegoTBpallaTb
Knbep-aTtakm NocpefncTBOM OTCrnexuBaHus OonbLUero yucra napameTpoB 3a CECCUIO.
[aHHaa yHKUMa npousBoauT aHanu3 Tpaduka BO BpeMsi CeccuuM Ha npegmer
COOTBETCTBUS TpeboBaHMAM npoTokona. o ymonyaHuio GpangmMayap SPI BKtoYeH.
Ecnun Bbl xoTnTE, YTOOBI KOMMBIOTEPLI NOKANbLHOW CETU MOrMM B3aMMOLENCTBOBATb C
BHELUHMM MWPOM, BaM CrieQyeT OTKIMHUYNTb 3TY YHKLMIO.

»> VPN - ®yHkuma VPN Passthrough gomkHa ObiTh BKMOYEHA, €Cnv Bbl XOTUTE pa3peLunTb
co3gaHune VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP ansa npoxoxaeHus
B6paHamMayapa mapLupytusaTopa.

e PPTP Passthrough — NMpoTtokon PPTP (Point-to-Point Tunneling Protocol) no3ssonset
co3gaBatb TyHHenu B IP-cetn. Ytob6bl paspewunte PPTP-TyHHenam npoxon 4epes
MapLLpyTM3aTop He N3MeHAnTe BblIbpaHHOe No yMOonyaHuio 3HayeHe BknroveHo.

e L2TP Passthrough — [llpotokon L2TP (Layer 2 Tunneling Protocol) — ato metoga,
nucnonb3yembld And opraHm3aumm ceccum Tuna Point-to-Point yepes WHTepHeT Ha
YPOBHe BTOporo cnosi. Ytobbl paspewntb L2TP-TyHHensam npoxon 4depes
MapLUpyTM3aTop He N3MeHANTe BblOpaHHOe No yMonyaHuio 3HayeHve BknroveHo.

e [IPSec Passthrough — [lpotokon IPSec (Internet Protocol Security) — ato Habop
NPOTOKOMOB, obecneunBalroWMX 3alUULLIEHHYIO MNepefady AdaHHbIX 4vepe3 |IP-ceten,
nocpeacTBOM — UCMOMb30BaHUA  CepBUCOB  LWindpoBaHus. YTobbl  paspewnTb
IPSec-TyHHENsAM npoxod 4Yepe3 MapLipyTu3aTtop He u3MeHsnTe BblbpaHHOE Mo
yMon4yaHuio 3HadeHne BknroyeHo.
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> ALG - PekomeHayetca BkntounTb pyHkumio ALG (Application Layer Gateway — LUnio3
YPOBHSI NPUMNOXeHUs), T.K. AaHHast yHKLMSA MNO3BOMSET UCNOMb30BaTb WHAMBUAOYAlbHbIE
nepecekatowmeca unerpbel NAT (Network Address Translation — TpaHcnauus ceTeBbix
agpecoB), yCTaHaBnMBaeMble B LUMO3e ANS NoAAepXKKM TpaHCNAUUM aapecoB M NOpToB Ans
onpedeneHHoro ypoBHsS MPUIIOXKEHNA NPOTOKONOB "ynpaBneHuwe/gaHHble", Takux kak FTP,
TFTP, H323 n 1.4.

e FTP ALG - Yt006bl paspewnts FTP-knueHTam 1 cepBepam nepedadvy AaHHbIX Yepes
NAT He nameHanTe BbibpaHHOE NO yMOMYaHUIo 3Ha4yeHe BknounTb.
e TFTP ALG — YT06bI paspewwmnts TFTP-knueHTam n cepBepam nepegady AaHHbIX Yepes
NAT He nameHsaTe BeIGpaHHOE NO YMONYaHUoo 3HavYeHne Bknounts.
e H323 ALG - Yto0bl paspewuntb knueHTam Microsoft NetMeeting BsanmogaerictsoBaTb
yepe3 NAT He nameHsaNTe BbIGpaHHOE MO YMOSYaHUIo 3HaYeHne BknounTb.
UTo6bl COXpaHUTb caenaHHble U3MEHEHUS KNMKHUTE No KHOoMke CoXpaHUTb.

4.9.2 lononHuTenbHbIe HACTPOMKN 6e30NacHOCTU

BoibpaB BesonacHocTb — [lononHUTeNbHble HacTPOMKU 06e30MacHOCTU Bbl CMOXETE
3aWnTNTL MapLpyTmnsatop ot Takmx atak kak TCP-SYN Flood, UDP Flood n ICMP-Flood (cm.
Puc. 4-39).

HHTEpBan NakeToe cTatnCTHKA (5 ~ 60): 10 | CREYHIEI
3awmra or DoS-arak (&) OTHniquTE () BENIOYHTE

BeNioYMTE dHNeTpayMio ot atak [CMP-FLOOD

Mopor nakeroe ICMP-FLOOD (5 ~ 3600): MakeTelfcek

BENOYMTE funeTRauKD UDP-FLOOD
Mopor nakeroe UDP-FLOOD (5 ~ 3600): MakeTslicek

BEMIOUMTE GUNLETRaUMID 0T aTak TCP-SYM-FLOOD
MNopor nakeroe TCP-SYN-FLOOD (5 ~ 3600): MakeTelicek

IMrHoprpoeaTe Ping-nakeTel o7 WAN-nopTa

JanpeTuTe Ping-naketel oT LAMN-nopTa

[ cowpanmme | [ CNKCoK 3aBN0KMpOBaHHEY DOS XOCTOR 1

Puc. 4-39 [ononHuTtenbHble HACTPONKK 6Ge3onacHoCTU

> WHTepBan naketoB ctatUCTUKM (5~60) — N0 ymonyaHuio ncnonbsyetcda 3HavyeHme 10. U3
BbiNadaroLwero cnicka BblbepuTe 3HayeHne B npegenax ot 5 go 60 cekyHa. [daHHoe
3HayYeHne onpeaensieT BPEMEHHOW MHTepBan Mexay naketamm CTaTUCTUKWU. Pesynbrathl
CTaTUCTUKM ncnonbayoTea ans eoiseneHnsa atak SYN Flood, UDP Flood n ICMP-Flood.

» 3awmrta ot DoS-atak — [Ons BKNOYEHUSA/BBIKIIOYEHNST YHKLUUN  BOCMOSb3yNTECD,
COOTBETCTBEHHO, KHOMKamMu BkniounTb nnu Beikntounts. TONbKO NpY BKIOMEHUM (OYHKLIMM
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Ha4yuHalT paboTtaTb MNLTPLI AN 3alWnThl OT atak Tuna Flood.

& lMpumevaHue:

Dos Protection will take effect only when the Traffic Statistics in “System Tool — Traffic
Statistics” is enabled. ®yHkuma 3awmTbl oT DoS-atak 6yaeT paboTaTtb TONLKO B TOM Crny4yae,
korga cdoyHkuma CtaTtuctuka no tpaduky BknodeHa (MHcTpymeHTbl — CTtaTtucTMka no

Tpaduky).
> Bknrouutb c¢mnbrpauuto atak ICMP-FLOOD — BknioveHue/BhikntodyeHne dunsrpaumm
atak ICMP-FLOOD.

» Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4eHne no ymon4yaxuio 50. YkaxuTe 3Ha4yeHne
mexagy 5 ~ 3600. Ecnn Tekywee konuyectBo naketoB ICMP-FLOOD Hwxe 3agaHHOM
BENUYMHbI, MapLIpyTU3aTOp HEMEANEHHO aKTUBUPYET (PYHKLMIO BITOKNPOBKN.

> Bknounts dunbTpaumro  UDP-FLOOD —  BknouuTb/Bbiknounts  dunbTpauuio
UDP-FLOOD.

> NMopor naketoB UDP-FLOOD (5~3600) — 3HauyeHune no ymonyanuio 500. YkaxuTte 3HayeHne
B npegenax 5 ~ 3600. Ecnu Tekywee konunyectBo naketoB UPD-FLOOD Huxke
YCT@HOBMEHHOW  BENUYUHBLI, MapLIpyTU3aTOp HEMEANEHHO  aKTUBMPYET  (PYHKLUIO
GNOKMPOBKU.

» Bknmountb chunbrpaumo atak TCP-SYN-FLOOD - Bkntountb/OTKNHOUNTL PUnbTpaumio
atak TCP-SYN-FLOOD

» Mopor naketoB TCP-SYN-FLOOD (5~3600) — 3HauyeHue no ymonyaHuto 50. YkaxuTte
3HadeHne B npegenax 5 ~ 3600. Ecnn Tekywee konudectso naketoB TCP-SYN-FLOOD,
HWKE YCTAaHOBMEHHOW BENWYUHbLI, MapLUpyTU3aTOp HEMEANEHHO aKTUBMPYET (OYHKLMIO
BGNOKNPOBKM.

> WrHopupoBaTtb Ping-nakeTbl oT WAN-nopTa - BknioveHune/BbikniodeHne
COOTBETCTBYIOWEN PyHKUMU. [lo ymonuyaHuio @yHKUMA BbikodeHa. [pn  BKMOYEHHON
dyHKUMK Ping-nakeTbl n3 VIHTepHET He nony4aT JOCTYN K MapLupyTusaTopy.

> 3anpetutb Ping-naketbl ot LAN-nopta — BkntodeHne/BbiknoyeHne COOTBETCTBYHOLLEN
dyHKUMK. o ymonyaHuio pyHKUMA BeikntodeHa. [Mpu BknodeHHOM yHKumMM Ping-nakeTbl n3
nokanbHOM CeTu He nofyyaT JOCTyn K mapupyTtusatopy. ®yHKUMS ucnonb3yeTca Angd
3aLUMTbI OT HEKOTOPbIX TUMNOB BUPYCOB.

Y100bI COXpaHUTb BHECEHHbIE N3MEHEHUA BOCI'IOJ'Ib3yI7ITer KHOMKOMN COXpaHMTb.

KJ'IVIKHyB no kHonke Cnucok 3361'IOKI/IpOBaHHbIX y3110B-UCTOYHUNKOB DoS-aTak BbI nepeﬁp,eTe B
COOTBETCTBYIOLLEE OKHO.

4.9.3 JlokanbHOe ynpaBneHue

Boibpae bBbe3onacHocTb — JlokanbHoe ynpaBneHuWe Bbl MOXETe HacTpouTb npasuna
ynpaBneHna B OKHe, npeactaBneHHoM Ha Pwuc. 4-40. ®yHKUMSA ynpaBneHusa Mo3BonseT
GnokmpoBaTb AOCTYN KOMMbIOTEPOB NOKanNbHOW CETU K MapLUpyTM3aTopy.
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MpaBuna ynpagnesla
(% Brem KomnelTepam NOKaNEHOR CETH PASHEWEH SOCTYN K Wek-yTHNMTE MapWpyTHSaTORE
() TONEKD YKAZAHHEIE B CNHCKE KOMNEKOTEPE MONT NPOMSEOOHTE SO0MHHHCTEHNOEGHHE

MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec pawers KoMNbHIEpa:

COXpEHWTD

uc. 4-40 JlokanbHoe ynpasneHue

Mo ymonuyaHuio sveiika “‘Bce KOMNbIOTEPbI fIOKanbHOW ceTn umeroT aoctyn Kk Web-ytunurte
MapuwpyTusaropa“ BblOpaHa. Ecnu Bbl x0TuTe, 4TODbI KOMMbLIOTEPBI C ONpeAereHHbIMU
MAC-agpecamn mmenu goctyn K okHy Hactporka Web-yTunutbl maplupytusatopa M3 cetu
BblbepuTe sa4veriky “TONbKO yKa3aHHble B CMUCKe KOMMbIOTEPbI MOryT obpawarbCca K
Web-cTpaHuuam pans agMUMHUCTPUPOBaHUA® U 3aTeM B OTAENbHOM Mofe  yKaxuTte
cootBetcTByloWwmne MAC-agpeca. MAC-agpec BBoautca B cpopmaTe XX-XX-XX-XX-XX-XX (rge.
X — 23TO wWecTHaguaTtepuyHoe u4ucno). Takum obpa3oM, aaMUHUCTPUPOBaHUE MOXET
NPOM3BOANTLCH TOMbLKO Yepes yKasaHHble KOMMboTEPbLI NpU ycrnosun Beoda napons, OctanbHbIM
koMmnbloTepam BygeT oTkazaHo B 4ocTyne.

KnukHyB no kHonke [lo6aBuTb Bbl A00aBnTe MAC-agpec B yka3aHHbIN CMUCOK.

YToObl COXpaHWUTb caelaHHble NU3MeHEeHUA BOCI'IOJ'Ib3yl7|Ter KHOMKOW COXpaHVITb.

&= lMpumeyaHume:

If your PC is blocked but you want to access the Router again, use a pin to press and hold the
Reset Button (hole) on the back panel for about 5 seconds to reset the Router’s factory defaults
on the Router’s Web-Based Utility. Ecnn Baw komnbioTep 3abnokMpoBaH, a Bbl XOTUTE CHOBa
nonyYnTb AOCTYN K MapLipyTu3aTtopy, TO MpyM MOMOLUM WFOSMKWU HaXMWUTE WU yaepXusante B
TeueHue 5 cekyHa KHonky COpoc (B OTBEPCTUM), PACNONOXKEHHYH0 Ha 3adHeN NaHenn yCcTponcTea.
B aTom cny4ae mapLupyTusaTop BEPHETCS K MCXOOHbIM 3aBOACKMM HacTponkam Web-ytunutol.

4.9.4 YpaneHHoe ynpaBreHue

BoibpaB “Be3onacHocTb — YpaneHHoe ynpaBrieHMe” Bbl MOXETe HacTpOoUTb (OYHKLMIO
yOaneHHoro yrnpaeneHud, Kak npeactasneHo Ha Puc. 4-41. [aHHaa dyHKUMA no3Bondet
ynpaBnaTb MapLUpyTM3aTopom vyepes3 NHTepHET.
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MopT ynpaeneHHA H4epes Web: an

IP-anpec yoaneHHOro ynpagneHA: 172.31.70.99 (VEAMMTE 255.255.255.255 ONA BCEX)

COXpaHMTE

Puc. 4-41 YpaneHHoe ynpasreHue

> Mopt ynpaBneHue 4epe3 Web - [na pgoctyna Web-6paysep o06bl4HO uMcnonb3yet
ctaHgaptHein  nopT HTTP Ne80. [llo ymonyaHuio Ana  yaaneHHoro  ynpasreHust
MapLpyTtusaTopom ucnonbdyetcsa nopt Ne80. [nsa Gonblen Ge3onacHOCTM Bbl MOXETe
3amMeHUTb 3TOT NOPT Ha Mbow APYrom, ykasas B JAHHOM Mosfie COOTBETCTBYOLLEE 3HaUYEHMeE.
OT0 3HayeHMe AoMmKHO ObITb B npeaenax oT 1 go 65534. Henb3s mcnonb3oBaTb HOMeEpP
nopTa, UCNonbL3yemMoro ooLuM CepBUCOM.

> |P-agpec ypaneHHoro ynpaBneHusi — Tekywun agpec, ucrnonb3yembld AN JocTtyna K
MapLpyTtusaTopy 4depes WHTepHeT. Mo ymonyaHuio ucnonbsyetcd agpec 0.0.0.0, uto
O3HavaeT, YTo (PyHKUUA oTknoYeHa. YTobbl akTMBMpoBaTh (OYHKUMIO HEOBXOOUMO yKasaTb
aenctButensHbi IP-agpec. Ecnn BbiGpaHo 3HayeHue 255.255.255.255, Bce yanbl 6yayT
UMeTb OOCTYN K MapLipyTusaTopy.

&= lpumeyaHue:

1. [Ons poctyna K mapwipytmsatopy Heobxoammo ykaszate WAN IP-agpec mapwpyTtusaTtopa B
cooTBeTcTBYtoweM none Internet Explorer unu Navigator, ncnonbesysa aons pasgeneHus 3Hak
aBoetound, a 3atem Homep nopta. Hanpumep, ecnu WAN-agpec mapupyTtusaTopa
202.96.12.8, a Homep nopTa 8080, Heobxoanmo BeecTu B Gpay3epe http://202.96.12.8:8080.
Mo3sgHee Bbl AomMKHbI ByaeTe BBECTU MMS MOMb30BaTenNs U Naporib, YTOObl NONYYNTbL AOCTYN
Web-ytunure.

2. Tlpu 3ameHe napons crnegyeT UCnosib3oBaTb HAAEXHbIN Naporb.

4.10 PogutenbCKUN KOHTPOIb

B 3TOM OKHE MOXHO HacTpouTb GyHKUMIO PoauTenbckoro KoHTporb (cM. Puc. 4-42). OaHHas
DyHKUMSE MOXKeT ObITb MCMONb30BaHa AN KOHTPONs AocTyna pebeHka K VIHTepHeT-pecypcam vnnm
AN OorpaHuYeHus OOCTyna nepcoHana K onpedeneHHbIM canTaM, a Takke onpeaenvTb BpeMms
paboTbl B ceTu VIHTEPHET.
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KomMMBTERE], HE AENAKWMECA KOHTRONMAYOWMMA W HE YK33aHHBIE B CNMCKE, He By0eT MMETh A0CTYN K MIHTEHET.
PoaMTeNbCKHIl KOHTPOMb: ® oten. O Ben.

MAC-anpec KOHTPONHUPYHWET 0 KOMNbIOTEpa:

MAC-anpec Ballere KonnblIEpa: [ CKONWPOBATE EbILUE
CO¥paHWTE
I MAC-appec OnucaHue caifra Pacnucanue CocToAHNE HanmeHnTe

| OoBaeuTo Hoeyto... |

Tek Homep | 1 « | CTp.

Puc. 4-42 HacTtpoiku Poantensckoro KoHTponsi

> Poautenbckum KOHTponb — YToObl akTuBMpoBaTb (OYHKLMIO BOCMOMb3YWTECH KHOMKOM
Bknro4nTb. YTOOLI OTKNIOUMTL (OYHKLIMIO BOCMNOSb3YNTECH KHOMKOW BbIKNIOUYNTD.

> MAC-agpec poautenbckoro komnbototepa — B aTom none cnegyet ykaszate MAC-agpec
KOHTPONMPYIOLEro KOMMbloTepa. Takke MOXHO BOCMOsfib3oBaTbCs kHonko KonupoBatb
HaBepX, PacnosioXXeHHON HMXe.

> MAC-agpec Bawero komnblotepa — B aTom none otobpaxaetca MAC-agpec kKomnbloTepa,
ynpasenstowero Mmapwpytmsatopom. Ecnn MAC-agpec Balwero agantepa 3apermcTpupoBaH,
KNMkHUTE No kHonke KonupoBaTtb HaBepX, YTOOblI BHECTM STOT aapec B none Pogutensckui
KOMMbHOTEP.

OnucaHue canTta — OnncaHne pa3peLleHHOro caita Ans KOHTPONMPYeMOoro KoMnbtoTepa.

PacnucaHue — BpemeHHOW nepuog, B TeYEeHUe KOTOPOro KOMMbOTEpPY paspelueH JOCTyn B
UHTepHeT. [na 6Gonee noapoGHow wuHdopmauuun nepenavte “KoHTponb agocTtyna —
PacnucaHue”.

> WN3meHuTb — PeﬂaKTMpOBaHI/Ie nnn yganeHue CyLLl,eCTByPOLLI,eIZ 3anuncu.

Y100bI CO3A4aTh HOBYHIO 3aNMCb HEOOXOAMMO caenaTthb cneaytoilee:
1.  KnukHute no kHonke Co3pathb ... . [JOmMKHO NOSABUTLCHA OKHO, Kak nokasaHo Ha Puc. 4-43.

2. B none MAC-agpec koHTponupyemoro koMmnbtoTepa ykaxute MAC-agpec KOHTponmpyemoro
komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbiNnagarwoLlero CnMcka MOXHO
BbliGpaTh 3HayeHue Bce agpeca B TekylLen nokanbHOW ceTu.

3. VYkaxute onucaHue (Hanpumep, Allow Google) paspelweHHoro cavta B none OnucaHue
camnTa.

4. Yxkaxnte [OMEHHOe wumsA canTa (Hanpumep, www.google.com) B none Pa3spelueHHoe
OOMEHHOE UMS.

5. Bbibepute u3 Bbinagawowero MeHw Bpems OelCTBMA Hy)XHOe pacnucaHue (Hanpumep,
Schedule_1). Ecnn nogxogswux pacnucaHum He OOHapyXeHO, KAWKHUTE MO KHOMKe
PacnucaHne anga toro, 4tobbl NnepenTn B OKHO [JONONHUTENbHbLIE HACTPOWKN pacrnncaHus n
co3gaTtb HeobXxoaAMMoe pacnucaHue.

6. B none CoctosiHne MOXHO Bbl6paTb Bkn. unu Bbikn. gns BKNHOYEHUS/BbIKMIOYEHWS 3anncu.

7. KnukHuTe no kHonke CoxpaHUTb.
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YTo0bl aAKTUBMPOBATb BCe npaBuiia B CNNCKE KIMNMKHUTE MO KHOMKe Bknountb Bce .

YToObl OTKINIOYMTL BCE MpaBuia B CMIUCKE KITMKHUTE MO KHomMke BbIKNoUKMTb Bee.
YTto6bl yOanuTb BCe NpaBuna B CIMUCKe KNUKHUTE NO KHoMke YaanuTb Bee,.

YUToObl NepeirTn crieaytoLlee OKHO KITMKHMUTE Mo KHonke Oanee. YToObl BEpHYTLCA B NpeabigyLiee
OKHO BOCMOMb3ynTech KHonkov Hasagp.

Pacnucanne SeACTEYET COMMACHD BREMEHM MaRWRYTHIATORA,
Ero 3HaYeHHe MOM¥ET GbiT YCTAHOBNEHO B OKHE "HCTRYMEHTE! CUCTEMBI -= HACTHORKW B EMEHK".

MAC-anpec KounblTepa pedéHKa:
Bce MAC-anpeca B TEKVIWLEA NOKANEHON CeTH; —-ebifepuTe- “
Caiir:

PaspeweHHoe BOKMeHHOE HMA:

Bpema BelcIBiA: Brerna w
FacnucaHwe MoxeT ObTe YCTAHOBNEHO B OKHE "KOHTpONL AocTyna -= Pacndcadue”

COCTOAHNE: Ekn. ¥

[ Coxpanute | [ Hasaa |

Puc. 4-43 CosgaHue nnv yganeHve 3anvmcu poamTenbCKoro KOHTPOorns

Hanpumep: Bbl  xotute, 4TOObI  KOHTponupyembli  komnetoTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy6b6otam umen gocTyn K canTy www.google.com, a y KOHTPONMpYHLLEro
komnbtotepa ¢ MAC-agpecom 00-11-22-33-44-BB He 6bIn0 HUKaKMX orpaHnyeHunin, Heobxoammo
Npon3BeCTU cnegyowme 4enNCTBumS:

1. KnukHute no meHio PoauTenbCKMW KOHTPOJSIb B JEBOM 4YacTu OkHa HacTponku
poouTenbCcKoro KoHtpond. KnukHute no kHonke Bkniounte m B none MAC-agpec
poauTenbckoro komnetoTepa Beegnte MAC-agpec 00-11-22-33-44-BB.

2. . Bbibepute “KoHTponb goctyna — PacnucaHue”, 4ToObl nepentn B OKHO HacTponku
pacnucaHus. KnukHute no kHonke Cosparb..., YTOObI cOo3gaTb HOBOE pacnucaHue. B
none Onucaxue ykaxnte Schedule_1, B none deHb Cy0. 1 B none Bpems Bcerga.

3. KnukHuTe no MeHio “PoanTenbCKUN KOHTPONb' B NIEBOM YAaCTW OKHa, YTOObI NepenTn B
okHo Co3aaTtb N N3MEHUTb 3anrUCb POAUTENBLCKOrO KOHTPONS:

e KnukHute no kHonke CospaTth...

e B none MAC-agpec KOHTpPONMpPyeMoro KOMMbIOTEpPa YKaXuUTe 3HayeHue
00-11-22-33-44-AA

e B none OnucaHue canTta ykaxute “Allow Google”
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B none Pa3spelueHHOe AOMEHHOE UMSA yKaxuTe “www.google.com”

e W3 Bbinagatowero cnucka Bpems aenctBus Bbibepute co3gaHHbIv “Schedule_1”

e B none CoctosiHue Bbibepute 3HayeHne BkniounThb.

4. KnukHute no kHonke CoxpaHUTb, YTODOLI COXPaHUTL CAEMNaHHbIE N3MEHEHUS.

lMocne 3Toro Bbl BEPHETECL HA CTpaHuuy HacTporikun poanTernbCKOro KOHTPONsa v ysnaute
CMUCOK, NpeacTaBneHHbIn Ha Puc. 4-44.

I MAC-appec OnucaHue cairta PacnucaHue CocroAHne HameHnte
1 00-11-22-33-44-A4 Allowe Google Schedule_1 BEmay. PefakTupoeats Y0anute
[ nNoRaeuteHoeytn . || Brmwawte Bee ][ OTknwowwTb Boe |[ vaanuTe Boe |

Puc. 4-44 HacTpoikn poamTenbLCKoro KOHTpons

4.11.KoHTponb goctyna
KoHTpons aocyna
- Mpaeuno

- Xoct

- lenb

- PAcnucadHne

Puc. 4-45 OkHo KoHTponb goctyna

B mMeHio KoHTponb goctyna cogepxartcs yetblpe nogmeHio (cM. Puc. 4-45) — Mpaeuno, Y3sen,
Lens n PacnucaHue. [1ns HaCTpoOMKM HYXXHON PyHKLUK BbIBEPUTE COOTBETCTBYIOLLEE MEHIO.

4.11.1MpaBuno
Beibpas “KoHTponb goctyna — [paBuno” Bbl MOXeETE NpocMaTpuBaTh U co3gaBaTh npasuna

KOHTpONsi 4OCTyNa, Kak nokasaHo Ha Puc. 4-46.
anaﬂneHue npasnnam KOHTPOIA gocTyna

[] Bkmounts ynpaeneHte KoHTpoNeM 4ociyna K MHTepHet

DUALTPALMA NO YHOMHAHHID
() Pa2pelnTE NAKETE HE VEA3AHE! B NONWTHKE KOHTRONA AOCYNA W HE MONYT BEITE NP ONYWEHE MAPWPYTHSETOpOM

(3 OTKAZaTE NAKETHI HE YKAZaHb! B NONMTHEE KOHTPONA BOCYNA M HE MONT BeITe NPOMYLWEHE MARWPYTHZATOP OM

CO¥paHuTE

ID MiiA Npaenna Yaen Uens PacnucaHie Deiicteie  CocToAHHe W3MeHHTL

1 Rule_1 Host 1 NMioGon Schedule 1 FazpewuTe BENOUMTE PedakTMpOEaTE ¥oanuTe
[ Aofaewte Hoewo. || Bknwowwtb Bee || OTknioawte Bee [ YaanwTe Beoe

[ Mepemectuts  JID | |HalD | |

Tek. HOMER CTh.

Puc. 4-46 OkHO YnpaBsneHune npasunamMm KOHTponsa AocTyna
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> BknouNTb KOHTpONb Agoctyna k UHTepHeT — YT0ObI akTMBMpoBaTh (PYHKUMIO BbiOEpUTE
cooTBeTCcTBYylOWEe none. B atom cnyyae HayHeT gencteBoBaTb [lonuTtuka unbTpa no
YMOMYaHuio.

> Wma npasuna - B atom none 0To6pa>KaeTc;| nMma npaBuiio, KOTOpOE dABNAETCA
YHUKallbHbIM.

Y3en — 3aecb oTo6paxkaeTcs y3er, ykasaHHbI B COOTBETCTBYIOLLEM NpaBuIie.
Lenb — B aToM none ykasaHa Lenb, ykazaHHas B npasune.

PacnucaHue — 3gechb 0To6pa>|<aeTC$| pacnucaHue, ykasaHHoe B npaBusie.

YV V VYV V

HencTtBue — B 3TOM none otobpaxaeTcsa AencTBMe, KOTOPOE NpeanpuMeT MapLupyTu3aTop
B OTHOLIEHMM NakeTa. BapmaHTbl — PaspewnTtb unu OTkasaTtb. Pa3pewntb 03Ha4vaeT, YTo
mMapLupytusatop 6yget nponyckaTb nakeTel. [Mpu BbiGope OTKasaTb MapLupyTM3aToOp He
OyneT nponyckaTb NakeTbl.

> CocTtosiHMe — B 3TOM none cogepXutcst MHpopMaLms Mo COCTOSIHUIO MpaBuia. 3HayeHne
Bkn. o3HayaeT, 4TO NpaBuno encTByeT, a 3HadeHe BbIkn., 4To NpaBuno He AencTBYeT.

> WN3MeHUTb — I3MeHUTb unum yaannTtb CylecTByrollee npasuio.

Y100bI CO3AaTL HOBOE npasuno Heob6xoaMMoO npou3Bectu cnegyouiune AencTBusN:

1. KnukHuTe no kHornke Co3parth.... Bbl Nnepengete B criegytowmi akpaH, Kak npeacTaBnieHo Ha
Puc. 4-47.

B none Umsa npaBuna ykaxuTe nma (Hanpumep, Rule_1).

M3 Bbinagatowero cnucka Ysen Bblbepute HeobxoouMmoe 3HaveHne unn BblibepuTe
“KnukHuTe 30ecb, 4TOObLI CO34aTb HOBbIN CMUCOK Y3510B”.

4. W3 Bbinagawouwero cnucka Lenb Bbibepute Heobxoaumoe HaMMeHoBaHWE UK BblOepuTe
“KnnkHuTe 3geckb, YTOObLI cO34aTh HOBLIV CNUCOK Lienen”.

5. N3 Bbinagatowero cnucka PacnucaHue Bbibepute HeobxogMmoe HaMMeHOBaHWE WK
BbibepuTe “KnnkHuTe 3pecb, 4TOOLI CO34aTb HOBOE paccnucaHue”.

6. B none Oencreue Bbibepnte OTKasaTb 1N PaspewnTs.

7. B none CocTtosiHme BbibepuTe 3Ha4YeHnsa Bkn. nnv BbIKn., YTOObI BKITOUYNTDL NN OTKIKOYNTL
3anunchb.

8. KnukHute no kHonke CoxpaHUTb.

UTobbl BKMOYUTE BCE MpaBuma B CNMCKE BOCMNONb3yNTECh KHOMKOW BkniounTtb BCe.
YTOoObI BBIKITHOYMTL BCE NpaBuUIia B CNMCKE BOCMONb3yATECH KHOMKOW BbIKMIOYUTL BCe.
YUTtoObl yaanutb BCe 3anncu BOCMosib3ynTeCh KHOMKON BbiknounTb BCe.

Mo cBoeMy XenaHuo Bbl MOXeETe U3MEHATb NOPAAOoK 3annucen. HoBble npaBuna pacnonarawTcd
nepeg crapbiMn. B nepBoM nomne ykaxxkmte UCXOAHbIA, @ BO BTOPOM KOHEYHLIN HOMEpP, 3aTEM Bbl
KNUKHUTE no kHomnke MepenTun, 4ToObl N3MEHNTHL NOPSJOK 3annCeN.

UTtobbl neperTn B criegylollee OKHO, BOCMOMb3yntech kHonkon [anee. YTobObl BEpHYTbCA B
npegplayLiee okHO BOCMONb3ynTech kKHonkon Hasaga.
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WmA npaeuna:

Yaem | YcraHoewTe cnvcky yanosl % | YT0fBI cOZAATE HOBEIA COMCOK Y3M0E KNWHWTE 3ABCH.

Lens: Thofias Lenet w | YTofbl c0303TE HOBLIA COMCOK LIBMEH KNUKHWUTE 3O8CH.
Pacnucanue: Beerga % | Y7106kl CO203TE HOBOE DACOWCAHWE KIMEHWTE 3080k,
Heiciene: Otkazate Bt
CocroaHue: BrnwyeHo v
[ Coxpanwrs | [Hasap |

Puc. 4-47 Co3gaTb 1nm nsmMeHUTb 3anucb KOHTPONs AOCTyna K VIHTepHeT

Hanpumep: Ecnu Bbl xoTute paspewmnts y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy66oTam 1 BOCKpeCeHbSIM U 3anpeTuTb
ocTarnbHbIM y3MaMm nokanbHoOW ceTu Joctyn kK MIHTepHeT, Heobxoanmo NpeanpuHATL cregyowue
JencrTeus:

1.

Boibepute “KoHTponb goctyna — Y3en”, 4ytobbl nmepentM B OKHO HacTponku ysna.

Cos3ganiTe HOBYKH 3anncb, ykasaB B kadecTtBe onucaHusa Host 1 u MAC-agpec
00-11-22-33-44-AA.

Bbibepute “KoHTponb goctyna — Lenb”, 4ToObl NnepenTn B OkHO HacTpoviku uenw.
CospanTte HOBYIO 3anncb, yKasaB B KayeCTBE OMMCaHWUST W OOMEHHOTO WMEHW,
COOTBETCTBEHHO, 3Ha4yeHus Target 1 n www.google.com.

Bbibepute “KoHTponb goctyna — PacnucaHme”, 4ToObl NepeiTn B OKHO HacTponkm
pacnucaHus. CosganTe HOBYK 3anucb, yKaszaB B KayecTBE OMUCaHUSA 3HayeHue
Schedule_1. B none [eHb Bbibepute Cyb. n Bockp. B none Bpemsi Hayana BeBegute
1800, a B none Bpewms 3aBepeHms 2000.

Bbibepute “KoHTponb goctyna — [paBuno”, 4Tobbl BEPHYTLCA B OKHO YNpaBneHue
npaBvnamm KoHTpona pJoctyna. Beibepute “BkniounTb KOHTPOSib Aoctyna K
UHTepHeT’, a 3aTem "OTkasaTb NakeTam, He YKasaHHbIM B NMONMTUKE KOHTPONA SOCTyna,
B AOCTYyne K MapLupyTtusatopy".

KnukHuTe no kHonke Co3gats..., YToObl co3gaTb HOBOE npasnno:

e B none WUma npaBuna cosgante wumsa npasuna. 3TO MMS AOMKHO ObiTb
YHUKanbHbIM. Hanpumep, Rule_1.

e B none Y3en Bbibepute Host 1.

e B none Uenb BuiGepute Target_1.

e B none PacnucaHue BLIGepute Schedule 1.
e B none Oencteue Bbibepute Paspeunts.

e B none CocrtosiHne BbIGepuTe BrnounTb.

e YT0OObI COXPaHUTL HACTPOWKN BOCMONb3YNTECH KHOMKON COXPaHUTD.

Mocne aToro Bbl BepHETECb B OKHO YnpaBneHue npaBunamMu KOHTPONS OO0CTyna U yBuauTe
crieayHoLLmMin CrIUCOK.

ID UuA npaeuna Yzen Uens PacnucaHuwe Helictene  CoctoAHne M3MEeHHTb
1 Rule_1 Host 1 NMioBoi Schedule 1 PazpewnTe Beniouute PenakTvpoeate ¥YOanute
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4.11.2 Y3en

BbibpaB meHio “KoHTponb goctyna — Y3sen” Bbl MOXeTe nNpocMaTpuBaTb M ycTaHaBnuMBaTb
CMMCOK Y3MOB, Kak Noka3aHo Ha Puc. 4-48. Cnncok y3noB fABNSETCA BaxkHbiM Ans [Npasuna
KOHTpONA AoCTyna.

I MuAaysna MHpopraumna W3MeHnTL

1 Host_1 IP:1921681.1-182.168.1.23 FenakTvpoeaTe ¥oanuTe

[ Oofaeutemosyi..  |[ ¥aanuTe Bce

Tek. Homep |1 | CTh

Puc. 4-48 OkHo HacTtpoiiku yana

> OnucaHue y3na — B stom none 0To6pa>|<aeTcn onucaHme yara, KoTopoe OOJ1KHO ObITb
YHUKalTbHbIM.

> WHdopmauua — 3gecb oTobpaxaeTca MHopMaumsa no yany. 3To MoXeT ObiTb IP unu
MAC-agpec.

> WN3MeHUTb — N3mMeHNTb unu yaanuTb CyLLECTBYIOLLYIO 3annchb.

Y100bI CO3AaTL HOBYHO 3aNMCb HEOOXOAMMO caenaTtb cneaytoulee:
1.  Knuknute no kHornke Co3pats...
2. | B none Pexum Bbibepute IP- nnn MAC-agpec.

o [lpu Bbibope IP-agpeca nosaBuTCsa OKHO, Kak noka3aHo Ha Puc. 4-49.
1) B none OnucaHue y3na ykaxuTe ero yHukanbHoe onucaHune (Hanpumep, Host_1).
2) B none LAN IP-appec BeeguTte IP-agpec.

o [lpu Boibope MAC-agpeca nosBMTCA OKHO, Kak nokasaHo Ha Puc. 4-50.
1) B none OnucaHue y3na ykaxuTe ero yHukanbHoe onucaHue (Hanpumep, Host_1).

2) B none MAC-appec ykaxute MAC-agpec.
3.  KnukHuTe no kHonke CoOXpaHUTb, YTOObl COXPaHWUTbL CAENaHHbIE U3MEHEHNS.
YTto6bl yaanutb BCce 3anncu n3 Tabnuubl BOCNonb3ynTech KHOMKo YAaanuTb Bce.

UTtobbl nepenTn B criegyloliee OKHO, BOCMONb3ymtech kHonkon Lanee. YTobObl BepHyTbCHA B
npegbiayLiee okHO BOCMOMb3yrWTeCh KHoMkon Hasaa,.
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Oo6aBUTb UMK NIMEHWUTL 3anNKchb Mo yany

Pexum: |IF'-a,u,pec: v|
Waaysna: | Host_f |
IP-agpec nok. cem: 192 168.1 1 |- |192.168.1.23
| Coxparuts | | Hasag |

Puc. 4-49 Co3sgaTb 1nm U3aMeHuTb 3anuck yana

Oo6aBUTb UMK MIMEHUTB 3aNUCkL NO Y3ny

Pexuu: | MAC-aapec V|
HuA yana: | Host 1 |
MAC-agpec: | 00-11-22-33-44-A% |
| Coxparmte | | Hasag |

Puc. 4-50 CosgaTb 1M n3aMeHuTb 3anuch yana

Hanpumep: Bbl xoTuTe orpaHmunTb goctyn K MIHTepHeT-pecypcam ansa yana ¢ MAC-agpecom
00-11-22-33-44-AA. 1na 3TOro He06XOAUMO NPEANPUHSATL CreayroLme 4ENCTBUS:

1.  KnukHute no kHonke Co3patb... (cM. Puc. 4-48), utobbl nepentn Ha cTtpaHuuy [JobasuTb
UM U3MEHUTb 3anuck yana.

B none Pexum BbibepuTe 13 BbinagatoLlero meHo 3HavyeHne MAC-agpeca.
B none OnucaHue y3na ykaxnTte ero yHmkanbHoe onvcaHue (Hanpumep, Host_1).
B none MAC-agpec seeante 00-11-22-33-44-AA.

o & w0 DN

KnnkHuTe no kHonke CoxpaHuTb, YTOObl COXPaHUTb CAeNaHHble N3MEHEHNS.

Mocne aToro Bbl BepHETECH Ha3a B OKHO HacTponku y3ana v ysuauTte cnegytowmm Crmcok.

I HuAayIna HudhopuaunAa H3MeHHTL
1 Host 1 MAC: 00-11-22-33-44-A4 FelakTHpoEaTE YOanuTE
4.11.3 LUenb

Boibpae “KoHTponb goctyna — Llenb” Bbl MOXeTe npocmaTtpuBaTtb M HacTpauBaTb CNMCOK
uenen (cm. Puc. 4-51). Cnucok uenen Heobxoanm ans Npaeuna KOHTponsa gocTyna.
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I WA uenn Hudpopuauma HameHnts

1 Target_1 192.168.1.2-192.168.1.23TCP FenakTHpoeaTE ¥aanuTe

[ Oofaeuts Hoeyw.. | ¥aanuTs Boe

Tek. HOMep |1 % CTp.
Puc. 4-51 HacTtponkn uenm

OnucaHue uenu — B aTom none oTobpaxkaeTcA onucaHue Lienu, KOTopoe AOMKHO ObiThb
YHVKanbHbIM.

UHdopmauma — Lienbto moxeT 6bIThb IP-agpec, nopT unm 4OMEHHOe nM4.

N3MeHUTb — VI3MeHUTb Unn yaanuTb CyLEeCTBYIOLLYH 3anuch.

Y106bI CO3aaTH HOBYIO 3anucCb HeoGxoauMo caenartb cnepgywouiee:

1.
2.

3.

KnukHute no kHornke Co3paTthb...
B none Pexwum Bbibepute IP-agpec nnn gomeHHoe umsi.
e [pm BbiGOpe IP-agpeca NosABUTCS OKHO, Kak NpeacTaBneHo Ha Puc. 4-52.
1) B none OnucaHue uenu co3ganTe YHUKanbHOe onucaHve Luenu (Hanpumep,
Target_1).
2) B none IP-appec ykaxuTe IP-agpec uenu.

3) BbibepuTe 00N cepBuC 13 Bbinagatowero cnvcka B none MopT obLiero cepBuca,
Cc TeM 4TobObl aBTOMaTU4eckn 3anonHuTb none Mopt uenu. Ecnu B cnvucke MopT
obLero cepBuca He CooePXKUTCS HYXXKHOrO BaM CepBuUca, YkaxuTte 3HadeHue MopTa
Lenin BPY4HYH.

4) B none MpoTtokon Bbibepute 3HavyeHne TCP, UDP, ICMP nnun Bce.
e [pu BbiGOpe onuuun [JoMeHHOE UMS Bbl OKaXKETECh B CrieaytoLlem okHe (4-53).

1) B none OnucaHue uenu HeobOXOAMMO yKasaTb YHUKANbHOE ONUCaHue Uuenu
(Hanpumep, Target_1).

2) B none [JomeHHOe MMA yKasbiBaeTcsa OOMEHHoe ums. Bbl moxeTe BBectu 4
JOMEHHbIX UMEHN.

KnunkHnte no kHonke CoxpaHUTb.

YT1oObl 04NCTUTL Tabnmuy BOCNONb3yNTECH KHOMNKOWM YAanuTb Bce.

UTtobbl neperTn B criegyloliee OKHO, BOCMONb3ymTtech kHonkon Odanee. YToObl BEepHyTbCHA B
npegbiayLiee okHO BOCMOMb3ynTeCh KHoMkon Hasaa,.
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HBE!EHTh WM MIMEHWNTE JanUCb gocTyna Lenn

Pexum: IP-agpec w

OnucaHHie Uenu: | |

IP-anpec:

MopT HAzHAYeHHA: | | - | |

MpoTokon:

Moprt odweroe cepelca: | --BblbiepuTE-- v |

[ Coxpanwte | [ Hasaa |

Puc. 4-52 OkHo [Jo6aBUTb UNN M3MEHUTL 3anucb Lienu goctyna

AobaBrUTbh NN MIMEHUTE JANACE AOCTYMNA LEenM

Peknn: HomeHHDE HMF %

OnHcaHHe Uenu:

NomeHHoe HKA:

| CoxpaHwte | | Hasan |

Puc. 4-53 OkHo [Jo6aBuTb UM M3MEHUTb 3anucb Lenu 4octyna

Hanpumep: Bbl XxoTUTe orpaHnynMTb JOCTyn K MIHTEpHET-pecypcamM AN y3na flokanbHOW CETU C
MAC-agpecom 00-11-22-33-44-AA v paspeLlumnTb eMy JOCTYN TOSbKO K canTy www.google.com.
[lna aToro Heo6xoaMMo NpeanpuHATL cnegylowme 4ENCTBUS:

1. YTto6bl 106aBUTE UNN N3MEHUTL 3anMCh LENn AOCTyNa KNUKHMTE no kHonke Co3paThb... ,
Kak nokasaHo Ha Puc. 4-51.

2. B none Pexwum 13 BoinagatoLlero cnucka solbepmute JOMEHHOE NMS.

3. B none OnucaHwme wenun HeOOXOAMMO CO34aThb YHMKANbHOE OnMcaHue uenu (Hanpumep,
Target_1).

4. B none flomeHHOe nmsA BBEANTE WWW.google.com.
5. Ytobbl COXpaHUTb HAaCTPOWKM BOCNOSb3yNTECh KHOMKON COXpaHUTD.
Mocne aToro Bbl BepHeTECb B OKHO HacTponku Lenun n ysnauTe creayroLwmnin CNncok.

I HuAuenu Huchoprauma H3KEeHHTL

1  Target_1 v o0gle.com FenakTHpoeaTe ¥1anuTe
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4.11.4 PacnucaHue

BoibpaB “KoHTponb poctyna — PacnucaHue” Bbl MOXeTe npocMarpuBatb M onpenensTb
CMMCOK pacnucaHun, kak npencraBneHo Ha Puc. 4-54. Cnucok pacnucaHui Heobxoanm ans
(PYHKLMOHUPOBAHWS NpaBuna KOHTpons gocTyna.

I  WuA pacnucaHna NeHb Bpena HaneHnb

1 Schedule_1 Kannpli AEHE 0000 - 24:00 PenaktMpoeare ¥nanuie

[ nNoRaewts Hoeyia. . |[ ¥aanuTe Bee

Tek. HOMeR | 1 | CTR.

Puc. 4-54 HacTtpoinkn pacnucaHunsa

> OnucaHue pacnucaHua — B sTom none coaepXxuTcsa onuMcaHue pacnucaHusl, KoTopoe
[OIMKHO ObITb YHUKANbHBLIM.

[eHb — YkasbiBaeTcsa AeHb (Mnv AHW) Hegenw.
Bpems — YkasbiBaeTCsi BDEMEHHOW Nepuog,.

N3meHnTb — PeﬂaKTMpOBaHI/Ie nnn yganeHune cyuwecTtByroLwiero pacnmcaHms.

Y106bLI CO3aaTbL HOBOE pacnuncaHue HeoOxoauMoO caenaTtb cnepywoujee:

1. KnukHute no kHonke Co3aaTthb.... (CM. Puc. 4-54). [JomkHO NoABMTLCA creytolee OKHO (CM.
Puc. 4-55).

2. B none OnucaHue pacnucaHusi Heob6xoaMMO yKas3aTb YHUKaNbHOE OMucaHwWe (Hanpumep,
Schedule_1).

3. B none [leHb ykasbiBaeTCcsa AeHb (AHM) Heaenu.

B none Bpems MOXHO BbIOpaTh KpYrnoCyTOYHO UK 3adaTb BPEMEHHOW Neprog Npy NOMOLLM
nonen Bpems Havyana n Bpems 3aBepLueHns.

5. YT06bI COXpaHUTL CAENaHHbIE HACTPOMKN BOCMONb3YUTECH KHOMKON COXPaHUTD.
YTo0bl 04nCTUTL Tabnmuy BOCNONb3yNTECh KHOMKOW YAanuTb Bce.

UTtobObl nepenTu B criefyloliee OKHO, BOCMONb3ymTech kHonkon Hanee. YTobbl BepHyTbCHA B
npegbiayLee okHO BOCMOMb3ynTeCh KHoMkon Hasaa,.
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MpHMEYaHUE: PACMcadKe JERCTEYET C yUETOM ZHAYEHUA BREMEHH HA MapWRYTHEATORE.

MIA pacIHCAHNA; | |

HeHb: (3 Wasknplil geHe; () BrifipaTe geHb
[oH. BrT. Cp. 4r. rar. Gy, Bockp.

Bpeus: BCE OHW - 24 yaca:

Havano: I:I [HHMW
Kouew: |:| {HHMM)

| Coxparuts | [ Hasaa |

Puc. 4-55 OkHo [JononHutenbHbie HACTPONKN pacnmcaHus

Hanpumep: Bbl xotnte orpaHmunte goctyn Kk UHTepHeT-pecypcam gns ysna ¢ MAC-agpecom
00-11-22-33-44-AA v paspeLlumTb eMy OOCTyN K canTy www.google.com Tonbko ¢ 18:00 go 20:00
no cy66oTam 1 BOCKpeceHbAM. [111s1 3TOro Heo6X0AMMO caenatb creyoLLee:

1. KnukHute no kHonke Co3paTb... (cM. Puc. 4-54), uyTtoBbl nepevitu B OKHO
JononHuTenbHble HACTPOWKN pacnucaHus.

2. B none OnucaHne pacnmcaHusi HeoOXOAMMO CO3[4aTb YHUKanbHOE pacnucaHue
(Hanpumep, Schedule_1).

B none AeHb BbibepuTe BoibpaTh AeHb 1 ykaxuTe Cyb. n Bockp.

B

B none Bpemsa B gf4enkax Bpemss Havana wn Bpemsa 3aBeplleHus ykaxuTte,
cooTtBeTcTBeHHO, 1800 1 2000.

5. Click Save to complete the settings. KnukHuTe no kHonke CoxpaHUTb, YTOObI COXpaHUTb
HaCTPONKN.

Mocne aToro BhI BepHeTeCb B OKHO HaCTpOVIKM pacnncaHna n ysugnute Cnep,yroumﬁ CIMUCOK.

I HuA pacnUcaHnA NeHb Bpeua H3MeHHTL
1 Schedule_1 Cyid. Backp. 18:00- 20000 FelskTHRoEaTE ¥OanuTE

4.12 Ctatnyeckasa mapLwpyTtusaums

BoiObpaB MeHw “CTaTM4veckas MapuwpyTM3auma’ Bbl MOXETE HacTpavBaTb NapameTpsbl
CcTaTMYecKo MapLupyTM3aumm B OKHe, NpeacTaBneHHoM Ha Puc. 4-56. Ctatnyeckuin MapLupyT —
3TO 3apaHee onpegeneHHbI NyTb, MO KOTOPOMY CeTEBbIE AaHHbIE NepeMeLLaTCs K KOHKPETHOMY
y3ny unu ceTu.

CraTtuveckan MapLupyTunsauma

10 IP-appec knueHTa Macka nogectn OcHopHOR WN 2 Cratyc HimennTe

[ DofaewTe Hoewio.. |

Puc. 4-56 Cratnyeckas mapLupyTusaums
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YT106bI CO3AaTh 3anUCb MapLUpyTU3aLMKM Heo6XoaMMO caenaThb crneaymollee:

1. KnukHuTe no kHonke Cospgatb... (cM. Puc. 4-56). OTkpoeTcsa okHO, npeactaBneHHoe Ha Puc.
4-57.

Oo6asnTe NN NIMEHWTE 3anWch B TaGnWue CTaTMMECKOW MapLUpyTAIaLnn

IP-anpec KNHeHTa:

OCHOEHOH WNH3:

Macka noacertu: | |

Cratyc: Brnrueno V|

| Coxparure | | Hasag |

Puc. 4-57 OkHo Co3gaTb Unm n3MeHUTb 3anMcb CTaTUYECKOW MapLipyTM3aumm
2. Heobxoanmo ykasaTb crniegyolmne gaHHbIe.

> |IP-agpec Ha3Ha4yeHuAa — Agpec ceT nnm yana

> Macka noaceTu — Macka nogceTu onpeaensieT kakasi YacTb IP-agpeca oTHOCUTCS K ceTu,
a Kakasi K yany.

> LWnwo3 — IP-agpec wno3a, T.e. yCTPOWUCTBA, KOTOopoe obecrneunBaeT B3aMMoOencTBue
MeXay MapLIpyTU3aTOpOM U CETb/y3MNoM.

3. W3 Bbinagatowero cnucka B none CocrosiHue HeobxoaumMo BblbpaTh 3Ha4YeHne BknrouveHo
nnu BbIKnoyeHo.

4. YT06bl COXpaHUTb cAenaHHblIe N3MEHEHUS BOCMONb3yNTECh KHOMKOM COXpaHUTb.

YTto6bl yoanuTb 3anMcb BOCMNOMb3yWTECH KHOMKOW YAanuTb.

YT100bI aKTMBMPOBAaTL BCE 3anNnCK BOCMONb3ynTeCh KHOMKON Bknountb BCe.

YTtobbl caenatb BCe 3anmMcy HeakTUBHBIMW BOCMONb3yNTECH KHOMKON BbIKNOYMTbL BCe.

YTto6bl yganuTb BCe 3anMcy BOCMNONb3yMTECh KHOMKON YAaanuTb Bce.

UTtoObl neperTn B criegylollee OKHO, BOCMONb3ynTech kHonkor [anee. YTobObl BepHyTbCHA B

npegpiayLiee okHO BOCMOMb3ynTeCh KHOMKoM Hasaa,.

4.13 YnpaBneHue nonocou nponyckaHus

KoHThons NPOMyCKHON CNocoGHOCTH

- MapaMeTpL! KOHTPONA
- CNMCOK Npaeun
Puc. 4-58

MeHio YnpaBneHue MOfoCcoM MponyckaHus coaepXxut asa nogMeHwo (cm. Puc. 4-58). Ona
HACTPOWKN HY>XHOW hyHKLMKN BbIOEpUTE COOTBETCTBYIOLLEE MEHI0. Huxe npuBoguTca nogpobHoe
onucaHue anga Kaxgoro n3 atTnx nogmMeHtio.
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4.13.1 HacTtpownku ynpaBneHus

BoibpaB “YnpaBneHue nonocown nponyckaHus — HacTponku ynpaBneHuMA” Bbl MOXETe

HacTpavBaTb NapameTpbl NOMOChI ANs BXOAALLEro U MCXOOALero Tpadmka (CM. PUCYHOK HUXKE).
YcTaHaBnmMBaeMble 3Ha4eHMs He A0mkHbI npesbiwaTte 1000000 KouT/c.

BENKMHTE KOHTPO N NOA0CK] MPOMYCKaHHA O
THR FIHHHK: & ADSL ) JOpyras
Wcxon. nonoca: 512 KEIC
Bxon. nonoca: 2048 KEfc

Puc. 4-59 OkHo HacTtpoiiku ynpaBneHus norocon nponyckaHus
& lpumeyaHume:

[ns onTMManeHOro ynpasneHus MOI0COM NPonyckaHua HeobXoAMMO yKasaTb MpPaBUITbHbIA TUM
nonocel 1 y3Hatb y VIHTepHeT-npoBangepa obllee 3HayeHue Ansi BXOASILLEro U MCXOAsLLEro
Tpaduka.

4.13.2 Cnucok npaBun

Beibpae “YnpaBneHue nonocow nponyckaHma — Cnucok npaBun’ Bbl CMOXETe

npocMatpuBaTtb U HaCcMaTpuBaTb MpaBuiia ynpasrieHnd nonocomn nponycKaHnA Kak rnokasaHo Ha
PUCYHKE HUXe.

lcx00AWaA nonoca Nponyck aHMAKEWTIC k) Bxo8AWLEA NONOCa NpOMYcKaHWAKOWT Cer)
1D OnucaH1e BEAKUKMTE M2MEHHTE
nH. Makc. htiH. Makc.

1 192.168.1.2-192.168.1.23/21)0 1000 0 4000 MZMEHWTE ¥AANHTE

[ Oofaewtb Hoevwo.. | [ ¥aanuTe Bee |

Tenepk |1 + | cTpaHuua
Puc. 4-60 Cnrcok npaBun ynpasreHnsi Norocomn NponyckaHms
> OnucaHune — CogepXxuT MHGOPMaLUMIO Mo NpaBunam, Hanpumep AvanasoH agpecos.

Monoca ana ucxopswero Tpacdmka — B aTtom none otobpaxaeTcs UHGopmauusa no
MaKkCUManbHOMY W MWHMManbHOMY 3HA4YeHWK MOSOoChbl ANs  MCXOAAWero Tpaduka,
npoxoagdiiero yepe3 WAN-nopt. 3HadeHne no ymonyanuto 0.

> MMonoca ana Bxogswero Tpacdhumka — B 3TOM none ortobpaxaeTca uHopmauusa no
MaKkCUManbHOMY M MMWHUMaNbHOMY 3HAYeHW0 NOMNochbl Ans BXoAslero Tpaduka,
npoxoadwero yepe3 WAN-nopt. 3Ha4yeHne no ymonyanuto 0.

» WN3ameHuTb — PepaktupoBatb npaBunio. Ytobbl yaanuTb NpaBuio BOCMONb3YNTECH KHOMKOM
Ypanutb.

Y1006bI CO3AaTbL UNMN N3MEHUTDL npaBuno ynpasneHuns nosiocoun nponyckKkaHus Heo6xoaMmo
caenaTtb cneayloujee:
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LWar 1: KnukHute no kHonke Co3patk... (CM. Puc. 4-60). [JomKHO OTKPbITL OKHO, Kak MoKasaHo Ha
Puc. 4-61.

LWar 2: Beegute cnegywwme gaHHble B OKHO, npeacrtaBiieHHOEe Ha PUCYHKE HUXeE.

HacTpoiku npaBun ynpasneHWsA Nonocoi NponyckaHua

BKAKYHTL:
Awanazon IP-anpecos: | 192.165.1.2 |- |192.168.1.23
JuanazoH nopros: |21 | = | |
MpoTokon:
MuH. nonoca Make. nonoca
NPONYCEAHUAKBUTIC BK) MPOMYCKAHUAKBUTICEK)

BxoOAman nonoca NponycKaHuA: I:I 1000
HCXOOAWAA M0A0CA NPONYCKAHNA: CI A000

[CD}{paHHTb][ Hazag ]

Puc. 4-61 OkHo HacTpoliku npaBuna ynpaeneHus Nonocon nponyckaHus

War 3: KnukHuTe no kHonke CoxpaHUTb.

4.14 Hactpouka cBasbiBaHuA IP 1 MAC-agpeca

MNMpueRzka IP v MAC anpecon

- MapaMeTpkl NPUAAIKN

- CNnucok agpecoB No npotokony ARP

Puc. 4-62 MeHto CessbiBaHue IP n MAC-agpecos

MeHto CeasbiBaHue IP n1 MAC-agpecoB cogepxuT aBa noameHto (cMm. Puc. 4-62) — Hactpomku
cBAsbiBaHA 1 Cnucok ARP. YT0Obl HAcTpOUTb HYXHYH (YHKUMIO WM MOCMOTPETL €e
napameTpbl BblbepuTe COOTBETCTBYIOLLNIA 3nemMeHT. Huxe npuBoamTtcs nogpobHoe onvcaHue no
Kagomy nogmeH!to.

4.14.1 HacTpounku cBA3bIBaHUA

[aHHoe okHOo copepxunT Tabnmuy Hactponku ceasbiBaHusa IP n MACapgpecoB, -B KOTOPYHO Bbl
MOX€eTe BHOCUTb Heobxoaumble nameHeHus (cm. Puc. 4-63).

CeAzbiBaHne ARP: (&) OTen. ) Ben.

1] MAC-apgpec IP-appec Ceaszatb H3ameHnte
1 00-0A-EB-00-07-5F 192.168.1.55 H3ueHnTs Yaanuis
|  DofaemTe Hoewio... | [ Beowawte Bee | [ OTkmowTe Boe | [ vganute Boe | [ Haiim |

Tek. HDMED Crn.

Puc. 4-63 HacTponku ceaabiBaHUS
» MAC-agpec — MAC-agpec KOHTPONMpyeMOoro KOMMNboTePa fIOKabHOW CEeTHU.
» IP-appec — Ha3sHauyeHHbIn IP-agpec KOHTponNMpyemoro KomnbioTepa fokanbHOW ceTu.
» CBaA3aTb — Bknountb dyHKumo cBa3biBaHusa ARP.
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> WU3MeHUTb — VI3MeHNUTb Unu yaanuTb CyLLECTBYIOLLYHO 3amniChb.

Ecnn Bbl xoTnTe 406aBUTL UMM M3MEHUTL 3anncb ceA3biBaHnA IP 1 MAC-agpecoB, KIMMKHUTE No
kHonke Co3paTb... unn U3meHuTb. Nepen Bamm OTKpoeTCs OKHO, npeacTaBrieHHoe Ha Puc.
4-64, B KOTOPOM Bbl MOXETE CO34aTb UM U3MEHUTb 3amnuCb.

MapameTpbl cBA3bIBaHKA IP 1 MAC-agpecoB

CBAZaTL:

MAC-anpec: | |

IP-anpec: | |

| Coxparute | [ Hasan |

Puc. 4-64 OkHo Hactpowiku cesisbiBaHus IP u MAC-agpecos

Y106hI co3paThb 3anuchk cBA3biBaHusA IP 1 MAC-agpeca HeobxoaMmo caenarthb criegyloLlee:
1. KnukHuTe no kHonke Co3paTthb... (M. Puc. 4-63).

2. Yrkaxute MAC- n IP-agpec.

3. Bblbepute auenky CssaTb.
4

YToOhI COXpaHUTb caenaHHble N3MEeHEHUA BOCI'IOJ'Ib3yIZTer KHOMKOWN COXpaHVITb.

YT06bl M3MEHUTb WMNU yAanUTb YXKe CYLeCTBYIOWYK 3anucb Heo6xoauMmo cpenaTb
crneaytoulee:

1. Bbibepute 3anuch B Tabnuue.

2. B konoHke U3ameHUTb BbIGepUTE, COOTBETCTBEHHO, MI3MEHNUTb nnn Ypanurtb.

Y106bI HANTK CYLECTBYIOLLYIO 3aMNUCh:
1. Knuknute no kHonke Mowuck (cm. Puc. 4-63).
2. Beeante MAC vnun IP-agpec.

3.  Knuknute no kHonke Mowmck (cm. Puc. 4-65).

Harith 3annuce ceAsbiBaHunA IP 1 MAC-agpeca

MAC-agpec:  |00-OA-EBO0-07-5F |
IP-anpec: | |
(1] MAC-anpec: IP-anpec: CeszAars TIHHK
1 00-0A-EB-00-07-5F 192.168.1.55 Ha okHo

| HaiTk | | Hasan |

Puc. 4-65 Mowuck 3anuncu cessbiBaHus IP- 1 MAC-agpeca
YToObl aKkTMBMPOBATL BCE 3annCcK BOCMONb3yNTECH KHOMKOM BknounTb Bee.

YTtoObl yaanuTb Bce 3anucu BOCNosib3ynTeCch KHOMKON YaanuTb Bce.
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4.14.2 Cnucok ARP

Onsa ynpaeneHnss KOMNbIOTEPOM Bbl MOXETE BECTU HabniogeHne 3a KoMnbloTepamMu rokanbHOM
cetn, npoepsia cBa3b MAC- u IP-agpeca B cnucke ARP. Takke Bbl MOXeTe Mpou3BOAUTb
HacTponky anemeHToB cnncka ARP. B gaHHom okHe oTobGpakaetrcsa cnucok ARP. OH cogepxut
WMHopmauuio No umerowmmed 3anucsam ceasbiBaHns IP 1 MAC-agpeca (cm. Puc. 4-66).

1D MAC-appec IP-appec CocToAHNe Hactpoika
1 00-19-66-5E-EC-11 192.168.1.102 Pa3seazarb JarpwInis Yaanuib
| zarpyaute Bce | [ OBHOBWTL

Puc. 4-66 Cnucok ARP

A\

MAC-agpec — MAC-agpec KOHTPONMpPYEMOro KOMMboTEepa NoKanbHOM CETH.

Y

IP-apgpec — HasHa4deHHbIn IP-agpec KOHTPONMPYEMOro KOMMbIOTEPA NOKaNbHOW CEeTH.

> CocTosfiHMe — B 3TOM none cogepXntcst MHpopMaLms MO HaNUYMIO UMM OTCYTCTBUIO CBSI3U
MAC- n IP-agpeca.

Y

HacTtpo#mka — 3arpy3nTb unu yganutb 311€MEHT.

e 3arpy3uTb — 3arpy3uTb 3fieMeHT B CNMCOK cBA3biBaHUA MAC- n IP-agpecos.

e Ypanutb — YOanuTb 3NeMeHT.

UToObl NPOM3BECTM CBA3bIBAHNE AN BCEX TEKYLLMX 3anucen BOCNONb3ynTech kHomkon CBA3aThb
Bce (PYyHKLMS SOCTYNHa TOMbKO NOCIe akTMBaLmMm 3anucen).

YToObl 3arpy3nTb BCE 3anNmncKu B CMMCOK BOCNONb3YATECH KHOMKOM 3arpy3suTb Bce.

Yto0bl 06HOBUTEL MHGOPMALMIO BOCMONb3YNTECH KHOMKON OBOHOBUTD.

&= lpumeyaHue:

3anucb He MOXeT ObITb 3arpyxeHa B Tabnuuy ceasbiBaHus IP 1 MAC-agpecos, ecnu IP-agpec
3anucun yxe 6bin 3arpyxeH paHee. B aToM criydyae nosiBUTCA OKHO C coobuieHnem o6 owmbku.
AHanornyHo cyHKumMs "3arpy3anTb Bce" 3arpy3nT TOSMbKO Te 3anmncu, KoTopble He nepecekarTcs ¢
3anncsamMu, yxe UMeLLMMNCS B CIIUCKE.

14.5 OnHamnyecknm DNS

Mpn BblGOpe MeHw “OuHamunuyecknn DNS” Bbl MoXeTe onpenensTb napamMeTpbl paboThbl
dyHKUMK. MapLpyTtusatop pacnonaraet dyHkumen DDNS (Dynamic Domain Name System),
KoTopasi Aenaet BO3MOXHbIM XOCTUHI canTa, FTP- nnu noutoBoro cepsepa ¢ (pMKCUPOBAHHbLIM
AOMEHHbLIM MMeHeM (KOTOpOe Bbl yKasbliBaeTe camun) 1 AMHaMUYEeCKUM aapecoM. OTO No3BonsdeT
BalLMM OpYy3bsM MOAKMYATLCS K BalleMy CepBepy, yka3aB JOMEHHOE MMS BHE 3aBUCMMOCTU OT
3Ha4YeHus IP-agpeca. Mepen Hayanom Mcrnonb3oBaHUsA yHKUUK HeobxogMmo
3apeructpupoBatbcs Yy  nposavgepa DDNS-cepBuca, Hanpumep — www.comexe.cn,
www.dyndns.org unv www.no-ip.com. OT npoBangepa Bbl NOAyYUTE Naposib UK KoM,
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14.5.1 Comexe.cn DDNS

Ecnu B kayecTBe npoBangepa DNS-cepBuca Obin BbibpaH www.comexe.cn, AOSMKHO NOSBUTHCA
OKHO, NokasaHHoe Ha Puc. 4-66.

HHrepHeT-npoBaigep: Comexe { www. comexe.cn) % | OepedTd HA perveTh...

DoneHHoe HUA:
HoxeHHoe HKMA:
HomeHHoe HMA:
HoneHHoe HUA:

DoneHHoe HMA:

WA nonw3oBatenA: username
Mapone: [TTITITTT]
[] Ben. DDMS
COCTOAHHE NOOKMIYEeHHA: DODMS He 2anyckaeTeA!

COXpaHMTE

Puc. 4-66 Hactponkun Comexe.cn DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6xoaMMo BbLINONMHUTL crieayloline AeNCTBUA:

1. B none [domeHHOe wuMsi BBeOuMTe COOTBETCTBYKLLEE 3HayeHuWe, MonyyYyeHHoe OT
WHTepHeT-npoBargepa.

2.  .YkaxuTte UMa nonb3oBaTens y4eTHOMN 3anucu.
3.  Ykaxute MNaponb y4eTHON 3anuvcu.
4. KnukHuTe no kHonke BonTth, 4tobbl BONTUN B CUCTEMY.

CocTosiHue nogkntoveHue — CoctosHne nogkntoyeHuns K DDNS-cepsucy.

YTo6bI BLINTU N3 CUCTEMBI BOCMOSNb3YATECH KHOMKOW BbIMTH.
14.5.2 Dyndns.org DDNS

Ecnun B ka4yecTBe npoBangepa DNS-cepBuca 6bin BbibpaH www.dyndns.org, NOSIBUTCH OKHO Kak
nokasaHo Ha Puc. 4-67.
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CepBHC-NpoBalne: |Dyndns [ wananr. dyndns.org ) V| Ha pemcTp...
HuA nonb3oeaTenA: | usernarne |
Mapone: | T TTITIITIY) ‘

JoMeHHOe HKA: |

[] Bkn. DDMS

COCTOAHHE NOAKNKYEHHA: DDMS He zanyckaeTcAl

[ Bxog ][ Brixog ]

COXpaHuTE

Puc. 4-67 Hactponkm Dyndns.org DDNS

Onsa yctaHoBkM napameTpoB DDNS Heo6x0aMMo BLINONMHUTL crieayloline AeNCTBUA:

1. Ykaxute UMa nonb3oBaTens y4eTHOW 3anucu.

Ykaxute Maponb y4yeTHOM 3anmcu.

B none [domeHHOe uMA BBeOMTE COOTBETCTBYHOLLEE 3HAYeHWe, TMOoryyYeHHoe OT
WHTepHeT-npoBangepa.

4. KnukHuTe no kHonke BonTh, 4ToObl BONTN B CUCTEMY.
CocTtosiHne nogkntoveHue — CoctosdHne nogkntodeHns k DDNS-cepsucy.
YT0Obl BBIATM M3 CUCTEMbI BOCMONb3yNTECH KHOMKOW BbINTN.

14.5.3 No-ip.com DDNS

Ecnun B kadecTBe npoBangepa DNS-cepBuca Obin BbIOpaH Www.no-ip.com, NOSIBUTCS OKHO Kak
nokasaHo Ha Puc. 4-68.
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CepBHC-NpoBanpep: |N.;..|P { wwrwr.no-ip.com v| Ha pervetp. .
HuA nons3oBaTena: | usernare |
Mapone: | (TTTII1L] |
JomeHHOe HMA: |
[] Ben. DDME
COCTOAHHE NOOKNIYEHHA: DOMS He zanyckaeTeAl
[ Bxog, ] [ Brixon, ]

COpaHWTb

Pwuc. 4-68 Hactpoikn No-ip.com DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6x0aMMo BLINONHUTL crieayloline AeNCTBUA:

1.  YkaxuTe AMA nonb3oBaTens y4eTHOW 3anucu.
2.  Ykaxute Maponb y4eTHON 3anucu.

3. B none [OomeHHOe wuMsA BBeauTe COOTBETCTBYKOLlEee 3HavyeHue, MoryvyeHHoe OT
WHTepHeT-npoBangepa.

4. KnukHuTe no kHonke BonTtn, 4toObl BONTU B CUCTEMY.

CocTtosiHne nogkntoveHue — CoctosdHne nogkntodeHns k DDNS-cepsucy.
YTo6bI BLINTU N3 CUCTEMBI BOCMOSNb3YATECH KHOMKOW BbIATH.

14.6 NHCTPYMEHTbI

CHUCTEMHLIE HHCTPYHEHTLI

- HacTpoitia epeMeHd

- AMarHocTuka

- DOHOBNEHME BECTPOEHHON O MUKpo MO
- Fap0oACKME HACTPOHKM

- Pe3epeHan konuA & BoccraHoBneHue
- MNepezarmyaka

- Maponek

- JypHan cMcIeMbl

- CTatucTuKa

Puc. 4-69 MeHto IHCTpyMeHTbI

MeHio “UHCTpYMEHTBLI” coaepXnT cneaytollme nogmeHio — Hactporku BpemeHu, [inarHoctuka,
O6HoBneHue BcTpoeHHoro MO, 3aBoackue HacTpomkn, CoxpaHeHne U BOCCTaHOBIEHUe
HacTpoek, lNMepesarpy3ka, Maponb, )XypHan cuctembl 1 CtatucTuka. [1na HaCTPOMKN HY>KHOW
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yHKUMN BbIOEPUTE COOTBETCTBYIOLLEE MeEHI. Hmke npuBoauTcs nogpobHoe onucaHue no
Ka)XXZIOMY M3 3TMX NMOAMEHIO.

14.6.1 HacTponku BpemMeHum

BbibpaB meHio “UHCcTpyMeHTbI — HacTporku BpeMeHW” Bbl MOXETE HacTpanmBaTb NapameTpbl
BPEMEHW B OKHE, NPEACTaBNEHHOM Ha PUCYHKE HUXKE.

Yacoeoil noAc: :(GMT+03:DEI) Bargag, Kyeedt, Hadpobu, 3p-Puag, Mockea b
Rava: |1 1 2000 | (MM/DDAYY)
Bpems: 0 14 a0 (HHMMISS)
OcHoBHOI NTP-cepeep: 0.0.00 0.0.0.0
[ Mony4ute Bpema no [puHBKYY ] {MonydaTe GMT NRM NOAKNIOYEHKK K MIHTEPHET)

Puc. 4-70 HacTpoikn BpeMeHn
YacoBon nosic — /13 BeinagaroLero cnmcka Heooxoanmo BbiIbpaTb HYXXHbIN YaCcOBOW MOsC.
OaTta — Ykaxute gaty B popmare MM/OO/TT.
Bpewms — YkaxuTte Bpems B hopmare H4/MM/CC.

YV V V V

MmaBHbIn NTP-cepBep — 3pecb Heobxogmmo ykasatb NTP-cepBep, C KOTOpoOro
MapwpyTusatop 6OyaeTr nonydaTb 3HadyeHuMe BpemMeHu. Kpome Toro And HeKoTopbIX
BCTPOeHHbIX NTP-cepBepoB MapLUpyTM3aTOp MOXET nofyyaTb 3Ha4YeHMe BpPEMEHU
aBTOMaTMYeCKM NP NoAaKNYeHnn K IHTEpHET.

Y106bI HACTPONUTL CUCTEMY B PYYHOM peXxume:

1. BbIGepuTe YacoBow nosc.

2.  YkaxuTe gaty v Bpems.

3. UYT06bl COXpaHUTb caenaHHble M3MEHEHUS BOCMNOMb3yNTECh KHOMKON COXpaHUTD.

YT106bI HACTPOUTL CUCTEMY aBTOMATUYECKMU:

1. BbibGepuTe YacoBow nosc.

2. Ykaxute IP-agpec MaBHbIn NTP-cepBepa.

3. Knuknute no kHonke Monyuntb GMT, 4TOObLI NONy4YaTh CUCTEMHOE BpeMs vepe3 NHTepHeT
Npyv HaNU4YMM NOOKITHOYEHMNS K HEMY.

&= NMpumeyaHune:

1. [HaHHble HacTpoKKkn ByayT UCNONb30BaTLCA PAAOM (PYHKLMIA, Takux kak bpaHamayap. MNocne
BXOJa B MapLLpyTM3aTop Bbl AOMKHbI yKa3aTb YacoBon nosic. Ecnu aTto He 6bIno caenaHo, To
aTn pyHKUMM paboTaTtb He ByayT.

2. 3HayeHue BpeMeHu OyaeT NOTEPSHO MPU BbIKMHOYEHWUW MapLupyTU3aTopa.

MapLupyTmusatop MOXeT nonydntb cpegHee Bpems no puHBudy (GMT) M3 NHTepHeT npu
HaNM4YnMKn NOLKITHOYEHUS.

14.6.2 lnarHocTUKa

BoibpaB “UHcTpyMeHTLI — [unarHocTuka” Bbl MOXETE Npu nomoLmn pyHkumin Ping n Traceroute
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NpoBepsTb paboTy CeTn (CM. PUCYHOK HUXKE).

MapameTpel AMAarHOCTUKK

HHCTPYMEHT OHATHOCTHEH: @ Ping ) TpaccvpoBKa NyTH

IP-anpec/ lomMeHHoe HMA:

Cyerquk Pino: 4 (-5
Pazuep Ping-nakera: R4 (4-1472 Bad
Bpenendoi HHTepBanl THHroBaHKA: 00 (100-2000 mck)
Tpaccuposrka Max TTL: (1-3m

PesynbTaTbl AMarHOCTUKKU

Ha.

Puc. 4-71 WHCTpyMEHTHI
» WHcTpymeHT anarHocTuku — BuibepnTe COOTBETCTBYHIOLLYIO SHENKY.

e Ping — 3T0T AMArHOCTUYECKUI MHCTPYMEHT YCTpaHAEeT NpobnemMbl C NoaKI4YaeMoCTbHo,
FAOCTUXKMMOCTBLIO U paspeLlleHnemM MMeHW A5t KOHKPETHOIO y3na Uiu Lwno3a.

e Traceroute (TpaccupoBKa) — OTOT WHCTPYMEHT NPOU3BOAUT MNPOBEPKY paboThbl
NOAKMNIOYEHUS.

&= lMpumeyvaHue:

Bbl MOxeTe npuMeHATb MHCTpyMeHTbl Ping/Traceroute ana nposepku IP-agpeca wnu
OOMEHHOro umeHW. Ecnu npoBepka wHCTpyMeHTamu Ping/Traceroute B OTHOLIEHMM
IP-agpeca npowna ycnewHo, HO C OOMEHHbIM MMEHeM BO3HWKNW Npobrnembl, 3TO MOXET
O3Ha4yaTb npobremy c paspeleHnem ummeH. B atom cnyyae cnegyer y6eamTbCs, 4TO
OOMEHHOE MMS, KOTOPOe Bbl YKasblBaeTe, SBMSETCH paspelleHHbIM, UCnonb3ysa Ans 3Toro
DNS-3anpockl (Domain Name System — Crniyxx6a AOMEHHbIX UMEH).

> IP-appec/domeHHOe umsa — Ykaxute IP-agpec HasHayeHus (Hanpumep, 202.108.22.5) unu
AOMeHHoe ums (Hanpumep, http://www.tp-link.com).

» Cuetuuk Pings — Noka3sbiBaeT uncno Ping-naketoB anga Ping-nogknioveHuns.

> Pa3swmep Ping-naketa — Paamep Ping-nakeTa.

78


http://www.tp-link.com/

TL-WR741N/TL-WR741ND [=TYely] oYe]=TeTs oY MU VE:ToITT] o} Vay 7 EcT:§ oY o 3 M (=Y I I10] ' (G778 v o3

» Ping Timeout — 3gecb ykasbiBaeTca Bpemsa oxugaHua oTteeTa Ping-naketa. Ecnu B
YKa3aHHbIN MNPOMEXYTOK BpPEMEHM OTBET He MOMyyYeHo, MOAKMOYEHNE MEepPexoauT Ha
CBEPXYPOYHOE BpEMS.

Traceroute Max TTL (Makc. NoBTopoB npu TpaccupoBke) — MakcmanbHOe KOnM4ecTBO
YToObl Ha4YaTb NPOBEPKY MOAKMOYEHNSA K IHTEpHET BOCMNOMb3yTech KHOMKoM Havyatb.
B okHe Pesynbrathl guarHocTuku 6yayT npeacTtaBneHbl pesynbsrarsl.

Ecnu pesynstar aHanornyeH pesynsrary, NPeACcTaBNeHHOMY Ha PUCYHKE HUKE, C MOAKIIOYEHNEM
K IHTEpHET BCe B nopsidke.

PEGYﬂbTaTbI AUarHoCTHUKK

VReply from 202.108.22.49; vtes=64 time=1 TTL=127 seqn=1
iRepIﬁ,rfrnm 202.108.22.5 bytes=64 time=1 TTL=127 seq=2
VReply from 202.108.22.5. lvtes=64 time=1 TTL=127 seqg=3 i
:Reph,rfrnm 202108.22.9; Invtes=64 time=1 TTL=127 seq=4

Ping statistics for 202.108.22.5
. Packets: Sent=4 Received=4 Lost=0{0% loss
CApproximate round trip times in milliseconds:

v Minimum =1, Maximum =1, Average =1

Puc. 4-72 PesynbraTtbl AMarHoCTUKU
&= lpumeyaHue:

[aHHBIN MHCTPYMEHT MOXET MCMNOomb30BaTbCA TOMbKO OOHWMM MONb30BaTeneM OLHOBPEMEHHO.
Onumm “K-Bo Ping-naketos”, “Pasmep Ping-naketoB” n “Ping Timeout” ncnonbaytotca dyHKUnen
Ping. Onumsa “Otckokn Tracert” ncnoneayertcsa dpyHkumen Tracert.

4.16.3 O6HoBneHne BcTpoeHHoro MO

Boibpae “UHcTpyMeHTbl — OOHoBneHue BcTpoeHHoro [1O” Bbl MoxeTe OGHOBUTH
BcTpoeHHoe MO mapLupyTmnsaTopa (CM. PUCYHOK HUXE).

Ozl
Bepcua Mpowmerm: 3.11.7 Build 100925 Rel.56412n
BepcuAa OoopynoBaHHA: WRT AR vl 2 00000000

Puc. 4-73 OG6HoBneHune BcTpoeHHoro N0

> Bepcua BctpoeHHoro MO — B 3ToM none nokasbiBaeTcd HOMeEp TeKyllenh Bepcuu
BcTpoeHHoro [MO..

> Bepcua annapatHou 4actu - B 3TOM none nokasbiBaeTCs HOMEP TEKyLlen Bepcum
annapartHon YacTtu. Bepcua annapatHon 4actn ganna obHOBNEHUs OOMKHa coBnagaTb C
TEeKyLLlen Bepcnen annapaTHOM YacTn MapLupyTuaTopa.

Y1061 NpOM3BEeCTU 0O6HOBNEHUe BCTpoeHHoro MO mappyTusatopa Heo6xoamMmo caenaTb
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crneayloulee:

1. Ckauyante dpann obHoBneHna ¢ canta komnaHum TP-LINK (http://www.tp-link.com).

2. B none ®awnn ykaxute nyTb K danny n ero ums. Takke MOXHO BOCMNOMNb30BaTbLCA KHOMKOW
0O630p.

3. KnukHute no kHonke OOHOBUTD.
&= Npumeyanne:

1. ®annbl 06HOBMNEHUIN HaxoaATca Ha canTte http://www.tp-link.com, oTKyga MX MOXHO ckavaTb.
Cnenyet npousBoauTb OOHOBIMEHMS TOMbKO TOrga, Korga HOBas BepCUs COAEPXKUT
HeobxogmMmyto BaM dyHKumo. OgHako nNpu BO3HWKHOBEHWW npobremM CBSA3aHHbLIX C
MapLIpyTU3aTOpOM, a HE ero HacTponkamu, criegyet NPon3BecTn 0OHOBIEHME BCTPOEHHOIO
Mno.

2. Tlpn obHoBneHun BcTpoeHHoro MO Bbl MOXeTe NOTEPSATb TEKyLMe HacTponku. oaTtomy
cnenyeT COXpaHUTb AEUCTBYIOLLME HACTPOMKK, YTODObI n3bexaTb NOTEPU BaXKHbLIX HACTPOEK.

3. Tlpn OBHOBMNEHMUN He BbIKIMIOYANTE MapLUPYyTU3aToOp M HE NPOU3BOAUTE €ro nepesarpysky. B
NPOTUBHOM CIly4ae YCTPOMCTBO MOXET ObITb NOBPEXOEHO.

4. Tlocne 3aBepLUeHUs NpoLieaypbl 06HOBNEHMS MapLUPYTU3ATOp Nepesarpy3nTcs.

4.16.4 3aBoAcCKNE HaCTPOMKMU

BoibpaB “UHCcTpyMeHTbl — 3aBoOACKME HACTPOMKWU® Bbl CMOXETe BEpHYTb 3aBOACKME
HaCTPOWKUN (CM. PUCYHOK HIMXe):

HaxmuTe aty kHONEY AnA cipoca Bcex HACTPORK HA 3SHAYEHKMA N0 YMONYAHKI.

[ BoccTaHoEWTE

Puc. 4-74 BoccTtaHoBNEHME 3aBOACKUX HACTPOEK
KrnnkHyB no kHornke BoccTaHOBUTbL Bbl BEPHETECH K MCXOOHLIM HACTPOMKaM.
¢ Wm#A nonb3oBartena: admin
e TMaponb: admin
e IP-appec: 192.168.1.1
e Macka nogcetu: 255.255.255.0

&= lpumeyaHue:

Bce coenaHHble HaCTpOIZKVI 6y,El,yT noTepsHbl Npu BoO3BpaTe K 3aBOACKUM HaCTpOVIKaM.

4.16.5 CoxpaHeHue n BoccTaHOBJIEHUE HAaCTPOEK

Boibpae “UHcTpymMeHTbl — CoxpaHeHMe U BOCCTAHOBJIEHWE HACTPOeK’ Bbl MOXETe
COXpaHUTb TEKyLLMe HaCTPOrKN B BUAe dhainna v 3arpys3ntb Ux n3 ganna (cm. Puc. 4-75):
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CoxpannTs: |  PeaepeHan konuA |

®aim: | (08s0p.. | [ BocctaHoewts |

Puc. 4-75 CoxpaHeHne n BOCCTaHOBMNEHWE HACTPOeK

»  YTOObI COXpaHWUTb BCE TEKYLLME HACTPOMKN B halin Ha KOMMbIOTEPE FIOKanbHOW CeTH
KIMMKHUTE Mo KHOoMKe COXpaHUTb.

» YTOObI 3arpy3unTb HAacCTPOKKK HEOOXOAMMO caenaTh crneaytoLlee:
e [lpn nomoLm kHoMkn OBG30p BbIGEPUTE HYXKHbIV (A NN YKaXnUTe NyTb K HEMY.

e KnukHute no kHonke BoccTaHOBUTB.

& lMpumevaHue:

TekyLine HacTponkm ByayT 3ameHeHbl HacTporikamu u3 chavna. Npouecc 3arpysku 6yaet AnnTbcs
okonio 20 cekyHA, nocre 4ero mapLipyTusaTtop aBToMaTU4ecku nepesarpysutcd. B npouecce
3arpy3ku He BbIKIoYanTe MapLipyTM3aTop, T.K. 3TO MOXET NPMBECTU K NOSIOMKE,

4.16.6 MNepe3arpy3ka.

Boibpae “UHcTpymeHTbI — [llepesarpy3ka’ Bbl MOXETe nepesarpy3uTb MapLupyTusaTop npu
nomoLuu kHorku Mepesarpy3nTb (CM. PUCYHOK HUXKE).

Mepesarpyaka

HamMWTE Ha aTy KHOMKY, 4Tofikl NEpesarpysuTh YeTRORCTED.

| Nepesarpyska |

Puc. 4-76 MNepes3arpyska mapLipyTusartopa
HekoTopble HAaCTPOMKM MapLLpyTM3aTopa BCTYMNakT B CUNY TOMNbLKO MNOCME ero nepesarpysku:
o U3ameHeHue LAN IP-agpeca (cuctema nepesarpysmTcst aBTOMaTUYECKN).
e  VameHeHne HacTpoek DHCP.
¢ 3meHeHMe HacTpoek BecnpoBoAHOW Nepeaayn gaHHbIX.
e  WN3ameHeHue nopta Web-ynpasneHnus.

e OO6HoBneHme BcTpoeHHoro MO mapwpyTtu3atopa (cucTemMa nepesarpysuTcs
aBTOMaTU4eCKn).

L] BocctaHoBneHne 3aBOACKNX HacCTpoeK (CI/ICTeMa nepesarpy3mTtcsa aBTOMaTVI‘-IeCKI/I).

e  OO6GHOBMEHMe HacTpoek U3 dharna (cuctema nepesarpy3mTcs aBTOMaTUYECKN).

4.16.7 MNaponb

Boibpae “UHCTpyMeHTbI — lMaponb’ Bbl MOXETE 3aMEHUTb MCXOAHOE UMS MOnb30oBaTens Unm
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naporb MapLupyTmsaTopa (CM. pUCyHoK 4-77).

Mpeabiaymes HWA NoNb30BaTeNna; ‘ ‘

MpenbInYWHi napons: ‘ |

HoBoe HMA NoNb3oBaTENA: | |

HoBbIil napoenb: ‘ |

MoateeponTe Napons: ‘ |

| Coxpanute | [ OqmcTuTs Bee

Puc. 4-77 Taponb

HactoaTenbHO pekomMeHOyeTcd M3MEHUTb WUCXOQHOEe WMMs  MNonb3oBaTenss W naponb
MapLipyTtusaTtopa, T.K. BCeM nonb3oBartenem, kotopble Oyayt obpawatbca Web-ytunute mnm
mMacTepy ObICTpON HacTpoWVku, OyoeT MpeanoxeHo ykasaTb MCXOOHOE MMS Monb3oBaTens u
napornb.

& lMpumevaHue:

[nuHa nMeHun nonb3oBaTens 1 Naporns He JoMmKkHa npesBbiwaTtb 14 CMMBOMOB, U B HEM HE JOIMKHO
ObITb NpobenoB. [Ina NOATBEPXKAEHMS HEOOXOANMMO BBECTM Naponb ABaXAbI.

YTtoObl 3aBepLUMTbL NpoLeaypY KIMKHUTE NO KHOoMke CoOXpaHUTb.
YT106bl OUNCTUTL 3aNUCK BOCMNOMNb3YWTECH KHOMKON O4YNCTUTL BCe.

4.16.8 CucteMHbIN XypHan

Boibpae “UHCTpymMeHTbI — CuUCTEeMHBLIA XypHan’ Bbl MOXETe NpocMaTpuBaThb >XypHarnbl
MapLupyTusaropa.
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DyHrumA

ABTOMATHYECKDN OTtknoyena | HacTpolkn noqTel ]

OINPABKH NOYTLE

Tun xypHana: ECE w ¥poeeHs xypHana: | BCE v

WHaeko Bpewa Tun YpoBEHL Cogep:xaHue XypHana
1 1t day 00:00:03 MPOYKME | MHDO System started
2 1st day 00:00:06 DHCP MPUMEYAHIE DHCF server started
3 1st day 00:00:06 SECURITY | MH3:O PPTF Passthrough enabled
4 1t day 00:00:06 | SECURITY | MHDO L2ZTF Passthrough enahbled
5 1st day 00:00:06 SECURITY | MH3:O IPSEC Passthrough enabled
3} 1t day 00:00:06 | DHCP MPMMEYAHIAE | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
7 1st day 00:00:06 SECURITY | MHTO FTP ALG enabled
8 1st day 00:00:06 SECURITY | MH®O TFTP ALG enabled
9 1st day 00:00:07 | SECURITY | MHDO H323 ALG enabled
10 1t day 00:00:08 | DHCP MPMMEYAHIAE |DHCPC Send DISCOYER with requestip 0 and unicastflag 0
11 |1stday00:00:10 DHCP MPUMEYAHWE |[DHCPC Send DISCOVER with requestin 0 and unicastflag 0
12 |1stday00:00:13 | DHCP MPUMEYAHIE | DHCPS:Recy REQUEST from 00:19:66:80:53:A8
13 |1stday00:00:13 | DHCP MFUMEYAHWE DHCPE: Send MAK
14 |1stday00:00:14 DHCP MPUMEYAHWE | DHCPS:Recy DISCOVER from 00:19:66:80:53:A8
14 1et day 00:00:14 [DHCP MPMMEYAHIAE | DHCPC Send DISCOVER with requestip 0 and unicastflag 1
16 |1stday00:00:15 DHCP MPUMEYAHIE |[DHCPS:Send OFFER with ip 192.168.1.100
17 |1stday00:00:15 | DHCP MFUMEYAHIE DHCPS:Recy REQUEST from 00:19:66:30:53:48
18 |1stday00:00:15 | DHCP MPUMEYAHIKIE DHCPS:Send ACK to 192.168.1.100
14 1t day 00:0016 | DHCP MPMMEYAHIAE |DHCPC Send DISCOVER with requestip 0 and unicastflag 1
20 |1stday00:00:18 | DHCP MPUMEYAHKIE DHCPC DHCP Service unavailable, recy no OFFER
| 1t day 00:00:28 | DHCP MPMMEYAHIAE |DHCPC Send DISCOYER with requestip 0 and unicastflag 0
22 |1stday00:00:30 | DHCP MPUMEYAHWE |[DHCPC Send DISCOVER with requestin 0 and unicastflag 0
23 1t day 00:00:32 | DHCP MPMMEYAHIAE | DHCPC Send DISCOYER with requestip 0 and unicastflag 0
24 |1stday00:00:36 | DHCP MFUMEYAHKE DHCPC Send DISCOVER with requestip 0 and unicastflag 1
25 |1stday00:00:38 DHCP MNMPUMEYAHIIE [DHCPC Send DISCOVER with regquest ip 0 and unicastflag 1
26 1t day 00:00:40 | DHCP MPMMEYAHIAE DHCPC DHCP Service unavailahle, recy no OFFER
27 |1stday00:01:20 DHCP MPUMEYAHWE |[DHCPC Send DISCOVER with requestip 0 and unicastflag 0
28 1t day 00:01:22 |DHCP MPMMEYAHIAE |DHCPC Send DISCOYVER with requestip 0 and unicastflag 0
29  |1stday00:01:24 DHCP MPUMEYAHWE |[DHCPC Send DISCOVER with requestip 0 and unicastflag 0
30 1t day 00:01:28 | DHCP MPMMEYAHIAE |DHCPC Send DISCOVER with requestip 0 and unicastflag 1

Time = 2000-01-01 0:15:31 932s

H-Ver = WR741N w142 00000000 : S-Ver = 3.11.7 Build 100925 Rel.56412n
L =192.168.1.1 : M = 255.265.255.0

W1 =DHCP:W=0.0.0.0:M=0.0.0.0:G =0.0.0.0

OfHoeMTb | [ Coxpanuts wypran | [ OTNPAEWTh M#yIHAN N0 NOYTE ] [ OwmcTuts kypran |

| Cnepytiawan |Te|<yLu,H|F1HnMBp. 1 % | CTpaHdua

Puc. 4-78 CuctemMHbIV XXypHan

> q)yHKLIMH aBTOOTNpPaBKN — lNokasblBaeT cocToaAHme (byHKLI,I/IVI — BKIMKO4EHa UIN BbIKITHO4YEHa.
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> Hactponkn noutbl — YKaXnUTe UCXOOHLIN M KOHEYHLIN MOYTOBLIN SLWMK, adpec cepsepa,
MHcopMaLusa No aBTopmusaLmmn, a Takke pacnucaHne ansa dyHkuMmM astootnpasku (cMm. Puc.
4-79).

o

Kowy:
SMTP-cepBep:
il AYTEHTUMDWMEALMA
il BEMKUMTE QYHKUWKD AETOOTNRAEKW

Kam el QeHE OTNRAENATE CHCTEMHBLIA XYpHAN N0 aapecy

OTNPAENATE CUCTEMHEIR HYPHAN KA gkEe yacoe

| Coxpanwts | [ Hasaa |

Puc. 4-79 HacTpoKKku y4eTHOM 3anncum aneKTPOHHON NoYThI
e Ot - Baw no4ytoBbIf ALWMK, Kyaa MapLipyTnsaTop 6yget oTnpaBnaTh XypHarbl.
e Komy — lNouToBbIN AWKMK, Kyaa OyayT NpUXoAnTb XKypHarbl.

e SMTP-cepBep - Baw SMTP-cepsep. CooTBeTcTBYeT MNOYTOBOMY  SLUUKY,
ykazaHHomy B none OT. Ecnu Bbl He 3HaeTe agpec, obpatuTecb Ha
COOTBETCTBYIOLLUNIN CanT.

e AyTteHTudumkauua — bonbwmHcTBo SMTP-cepBepoB TpebytoT ayTeHTudmkaumu,
KoTopas nogpasyMeBaeT BBOA MMEHW Nofb3oBaTernis Ui napons.
& [lMpumevaHue:

Mpy BbIGOpe pexuma ayTeHTUdMKaunMM HeobXoauMo B COOTBETCTBYHOLUMX MOMAX
ykasaTb MMs MoSib30BaTens 1 naporsib.

e Wmsa nonb3oBatensa — [loytoBasa yyeTHasa 3anucb, ykasaHHas B none OT. Ta, yacTb
KOTOpasi HaxoauTCA 3a 3HAKOM @ He yKa3biBaeTCs.

e [aponb - [laporb Ballen y4eTHOW NOYTOBOM 3arucu.
e [loaTBepanTbL Naponb — [1r1s NOATBEPXOEHUS YKaXnTe Naporb eLle pas.

e Bknwountb ¢yHKUMIO aBTOOTNpPaBKM — ABTOMaTMyeckasi OTrnpaBka CUCTEMHbIX
XypHanoB. Bbl MoxeTe OTnNpaBnsaTb TeKyLUMe >KypHanbl KaXabli [OeHb B
onpefeneHHon MMsS UKW vepes3 OonpeaerneHHbli BpeMeHHOW WHTepBan, HO TOMbKO
OQMH MOXEeT ObiTb TEKyLIUM AEWACTBYIOLLMM NpaBuioM. B cOOTBETCTBYIOLMX NOMSX
YKaXknte Bpemsi unv BpeMeHHon uHTepsan (cm. Puc. 4-79).

UT0ObI COXpaHUTb HAaCTPOWKN BOCMONb3yNTECH KHOMKOM COXpPaHUTD.

KnnkHuTe no kHonke CoxpaHuTb, YTOObI BEPHYTLCA B NPeablayLlee OKHO.
> Log Type - By selecting the log type, only logs of this type will be shown.

> Twn xypHana — Npu BbIGpaHHOM 3Ha4YeHWUM ByayT nokasaHbl XKypHaribl TONIbKO 3TOro Tuna.
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> YpoBeHb XypHana - Npy BbiGpaHHOM 3HayeHuMn ByayT nokasaHbl XXypHarbl TONbKO 3TOro
YPOBHSI.

» O6HOBUTb — OBHOBUTbL OKHO, YTODbLI NOKa3aTb CaMblIl aKTyasbHbIA CMIMCOK KypPHaroB.
» CoxpaHuTb XypHan — CoxpaHeHune Bcex XypHarnos B davine gpopmara txt.

> OtnpaButb XypHan — OTNpaBuTb SMEKTPOHHbIM MUCBMOM BCE TEeKylIMEe CUCTEMHbIE
XypHarbl, B COOTBETCTBUWN C agpecoM U nHdopmMaumen no ayTeHTumkaLmm, ykasaHHon B
pasgene HacTponku noYThbl.

> OunCcTUTb XypHan — YganuTb BCe XXypHanbl C MaplupyTusaTopa (He TONbKO >KypHarbl.
NpeAcTaBeHHbIE B OKHE).

UToObl nepenTM B criegylollee OKHO BOCMONb3yWTeChb KHomnkon [anee. YToObl BEpHYTbCS B
npegpiayLiee okHO BOCMOMb3ynWTeCh KHoMkon Hasaa,.

4.16.9 CtaTnctuka

BoibpaB “‘UHcTpymeHTbl — Crtatuctuka’ Bbl MOXETe MpocmatpuBaTb CTAaTUCTUKY MO

MapLUpyTM3aTopy, BKMYas OOWMIA M Tekywmid Tpaduk no nocnegHeMy MHTepBany MakeToB
CTaTUCTUKM.

TekyWHil cTATYC CTATHCTHI: OTKNYeHD
HHTEpBan CTAaTHCTHKN NakeToR(5~60); 10 | CeKyHOR
ABTO-0BHOBNEHHE
Mpasuna copTHpoBKH: Coptupoeka no IP-agpecy v | chpoewme Boce | [ vaanuTs Bee
Beero B HacToAWEE BREMA
n-:.:égil;gc MakeTop BadT MakeToE BadT ICMP T UDP Tx SYM Tx Hewers

TERYWHA CNACOK MyCT.

£ % | ZaNUCed HA CTPAHMUE. TeKYWMA HOMBER. |1 % |cTpaHuua

Puc 4-80 Cratuctuka

> Tekywee coCTOsiHME CTAaTUCTUKU — BKNIOUNTE MK BbIKNIOYNTL. [10 ymMonyaHuio pyHKUMS
OTKMtoYeHa. YToObl BKNIOYMTE (OYHKLIMIO BOCMOMNb3YNTECH KHOMKOV BKNIOUKTB.

> WHTepBan naketoB ctatuctnkm (5-60) - [lo ymonyaHuio npumeHsietTcs 3HadveHue 10.

Bbibepute 13 Bbinagarowero cnucka 3HadeHue B npegenax oT 5 go 60 cekyna. [aHHoe
3HayeHne onpeaenseT BpEMEHHON UHTepBan A4S NakeTOB CTAaTUCTUKM.

YToObl BKNIOYMTL PYHKLINIO aBTOOOHOBIEHUS BbIOEPUTE COOTBETCTBYHIOLLYIO SHENKY.
YUT06bI OOHOBUTL OKHO BOCMOMb3YNTECH KHOMKON OOHOBUTD.

> [MpaBuna copTupoBkM — [na OTOGpaxeHuss HyKHOW CTaTUCTUKM Bblbepute K3
BbINaAaloLLEro Cnncka COOTBETCTBYHOLLEE 3HAYEHME.

YUToObl 0OHYNWUTL 3HAYEHUS BCEX 3aNMNCEN BOCMONb3YNTECh KHOMKON COpPOCUTL BCe.

YTtoObl yoanntb O4YUCTUTb Ta6nv|u,y BOCI'IOJ'Ib3yIZTer KHOMKoOW YaanuTtb Bce.
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Tabnuua cTaTUCTUKN:

Otobpaxaetca IP n MAC-agpeca C  COOTBETCTBYHOLLEN

IP-agpec/MAC-agpec .
CTaTUCTUKON.

Konuuectso MakeTos, NONy4YeHHbIX " OTMNpaBneHHbIX
MapLIPyTM3aTOPOM.

MakeTbl

Bcero .
KonuuecTso Gan, MONyYeHHbIX " OTNpaBneHHbIX

MapLIpyTM3aTOPOM.

Bant

KonnyecTtBo nakeTos, NoNy4YeHHbIX N OTNpPaBiE€HHbIX 3a nocnegHun

MakeTbl
MHTepBan nakeToB CTaTUCTUKMU.

KonuuectBo 6anr, NOSTyYEHHbIX M OTMAPAaBIIEHHbLIX 3a NocneaHun

BanT
WUHTepBan nakeToB CTaTUCTUKW.

Konnyecteo ICMP-naketoB otnpaBneHHbix kK WAN-ceTH, kak
ykasaHo B none WUHTepBan nakeToB CTaTUCTUKKU. [JaHHOe
3Ha4YeHWe NpeacTaBneHo Kak OTHOLLEeHMe "TekyLas CKOpoCTb
Tekylwee nepena4n/ MakcumanbHasa ckopocTb nepegaudn”.

ICMP Tx

3HauieHue Konnyectso UDP-naketoB otnpaBneHHbiXx kK WAN-ceTu, kak
ykasaHo B none WUHTepBan nakeToB CTaTUCTUKKU. [JaHHOe
3Ha4YeHue NpeacTaBneHo Kak OTHOLLEeHWe "TekyLas CKOpoCTb
nepegayn/ MakcumansHas CKOpocTb nepegayn'.

UDP Tx

Konnyecteo TCP SYN -naketoB otnpasneHHbix K WAN-ceTu,
Kak ykasaHo B none WHTepBanm nakeToB CTaTUCTUKM.
[daHHoe 3HayeHMe npeacTaBneHo Kak OTHOWeHue "Tekylias
ckopocTb nepedayn/ MakcumansHas CKOpocTb nepegayn”.

TCP SYN Tx

B «kaxgom oOkHe pJoOmkHO ObiTb 5 3anucen. YToGbl BepHyTbCA B npedblayliee OKHO
BOCNoOnb3yntecb kHomnkon Hasap. YTo6bl nepeiitn B criegytoLee OKHO BOCMONb3YNTECh KHOMKON
Oanee.
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MpunoxeHue A: YacTo 3agaBaeMble BONpPOCHI

1. Kak MHe HacTpouTb MapLpyTU3aTop, YToObI Nnonb3oBaTtenu ADSL mornu BbIXoguTh B
UHtepHeT?

1) Tpexgae Bcero HacTponTe mogem ADSL, HacTpoeHHbIn B MocToBOM Moayne RFC1483.

2) Mopknounte «kabenb Ethernet mogema ADSL k WAN-nopty mMaplipyTtmsaTopa.
TenedoHHbIN Kabenb NOAKIIYAETCA K COOTBETCTBYHOLEMY NopTy MogeMa ADSL.

3) Bowgute B MmaplipyTtmMsaTtop, KiMkHMTEe No MeH “CeTb”, pacnonoXxeHHOMY B NEBOW
YacTu maplpyTtusartopa u 3atem Bbibepute nogmerio "WAN". B okHe WAN B pasgene
Tun nogkntodeHns WAN ykaxute “PPPoE”. B nonax “Uma nonbsosatensa” un “Napons”
YK&XXMTe COOTBETCTBEHHO WMSA Morb3oBartens WM naponb. locne 3aToro KNMKHUTE Mo
kHorke MoakntoyeHue.

Tun WAN-noaknMeHnsA; PPPoE/Foccua PPPOE = [ ONpefenHTh

Moaknw4edHne PPPoE:
HuA nonk3oBaTenA: USErname

Mapone: (TYTITIT]

Puc. A-1 Tun noakntoveHna PPPoE

4) Ecnn cepBuc ADSL ycTtaHOBNeH B pexume MNOBPEMEHHOW onnatbl, BblbepuTe
“MoakntoyeHne no TpebosaHmo” unu “NogkntodeHne Bpy4yHyto”. B none “Makc. nepuog
npocTos”  YKaXUTe  HY)XXHOe 3HadeHue. Takke MOXHO BblbpaTb  pexum
“ABTOnNOAKMIOYEHNE”.

Pexnn Wan-nogxknwyeHne: (&) MogEnodeHue No 2anpocy
Makc. epema npoctoa: | 146 MMHYT(EI (0 0ZHAYAET, UTO CORAMHEHKE Oy 0eT AKTHEHEIM NOCTOAHHAO)
() AETOMATHYECKOE NOAKNIDYEHWE
(O MoAENKYEHKE B 33BMCHMOCTH OT EREMEHH
Mepnog EpeMeaHnc : (HH:MM) to : (HH: M)
() MoAENHEHME BRYUHYIO

Makc. BpemMA NpoCTOA: MMHYT(EI (0 0ZHAYAET, UTO CORAMHEHKE Oy 0eT AKTHEHEIM NOCTOAHHAO)

CoeAMHHTE OTENWYeHo!

Puc. A-2 Pexum noagkntodeHna PPPoE

& lMpumeyaHue:

1. WHorga nopkntouyeHMe He MOXeT ObiTb NpekpaleHo [nAaxe ecnu Bbl ykasanu
COOTBETCTBYOLLEE 3HAYEHME B norne Makc. Bpemsi IpoCTost, T.K. HEKOTOPbIE NMPUMOXKEHWS
obpaluatoTcst kK pecypcam VIHTepHeT B (hOHOBOM peEXXUME.

2. Ecnn Bbl ucnomnb3yeTe Kabemnb, NPOM3BEAMTE HACTPOWKY MapLupyTu3atopa B
COOTBETCTBUM C NpuBeAEHHbIM BbIlLE€ NHCTPYKLNAMN.

2. Kak MHe HacTpouTb MapLlpyTU3aTop, 4ToObI nonb3oBartenu Ethernet mornu BbIxoaUTL
B UHTepHeHT?
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1) Bongute B MaplpyTtusaTtop M KNUKHUTE No MeHo “CeTb”, pacnonoXeHHOMY B JIE€BOW
yactn bpaysepa, u 3atem Bblbepute nogmeHo "WAN". B okHe WAN BbIGepute B none
"Tun nogknodeHnss WAN" 3HavyeHne “duHamuyeckunt IP”. KnnkHUTEe no KHonke
CoxpaHunTb.

2) HekoTtopble WHTepHeT-npoBangepbl TpebytoT peructpaumm MAC-agpeca apanTtepa,
KoTopbii Obin nogkntodeH Kk moaemy Kabens/DSL B npouecce ycTaHoBku. Ecnum
MHTepHeT-npoBangep Tpebyer npoussectn peructpaumio MAC-agpeca, Bongute B
MapLupyTusaTop u Bblbepute MeHio "CeTb" B neBoun vyactu bpaysepa. 3atem Bbibepute
nogmeHio "KnoHumpoBaHme MAC-agpeca”, 4tobbl nepentn B okHO "KnoHupoBaHue
MAC-agpeca". Ecnn MAC-agpec Bawero KoMmnbloTepa ABAAETCA TEM CaMblM agpecom,
knukHuTe no kHonke KnoHnpoeaTtb MAC-agpec, un atoT agpec nosieutcs B none "WAN
MAC-agpec". Takke MOXHO BBECTM AaHHoe 3HadeHne B none "WAN MAC-agpec".
dopmatr MAC-agpeca XX-XX-XX-XX-XX-XX. 3atemM KNukHUTe Nno KHomnke CoXpaHUTb.
CpoenaHHble MU3MEHEHMS BCTYNAT B CUITY NMOCE nepe3arpysku.

MAC-anpec WAN-ceri: 94-03-60-43-33-70 [EID::::TaHnBHTb 3aeoackoi ]

MAC-appec Bawero Konnsltepa: [KnnHHpDBaTb MAC-anpec ]

COXpaHUTE

Puc. A-3 KnonuposaHne MAC-agpeca
A xouy ncnonb3oBaTtb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenaTtb?

1) Ecnn Bbl 3anyctute NetMeeting B kauecTBe cnoHcopa, Bam He notpebyetcs
npeanpvHMMaTh Kaknx-nmbo gencTeuii.

2) Ecnu 6bl 3anyctute ero B pexume OTBeTa, BaM MNOTpedyeTcs HacTpOUTb (yHKUMK
BuptyanbHbii cepep mnu DMZ Host, a Takke ybegutbca B Tom, y4to H323 ALG
BKItOYEHa.

3) Ytobbl HacTpouTb Virtual Server: Bomgute B MapLlpyTM3aToOp, KIUKHUTE MO MEHI0
“‘NMepeappecauna’ B nesov yactu Opaysepa u BblibepuTe noameHio "BupTtyanbHbie
cepBepa". B okHe "BupTtyanbHble cepBepa” KNUKHUTE No KHornke CospaTb... 3atem B
okHe “Co3paTb UM U3MEeHUTb 3anucb BUPTyanbHOro cepBepa’ BBeguTe B none
“CepBucHbii nopt” 3Ha4veHne “1720”, a B none “IP-agpec”, Hanpumep, 192.168.1.169.
KnunkHnte no kHornke BknounTtb 1 3atem CoxpaHUTb.
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BupTyaneHbie CepBepbl

ID CepBHCHBI Mopt IP-Appec Mpotokon Cratyc HameHnts
1T M 192.168.1.101 BCE BrnwdyeHo M2MEHHTE ¥08NKTE
[ Oofaewte Hoeyin . | [ Brkmowwte Boe | [ OTkniowwTe Boe | [ ¥aanums Beoe

Puc. A-4 OkHo BupTyanbHble cepBepa

Oo6aButb unu MameHnTb 3anmcb BupTtyanbHoro Cepsepa

CepBucHbI Mopr: 1720 ' GO0 unn X9
IP-ampec: (192.168.1.169 |
Mporokon: BCE v)
Craryc: iEhcmoueH V
Oouyuit CepeucHbui Mopr: E-L-éuﬁepme-- v
[ Coxpanute | [ Hasaa |

+

Puc. A-5 Cosgatb nnu nameHuTb 3anucb BUPTYanbHOIo cepsepa

&= lMpumeyaHue:

B npotuBononoxHow ctopoHe crnepyeT BbidBatb WAN IP, koTopbii oTOOpaxaeTtcs B
okHe “CocTosiHne”.

Utobbl akTuBmpoBatb ¢yHkumMio DMZ Host: Boragnte B maplupytmusaTtop, Bbibepute
MeHo “MapuwpyTusaumio” B neson YacTtun bpaysepa n 3atem Bbibepute nogmeHto "DMZ".

B okHe "DMZ" BbibepuTte siveriky BknrounTb 1 BBeguTe Baw IP-agpec B none “IP-agpec
yana DMZ”, nanpumep, 192.168.1.169. Nocne 310ro kNMKHUTE No kHonke CoxpaHuUTb.

Tekyuwee coCToAHMeE: ® Brn. O Beikn.

IP-appec DMZ y3na: | 192.168.1.169

COXpaHuTb

Puc. A-6 DMZ

Bongute B mapwpytmnsatop, Boibepute MeHo “‘besonacHocTb”, Haxoasleecs B f1eBON
YyacTn okHa Opay3epa, 1 BbibepuTe nogmeHto “basoBble HacTponkn 6esonacHocTu’. B
okHe “Ba3oBble HacTpPounkn 6e3onacHocTU’ BbibepuTe svenky Bknrountb Bo3ne H323

ALG. KnukHuTe no kHonke CoxpaHuUTb.
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4,

Ba3soBbie HacTpoWKkK BesonacHOCTH

EpaHamaysp

BpaHouayap SPI: (% Bkn. (O Belkn.

VPN
TpaH3HnTHaA nepeckbinka PPTP: (# Ben. (O Brikn.
TpaH3uTHaA nepecbinka L2TP: (# Ben. (O Brikn.
TpaH3HTHaA nepecbinka IPSec: (# Ben. (O Brikn.

ALG
FTP ALG: (& Brn. O Belkn.
TFTP ALG: (# Ben. (O Brikn.
H323 ALG: (# Ben. (O Brikn.

| CoxpanuTs |

Puc. A-7 Bba3oBble HacTpolikn 6e3onacHoCTH

YTto A ponxeH Aenatb, YTOObI ycTaHOBUTL B nokanbHon cetn WEB-cepBep?

1)

T.k. mexgy noptom 80 WEB-cepsepa n noptom 80 WEB-ynpaBneHnst MOXeT BO3HUKHYTb
sBNeHne UWHTepdepeHLMM, HeoOXOAMMO Ha3HayuTb JApyron nopt Ans  dyHKLMK
WEB-ynpasneHus.

YTtobbl namennts Nnopt WEB-ynpasneHus: Borigute B MmapLipyTM3aTop, BelGepute MeHI0
“Be3onacHOCTb”, pacnonoXeHHoe B NeBOW 4YacTu Opaysepa, U BbiOepuTe NOOMEHIO
"YpaneHHoe ynpaBneHue". B okHe "YaaneHHoe ynpaBneHue" B none "lopTt
Web-ynpaeneHusa" ykaxute nobown gpyron Homep kpome 80, Hanpumep 88. KnukHuTe no
kHonke CoxpaHUTb 1 Nepesarpysvte MapLLpyTU3aTop.

YnaneHHoe ynpasneHue
Mopt ynpaeneHua Yepes Web:

IP-anpec yaaneHHor o yNpaBneHHA: | 172.31.70.959 | CYEaMMTe 255,255,255, 2595 ANA Bcex)

COXpEHWTE

Puc. A-8 ¥YpaneHHoe ynpaBneHue

&= lMpumevaHue:

Ecnn BbiweynomMmsiHyTas HacTpowka BCTynuT B cuny, Beeaute 192.168.1.1:88 (LAN
IP-agpec mapwpyTtusartopa: MNopt Web-ynpaBsneHusi) B COOTBETCTBYIOLLEM MOfE.
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3) Bongute B MapLipyTtusartop, Bbibepute MeHio “lepeagpecauma” B NeBON 4acTu
Maplipytusatopa wu BblbepuTe nogmMeHio "BupTtyanbHble cepBepa’. B oOkHe
"BupTyanbHble cepBepa" KnNukHUTe no kHornke Co3paThk... , a 3aTeM B okHe “Co3paTb
WUNM U3IMEHUTb BUPTYalbHbIN cepBep” ykaxuTe B none “CepBUCHbIN NOPT’ 3HaYeHne
“80”. B none “IP-appec” ykaxute Baw IP-agpec, Hanpumep, 192.168.1.188. lMocne
3TOrO KIMMKHUTE MO KHomMke BknounTtk, a 3aTem CoxpaHUTb.

BupTyaneHbie CepBepbl

ID CepBHCHBI Mopt IP-Appec Mpotokon Cratyc HameHnts
1T M 192.168.1.101 BCE BrnwdyeHo M2MEHHTE ¥08NKTE
[ Oofaewte Hoeyin . | [ Brkmowwte Boe | [ OTkniowwTe Boe | [ ¥aanums Beoe

Puc. A-9 BupTtyanbHble cepBepa

[o6aeuTb unn Mamernts 3anucb BuptyanoHoro Cepeepa

CepBHCHBLIN Mopr: 20 ' OO0 mnn X4
IP-anpec: | 192.168.1.188 |
Mpovokon: ' BCE v
Craryc: Brnwoyex v/
Oouyuit CepBucHbui Mopr: ' --Buibepure-- v
| Coxpanute | [ Hasaa |

I il
Puc. A-10 OkHo CosgaTb unm naMeHUTb 3an1Mcb BUPTyasnbHOro cepeepa

BecnpOBo.qule CTaHUMUUN He MOFyT noAKNMHYNTBLCA K Mapl.upyTusaTopy.
1) YGepgutechb B TOM, 4TO BblbpaHa A4elika "BknounTb nepepadvy paguocurHana”

2) [poBepbre, coBnagaeT nu wuageHtudukatop SSID GecnpoBoAHbLIX CTaHUUM C
NMOEHTMUKATOPOM MapLipyTmM3aTopa.

3) Ybegutecb B TOM, 4YTO 0ecnpoBOAHblIE CTaHUUW MWCMONb3YKT KOPPEKTHBIA KItoY
LUMGPOBAHNS, ECIN TaKOW PEXKUM BKITHOYEH.

4) Ecnu 6ecnpoBogHOE MOOKIKOYEHNE BO3HMKIO, HO Bbl HE MOXETE MOMy4MTb AOCTYN K
MapLupyTusartopy, nposepsre |IP-agpeca Balumx 6ecnpoBOgHbIX CTAHLUNA.
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MpunoxeHue B: HacTponka komnbroTepa

B atom pasgene Mbl pacckasbiBaeM, Kak NpaBUITbHO MNPOM3BECTM YCTAHOBKY M HACTPOWKY
npotokona TCP/IP npun OC Windows XP. lNpexae Bcero, ydoeguteck B ToM, 4YTo agantep Ethernet
paboTaeT, npyM HeO06X0OUMOCTU NOMNb3yNTECH PYKOBOACTBOM K adanTepy.

1. Hactporka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows knnkHuTe no kHornke 3anyck, a 3atem nepengute B MNaHenb
ynpaBrneHus.

2) KnukHute no mkoHke CeTb M nogknioveHme K MIHTepHeT, a 3aTeM B NOSBUBLUEMCS] OKHE
KINMUKHUTE no BKknagke CeTeBble NOAKMIOYEHUA.

3) KnukHWTE NpaBoW KHOMKOW Mbillee MO WKOHKE M B MOSIBUBLLEMCH MEHK Bbibepute
pasgen CBonucTBa.

NBC vnv BBICOKOCKOPOCTHOW MHTEpHET

]

i ocal Area Conneckion 2

104K NHIYEHD OTKNHYHTE
1 A realkek RTLE Cocrosmme
MenpaeuTe

W03 MHTEpHETa
. MoAKAHYEHMA THNE MOCT

T
. Inkernet Conr Co34aTE ApABIK
-,r OTEAKMEHD

)y Inkernet Conp

[epeMMeEHOEATE

CEOHETES

Puc. B-1

4) B npeactaBneHHOM Ha PUCYHKE HUXKE OKHe caenanTe OBOMHOW KWK NO pasgeny
Mpotokon UHTepHeT (TCP/IP).
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-i Local Area Connection 2 - ceolcTBEa @E|

Ofiwme | JononHHTensHo
MogkoyeHHe Yepes:

B8 Realtek RTLE139/310x Family Fast E

EDMI’IDHEH’I’I:-I_. HCNONEZYEMEBIE 3TN NOQKNKOYEHHER!

.@ File: and Printer Sharing for Microsaft Network s A
Bl (105 Packet Scheduler

g g | ntermet Protocal [TCRAR]
W
£ 3
O nucaHue

MNpotokon TCPAAP - cTaHgapTHEE NpoTokon raodansHel:
CETel, 08eCMEYMBANW MK CEASE MEKAY PAZAMYHEIMM
B AMMOLEFHCTEYHOW MM CETAMM,

[pu NoakMoYEHUY BEIBECTI 3HAYOK B 0ON3CTH YESLOMNEHMEN

YeenomnATE NpU OrpaHMYEHHORM MM OTCYTCTEYHIL SR
MOLEMHYEHHM

]9 H OTrmeHa

Puc. B-2

5) t. Otkpoetca okHo CBoncTBa TCP/IP, B koTOpOM OyaeT oTkpbiTa Bkrnagka IP-agpec.

Hwxe npepncrasneHbl ABa cnocoba HacTpoinku npoTtokona TCP/IP :
» YctaHoBuTb IP-agpec B aBTOMaTU4YeCKOM peXxume

Beibepute Monyuutb IP-apgpec aBTomaTuyecku u Monyunts DNS-cepBep aBTOMaTU4eCKM,
KaK npeacraBrneHo Ha PUCYHKE HUXe:
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CrokcTea: Internet Protocol (TCP/IP)

Ofwme ANETEPHATHEHEA E.OHDMIYpaLKA

Maparderpel [P MOMYT HaSHAYaTECA AETOMETMYECKM, BCNM CETh
NOLOEPHKMESET 3TY BOEMOHHOCTE, B NpoTHEHOM Ciyyae napameTpel
IP rosHD AOAYYMTE Y CETEEAMD AAMMHUCTRETORA.

(&) Donyare IP-aapec aETOMATHYECKM

() Menonesoeate caegyiowui IP-agpec:

{®i Tonyuure agpec DNS -cepeepa aETOMATHYECK M

{1 Menonesoeare cregyiowme agpeca DMS-cepeepos:

HononHKrensHo. .

[ 1] H OTrieHa ]

Puc. B-3

& lMpumevaHue:

Ecnn ncnonbsyetca OC Windows 98 nnun Huxe, HeobxogumMo nepesarpy3nTb KOMMbIOTEP U
MapLupyTusaTop.

YctaHoBuTb IP-agpec Bpy4Hyto

KnukHuTe no kHonke cnonb3oBaTh cnegytowmn IP-agpec. OTkporoTca crneaytoLme nonsi.

LAN IP-agpec mapuwpyTtusatopa 192.168.1.1, B none IP-agpec ykaxute 3HavyeHue
192.168.1.x (roe, X — 910 3HayeHue oT 2 ao 254), a B none Macka noacetu 255.255.255.0.

B none Wno3 no ymonyaHuw Beeaute LAN IP-agpec mapwpyTtusaropa (No ymonyaHuio
ato0 192.168.1.1).

Boibepute  Ucnonb3oBatb cnepywwme agpeca DNS-cepsepoB. B none
Mpeanountaembin DNS-cepBep ykaxuTe TO xe 3HayeHue, 4TOo M B none LWnw3 no
ymonyaHuio, unu ykaxute IP-agpec DNS-cepsepa.
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CrokcTea: Internet Protocol (TCP/IP)

Dewme

Maparderpel [P MOMYT HaSHAYaTECA AETOMETMYECKM, BCNM CETh
NOLOEPHKMESET 3TY BOEMOHHOCTE, B NpoTHEHOM Ciyyae napameTpel
IP rosHD AOAYYMTE Y CETEEAMD AAMMHUCTRETORA.

) Donyare IP-aapec aETOMATHYECKM

(%) Menonesoeate caegyiowui IP-agpec:

|P-anpec: 192 168 . 1 .21
Macka nogceti: 28R 28R AR 0
[ CHOBHOM Wn:s: 192 168 . 1 . 1

(%) Menonesoeare cregyiowme agpeca DMS-cepeepas:

Mpegnoymr aeteii DS -cepeep: 202 0 96 134 133

AneTepHarHeHer DHS-cepeep:

HononHKrensHo. .

[ 1] H OTrieHa ]

Tenepb:

KnukHute OK, 4TtobbI COXpaHUTb caenaHHble NSMEHEHUA.
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MpunoxeHue C: Cneundcpunkaumn

General O6Liee
CraHpapThbl IEEE 802.3, 802.3u, 802.11b, 802.11g
[poTokonsbl TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP

1  WAN-nopt 10/100M c dyHKUMEN aBTOMaTUYECKOro
cornacoBaHus ckopocTtu (pasbem RJ45), 4 LAN-nopta 10/100M ¢

MopThbl N
dyHKUMEN aBTOMAaTMYECKOrO COrfacoBaHUA CKOPOCTU (pasbem
RJ45)
10BASE-T: HeakpaHupoBaHHas Butas napa, kat. 3, 4, 5 (He
6onee 100 m)
OkpaHnpoBaHHag BuTas napa EIA/TIA-568 100Q (He
6onee 100m)
Tun kabens
100BASE-TX: HeakpaHupoBaHHasi BUTas napa, kar. 5, 5e (He
6onee 100 m)
OkpaHupoBaHHas BuTas napa EIA/TIA-568 100Q
(He 6onee 100 m)
CeeroanopHas PWR, SYS, WLAN, WAN, LAN (1-4), QSS
NMHONKaUMS
CepTtudukaTbl FCC, CE
BecnpoBogHas nepeaaya AaHHbIX
Monoca vactot 2,4~2,4835[ Ty
BecnpoBoaHom 11g: 54/48/36/24/18/12/9/6M (AsTOMaT.)
nepefaqn naHHbIX 11b: 11/5.5/2/1M (ABTOMaT.)
PacwwmpeHne DSSS (wmpokononocHasa Mogynsaums ¢ npsiMbiM pacLuupeHnem
YacToTbl cnekTpa)
Mogynsauus DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

130M: -68 gbm npn 10% PER (npoueHT nakeToB ¢ owmbkamn);
108M: -68 obm npu 10% PER;

UyBCTBMTENBHOCTb 54M: -68 obm npn 10% PER

@PER 11M: -85 obm npu 8% PER;

6M: -88 nbm npn 10% PER

1M: -90 pbm npu 8% PER

YecuneHne aHTeHHbI 3 nbu

YcnoBus okpyXxaiowen cpegbl

Temnepartypa Okcnnyataunsa :  0°C~40C (32°F~104°TF)
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Storage: -40C~70°C(-40°F ~158°TF)
XpaHeHue: -40°C~70°C(-40°F ~158°T")

Operating:  10% - 90% RH, Non-condensing
Okcnnyataums:  oTHocuTenbHas BriaxHocTb 10% - 90%, 6e3

Humidity obpasoBaHusi KOHOeHcaTa
BrnaxHocTb Storage: 5% - 90% RH, Non-condensing
XpaHeHue: oTHOcuUTenbHas BRaxHocTb 5% - 90%, Ges

obpasoBaHus KOHOeHcaTa
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MpunoxeHue D: Mnoccapun.

> 802.11b — Crangapt 802.11b onpepgensieT napameTpbl paboTbl GecnpoBogHON ceTu npu
CKOPOCTM nepedaun aaHHbix 11 M6wut/c, ucnonbdya texHonormio DSSS, n pabotaeT Ha
HenuueH3npoBaHHOM AnanasoHe 2,4 [T ¢ ncnonb3oBaHvemM anroputma wndgposaHms WEP.
K cetam ctangapTta 802.11b Takke oTHocaTtca cetn Wi-Fi.

> 802.11g — cneumdukauma gns cos3gaHus 6ecnpoBOAHbLIX CETEl CO CKOPOCTbI0 nepepadu
AaHHbIX Ao 54 Mo6wuTt/c, ucnonb3ys texHonorno DSSS, mogynsauuio OFDM un pabotaeT Ha
HenuueH3npoBaHHOM ananasoHe 2,4 ITu. ObpaTHO COBMECTUM C YyCTPOMCTBaMM cTaHaapTa
IEEE 802.11b. UcnonbsyeTt anroputm wudposaHna WEP.

> DDNS (Dynamic Domain Name System — Cuctema AMHaAMM4YeCKMX AOMEHHbIX UMEH) —
B0O3MOXHOCTb Ha3Ha4YeHWst (PMKCUPOBAHHOrO y3MOBOMO W  OOMEHHOMO MMEHU Ang
OuHamudeckoro Internet IP-agpeca.

> DHCP (Dynamic Host Configuration Protocol — MNMpoTokon HacTpoWKu AUMHaAMU4YeCKOro
y3na) — [poTokon, KOTOpbIN aBTOMAaTUYECKM MPOU3BOAMT HAcTpounky napameTtpoB TCP/IP
BCEX KOMMNbIOTEPOB, NoakntoyYeHHbIx K DHCP-cepepy.

> DMZ (Demilitarized Zone — OemunutapusoBaHHaa 30Ha) — [laHHas dyHKUUA no3sonset
y3ny rnokanbHOM ceTu obpawaTtbcsa K WHTepHeT Ans paboTbl cO  chneumanbHbIMU
NPUNOXKEHNAMU TaKNMK, Kak IHTEPHET-Urpbl 1 BUAEOKOH(epeHLNN.

> DNS (Domain Name System — Cuctema AOMeHHbIX UMeH) — /IHTepHeT cepBUC, KOTOPbI
nepeeoauT nmMeHa cantoB B IP-agpeca.

> [JomeHHOe nmsa — onucartenbHoe UMs Ans agpeca unu rpynnbl agpecos B VIHTepHeT.

» DSL (Digital Subscriber Line — JluHna undpoBoro nognucuumka) — TexHomnorus, kotopas
Nno3BongeT OTNPaBnATb UMW NofnyYaTb AaHHble, UCMONb3ys CyLlecTByloLine TenedgoHHble
NVHAN.

» ISP (Internet Service Provider — UHTepHeT-npoBangep) — KomnaHus, kotopasa obecnevvBaet
aoctyn B IHTepHeT.

> MTU (Maximum Transmission Unit — MakcumanbHbIn pa3mep naketa) — MakcumarnbHbI
pas3Mmep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaaH..

> NAT (Network Address Translation — TexHonorus nepeBopa ceTeBbIX afpecoB) —
TexHonorusa NAT nepesoauT IP-agpec nokanbHom cetn B IP-agpec cetn NHTepHeT.

»> PPPoE (Point to Point Protocol over Ethernet — NpoTokon noaknto4yeHnsa 4yepe3 Ethernet
no npuHuuny Touka-Touka) - PPPoE — 3710 npoTokon anga nogkntoveHns yaaneHHbIX y3rnoB
cetn NHTepHeT 4epe3 MOCTOSHHOE MOAKIYEHME, MOCPEACTBOM MMUTaLMW MOOKMHOYEHNS
dial-up.

> SSID — NgeHtndukatop SSID — aTo KMoy, BKAYawWwmin B cedbs go 32 OyKBEHHbIX U
LUMpPOBbLIX CUMBOIIOB, KOTOPLIN UCMONL3yeTcs ANng naeHTudmrkaumm nokansHom cetn. Ytobbl
GecnpoBogHble YCTPOMCTBA CETU MOIMMM OOMEHMBATbCA AaHHbIMKW, OHWU  [AOSKHbI
ucnone3oBatb oaMH U TOT e SSID. O6bIMHO 3TO HACTPOEYHbIA napameTp Ang
GecnpoBogHon kapTbl KomnbtoTepa. CooTtBeTcTByeT ESSID gna 6ecnpoBogHOM TOYKM
Joctyna u umeHn 6ecnpoBOAHON CETU.

> WEP (Wired Equivalent Privacy — 3KBMBaneHT npoBoAHOM 3awWuTtbl) — MexaHuam
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LWMdPOBaHNS Ha OCHOBe 64-, 128- unn 152-6UTHOrO COBMECTHOrO KIto4a, Kak ykasaHo B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHne ctaHgapTa 802.11b, npucsoeHHoe opraHudaumen Ethernet
Compatibility Alliance (WECA, see http://www.wi-fi.net), aBngwowernca rpynnon no
pa3paboTke NPOMbILLIIEHHbIX CTaHOapToB, paboTatoLen Hag npobnemon
B3anMMO3aMEHSEMOCTHM YyCTPONCTB cTaHgapTta 802.11b.

WLAN (Wireless Local Area Network — BupTyanbHas nokanbHas ceTb) — rpynna
KOMMbIOTEPOB W CBSI3A@HHbIX YCTPOWCTB, B3aMMOAENCTBYIOLWIMX OPyr C Apyrom uvepes
GecnpoBoaHyO Nepefady AaHHbIX B OrpaHNYEeHHOM panoHe.
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